
Ashish Kr. Luhach, IJRIT          298 

 

IJRIT International Journal of Research in Informat ion Technology, Volume 1, Issue 11, November, 2013, Pg. 298-300 
 
 

International Journal of Research in Information Technology (IJRIT) 
 
 
                                                                  www.ijrit.com                       ISSN 2001-5569 
 

 

 Implementing an electronic voting 
system based on homomorphic 

encryption (Paillier cryptosystem) 
1Gaurav Singh, 2Aman Grover, 3karan Anand 

1 2 3Student in Dronacharya College of Engineering, Gurgaon 

Abstract  

The main focus of this paper is to apply the principles of homomorphic encryption in designing an 
electronic voting system. The objective is to ensure that the identity of the voter remains private. 
However, the challenge is to implement the paper while maintaining computational efficiency and 
the privacy of the voter. 

 

1. Introduction 

 
Homomorphic encryption is a type of cryptosystem that aims to delegate the manipulation of ciphertexts. 
This means to eliminate the need for decrypting the ciphertext before calculations and thus, a more secure 
cryptosystem. In this project, a method for implementing an electronic voting system using Paillier 
cryptosystem is proposed. 

 
The cryptographic e-voting schemes can be mainly classified into three categories: voting based on 
anonymous channels such as mix-net [1][2][3], voting based on blind signature [4] and voting based on 
homomorphic encryption [5]. Voting based on homomorphic encryption does not need the complicated 
construction of anonymous channels so it is the most efficient. Paillier cryptosystem is chosen for this 
project over other alternatives because it has been proved to be semantically secure [6]. Semantic security 
ensures that not even partial information can be extracted from the corresponding ciphertext, in this case, 
the voter’s identity. 

 
This paper aims to develop a voting system that would be computationally feasible and at the same time, 
ensure voter privacy i.e. the outcome of the voting process does not reveal the identity of the people who 
cast their votes, it merely declares the end result. It is the equivalent of pulling a desired file out of a locked 
filing cabinet without ever unlocking it. 
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2. Algorithm  

The steps that will be followed to implement the paper are : 

• Key generation based on Paillier cryptosystem (an additive homomorphic cryptosystem) 
• Encryption 
• Decryption 
• Homomorphic properties 

o Homomorphic addition of plaintexts 
o Homomorphic multiplication of plaintexts 

 

3. Homomorphic Encryption 

The critical problem arises when there is a requirement for computing (publicly) with private data 
or to modify functions or algorithms in such a way that they are still executable while their privacy is 
ensured. This is where homomorphic cryptosystems can be used. A technique that allows meaningful 
computations to be carried out on encrypted data to produce an output of a function so that the privacy of 
the inputs to the function is protected. It is of two types : 

3.1 Symmetric encryption scheme: 

In these schemes, the sender and the receiver agree on the key they will use before establishing 
any secure communication session. Implies that in order to communicate with different persons, we must 
have a different key for each people. Thus we required a large number of keys. 

3.2 Asymmetric encryption scheme: 

In these schemes, every participant has a pair of keys private and public. The private key of a person 
is known to only her, the public key of each participant is known to everyone in the group. More  secured 
and we don’t need any prior agreement between the communicating parties. 

4. Homomorphic Encryption Schemes 

Here we disuss why homomorphic encryption has become  more  and  more  important  in  many  different  
cryptographic  protocols  such  as,  e.g.,  voting  protocols in three steps: what, how and why.  

Functionalities for homomorphic public key encryption scheme: 

• Key Generation: unique key generated to decrypt or encrypt file 
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• Encryption: convert the data into code, can be recovered only by key 
• Decryption: to bring back the data to original form 

• Homomorhic Property: there exists an efficient algorithm to compute an encryption of 
the sum or the product, of two messages given the public key and the encryptions of 
the messages but not the messages themselves. 

 

5. Applications of Homomorphic Cryptography 

Everyone wants his personnel data and information to be secured. The development of a fully homomorphic scheme 
is the first result that strengthens the idea of secure data storing on different data banks. This means that one is able 
to access his data from anywhere since he can store everything in an unknown server. 

One more useful application is to build an e-voting system. Then everyone can deposit his vote after encrypting it. 
Then the system is capable of counting all the votes and get the result without knowing the individual choices  

6. Expected outcome 

An electronic voting system shall be obtained in which the identity of the voter remains private. The 
complexity factor will be considered while obtaining the final product. 
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