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Abstract 

Cloud Computing has been envisioned as the next-generation architecture of IT Enterprise. In the cloud, the data is transferred 
among the server and client. High speed is the important issue in networking. Cloud security is the current discussion in the IT 
world. Data handling is outsourced by the direct cloud service Provider (CSP) to alternative entities within the cloud and theses 
entities may delegate the tasks to others, and so on. Second, entities area unit allowed affixing and leaving the cloud in a very 
versatile manner. As a result, data handling within the cloud goes through a compound and dynamic stratified service chain that 
doesn't exist in standard environments. The Cloud Information Accountability framework planned during this work conducts 
machine-controlled work logging and distributed auditing of relevant access performed by any entity, applied at any purpose of 
your time at any cloud service Provider. Its 2 major components: Logger and log harmonizer. The JAR file includes a collection 
of simple access control rules specifying whether or not and the way the cloud servers and presumably alternative data 
stakeholder’s area unit approved to access the content itself. Once the authentication succeeds, the service providers are allowed 
to access the information within the JAR. Based on the configuration settings outlined at the time of creation, the JAR can give 
usage control related to work, or can give solely logging functionality. As for the work, on every instance there's associate in 
having access to the information, the JAR can instinctively generate a log record. 
 
Key words- Cloud, Private Cloud, Security, Secure data Transmission, Cloud Computing, Accountability, Data 
Sharing. 
 
 
 
1. Introduction 
 

Cloud computing is a recent trending in IT that where computing and data storage is done in data centres 
rather than personal portable PC’s. It refers to applications delivered as services over the internet as well as to the 
cloud infrastructure – namely the hardware and system software in data centres that provide this service. The sharing 
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of resources reduces the cost to individuals. The best definition for Cloud is defined in as large pool of easily 
accessible and virtualized resources which can be dynamically reconfigured to adjust a variable load, allowing also 
for optimum scale utilization. Several trends are opening up the era of Cloud Computing, which is an Internet-based 
development and use of computer technology. The key driving forces behind cloud computing is the omnipresence 
of broadband and wireless networking, falling storage costs, and progressive improvements in Internet computing 
software. The main technical supporting of cloud computing infrastructures and services include virtualization, 
service-oriented software, grid computing technologies, management of large facilities, and power efficiency. The 
pioneer of Cloud Computing vendors, Amazon Simple Storage Service (S3) and Amazon Elastic Compute Cloud 
(EC2) are both well-known examples. While these internet-based online services do provide huge amounts of 
storage space and customizable computing resources, this computing platform shift, however, is eliminating the 
responsibility of local machines for data maintenance at the same time. As a result, users are at the mercy of their 
cloud service providers for the availability and integrity of their data. From the perspective of data security, which 
has always been an important aspect of quality of service, Cloud Computing inevitably poses new challenging 
security threats for number of reasons. Firstly, traditional cryptographic primitives for the purpose of data security 
protection cannot be directly adopted due to the users’ loss control of data under Cloud Computing. Considering 
various kinds of data for each user stored in the cloud and the demand of long term continuous assurance of their 
data safety, the problem of verifying correctness of data storage in the cloud becomes even more challenging. 
Secondly, Cloud Computing is not just a third party data warehouse. The data stored in the cloud may be frequently 
updated by the users, including insertion, deletion, modification, appending, reordering, etc. This construction 
drastically reduces the communication and storage overhead as compared to the traditional replication-based file 
distribution techniques. On this paper work is among the first few ones in this field to consider distributed data 
storage in Cloud Computing. And secondly secure data transmission.  

 
The key features of the cloud are agility, cost, device and location independence, multi tenancy, reliability, 

scalability, maintenance etc. following fig shows the general structure of cloud computing. In a shared design Cloud 
offerings will vary from virtual infrastructure, computing platforms, centralized knowledge centers to end-user 
internet-Services and Web applications to huge different centered computing services. During this paper we have a 
tendency to study the matter of following root of scientific knowledge in curate databases [6], databases made by the 
“sweat of the brow” of scientists United Nations agency manually assimilate info from many sources. The look of 
CIA framework presents substantial challenges, as well as unambiguously characteristic CSPs, making certain the 
liableness of the log, adapting to an extremely localized infrastructure, etc. Our basic approach toward addressing 
these problems is to leverage and extend the programmable capability of JAR (Java Archives) files to instinctively 
log the usage of the users’ data by any entity within the cloud. Users can send their information alongside any 
policies like access management policies and work policies that they need to enforce, enclosed in JAR files, to cloud 
service providers. Any access to the info can trigger an automatic and authenticated work mechanism native to the 
JARs. We have a tendency to seek advice from this kind of control as “strong binding” since the policies and 
therefore the work mechanism travel with the info. 
 

This robust binding exists even once copies of the JARs are created; so, the user can have management 
over his data at any location. Such localized work mechanism meets the dynamic nature of the cloud however 
additionally imposes challenges on making certain the integrity of the work. To address this issue, we offer the JARs 
with a central purpose of contact that forms a link between them and therefore the user. It records the error 
correction info sent by the JARs that permits it to lookout the loss of any logs from any of the JARs. Moreover, if a 
JAR isn't ready to contact its central purpose, any access to its fogbound records is denied. 

 
 
2. System model 
 

During a cloud setting, the unit of access control is often a sharable piece of user data—for example, a 
document during a cooperative editor. Ideally, the system offers some analogous confinement of that information, 
limiting its visibility solely to approved users and applications whereas permitting broad latitude for what operations 
area unit done on that. This will create writing secure systems easier for programmers as a result of confinement 
makes it tougher for buggy code to leak information or for compromised code to grant unauthorized access to 
information. A man may notice different (Fig 1) ways in which to exfiltration information, like using an aspect 
channel or covert channel, however the priority here is to support benign developers, whereas creating all 
applications and their actions on users’ sensitive information a lot of simply auditable to catch improper usage. 
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Application developers don’t have to be compelled to reinvent the wheel; Application code is freelance of ACL 
enforcement; Third Party auditing and standards compliance area unit easier; and the verifiable platform extends to 
virtualized environments Designed atop it.  

 
Figure 2 – cloud data storage architecture. 

 
Finally, the price of examining the platform is amortized across all its users, which implies important economies of 
scale for a large-scale platform supplier. 
 
 
3. Cloud Computing 
 

The difficulty of cloud computing has been getting Brobdingnagian coverage in recent years for kind of 
reasons a bit like the new cookie rules, the word ‘cloud’ offers journalists the prospect to return make a copy with 
simple sport headings regarding “storm clouds” or “cloudy outlook”. Moreover, with a myriad of assorted 
companies huge (Apple, Microsoft, Google) and small giving a implication of cloud commodities to every 
organization and shoppers, the horizon is clouded (see what I did there?) with press releases, interviews and 
advertorials, all designed to steer people to spare their info. Instead of maintaining technical infrastructures therefore 
on govern, calculate or in spite of else you're doing beside your information, you log in through World Wide Web 
and jazz on the cloud provider’s systems instead. There is no single cloud model, so at a lower place the umbrella 
(I’m at it again), you will select a wholesale transfer of services, place one a region of your organization onto the 
cloud, select one cloud service (i.e. email, a bit like the pilot being distributed by Warwickshire Council), or even 
merely but a cloud back-up. 
 
4. Applications 
 

The initial motivation for identity-based Encryption is to help the preparation of a public key infrastructure. 
Throughout this section, we've a bent to indicate many different unrelated applications. 
 
4.1 Revocation of Public Keys 
 

Another application of elliptic curves in cryptography has recently emerged inside the type of a fresh 
system for doing Identity-Based Encryption. Identity-Based Encryption is also a public key secret writing theme 
where any string are a user’s public key, including, as AN example, the user’s email address or name. The advantage 
of ID primarily based secret writing is that no certificate is needed to bind names to public keys. This feature might 
facilitate to launch a public key infrastructure, since a receiver ought not to get a public key and a certificate before 
receiving encrypted communications. The sender can use the receiver’s ID as its public key, and does not need to get 
and verify a certificate on the recipient’s public key beforehand. Once associate in tending encrypted 
communication has been received, a user can contact a central CA to urge the key agreeing its public key. 
 
4.2 Capabilities 
 

We leverage the JAR programmable capabilities to each produce a dynamic and traveling object, and to 
confirm that any access to users’ data can trigger authentication and automatic work native to the JARs. To 
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strengthen user’s management, we tend to conjointly offer distributed auditing mechanisms. We offer intensive 
experimental studies that demonstrate the potency and effectiveness of the planned approaches. 

 
 
5. Literature survey 
 
A. Attribute based Proxy Re-Encryption for Data Confidentiality in Cloud Computing Environments  
Two forms of Attribute based mostly cryptography (ABE) are Key Policy ABE and Cipher text Policy ABE. In key-
policy ABE schemes (KP-ABE), attribute sets are wont to annotate cipher texts and personal keys are related 
to access structures that specify that cipher texts the user are going to be entitled to rewrite. Cipher text- policy ABE 
(CP-ABE) return within the twin method, by distribution attribute sets to personal keys associated lease cipher text 
specify an access policy that receivers' attribute sets ought to accommodates. Key Policy Attribute based 
mostly cryptography is employed for fine grained access management over encrypted information. In system the 
info is keep within the cloud victimization attribute based mostly cryptography. Initially the info file is split into 
header and body. Body is that the cipher text and header is that the cryptography key won’t to write the info into 
cipher text. In Attribute based mostly cryptography information is encrypted by a group of attributes and user secret 
key are related to access structure in ABE. Encryption Key, DEK is employed for encrypting information into body. 
The header is encrypted victimization Key Policy -ABE. The higher than theme prevents the collusion attack by 
dividing and storing file into header and body. This is often achieved by a trustworthy authority known as privilege 
manager cluster. That is, the header is shipped to privilege manager cluster, and also the body to the cloud 
service supplier. Through this theme, information confidentiality is secure by the user cluster since they need to 
realize admission by privilege manager cluster. The encrypted information is accessed from the Cloud 
Service supplier (CSP). The user will rewrite the encrypted header as long as the attribute of the user matches with 
the access policy fixed throughout the cryptography time (of the header). Once rewriting the 
header approved users acquire the DEK to decrypt the body. Re-encryption key management is enforced in 2 ways 
in which – with the key manager or at intervals the cloud. The strategy planned in cloud-based re-encryption model 
is secure, efficient, and extremely climbable in an exceedingly cloud computing context. 
This theme provides associate Attribute based mostly cryptography, Fine grained access, immune to collusion 
attack, information Confidentiality. 
 
B. Reliable Re-encryption in Unreliable Clouds  
Since a cloud computing atmosphere is comprised of the many cloud servers, commands might not be received 
and dead by all of the cloud servers attributable to unreliable network communications. the matter is solved by 
proposing a time-based re-encryption theme, that permits the cloud servers to mechanically re-
encrypt information supported their internal clocks. The solution is constructed on prime of an attribute based 
mostly cryptography (ABE) theme. ABE permits information to be encrypted victimization associate access 
structure comprised of various attributes. A cloud is actually an oversized scale distributed 
system wherever an information owner’s data is replicated over multiple servers for top accessibility. Every cloud 
server can severally re-encrypt information while not receiving any command from the info owner. The 
strategy extends associate ABE theme by incorporating timestamps to perform proxy re-encryption. The higher 
than answer doesn't need good clock synchronization among all of the cloud servers to keep up correctness. It’s a 
mix of your time based mostly and ABE. Time based mostly user revocation is feasible and it handles 
dynamic information. Information and keys don't seem to be divided and shared. This theme provides Time based 
mostly re-encryption; Attribute based mostly cryptography, User revocation and information confidentiality 
and potency.  
 
C. Quorum controlled asymmetric proxy re-encryption  
In Quorum controlled asymmetric proxy re-encryption scheme, re-encryption is secure as long as there is no 
dishonest quorum of proxy servers. This paper introduces the asymmetric proxy re-encryption scheme is an 
improvement over a symmetric proxy encryption. This is an efficient method for multiparty communication since it 
transforms encrypted message to recipients with different public keys. The recipients can be physically clustered in 
the network. This method also incorporates publicly verifiable translation certificate which does not reveal any plain 
text to the reviewer. The re-encryption scheme mentioned here is state as gradual and simultaneous. Each proxy 
server performs a unit of operation which is the combination of one partial decryption and one partial encryption. 
This process is continued by all proxy servers gradually. In any of the stages of operation, the plain text is not 
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obtained and the system is assumed to be safe. Publicly verifiable translation certificate can be used by the public to 
verify the correctness of the original message and re-encrypted message. Using translation certificate anyone can 
verify the correctness of the method without the knowledge of the private key of recipient. This scheme provides an 
Asymmetric re-encryption; Private Key is shared as quorum and Verifiable translation certificate. 
  
D. Improved Proxy Re-encryption Scheme.  
Ateniese et al. mentioned on linear maps. The cryptography method is custom-made. With identical public key, the 
sender is given alternative of the recipient set. Re-encryption keys are generated by sender victimization receiver’s 
public key; no trustworthy third party or interaction is needed. The algorithmic program is collusion-resistant, 
i.e., it's exhausting for the proxy to extract b from re- cryptography key, even with the assistance of Alice 
(sender). Options of this theme are uneven re-encryption, Non interactive, Collusion resistant, unifacial, No secret 
key pre-sharing required.  
 
E. Secure Erasure Code Based Cloud Storage System with Secure Data Forwarding.  
In this methodology information storage victimization erasure code is planned. Erasure writing is that 
the writing methodology that includes error correcting info in information. Every user is assigned a public-secret 
key try (PKa, SKa) created by the user itself. User distributes his secret key SKa to key servers such every key 
server holds a key share. Encrypted message M is sent as shares into storage servers. A message M is rotten into k 
blocks and encrypted to cipher shares C1, C2…Ck. and sent to indiscriminately chosen storage 
servers. Throughout information storage in Storage Servers, erasure code is employed for error correction. Code 
word image could be a block of information in conjunction with error correcting bits for the required block. The 
info forwarding is achieved by victimization re cryptography key. i.e.; the key fashioned from Secret key (SKa) of 
sender (A) and Public Key (PKb) of receiver (B). every storage server uses the re-encryption key to re-encrypt its 
code word image for later retrieval requests by B. within the information retrieval message is either retrieved back 
by the sender or forwarded to receiver. For retrieving the info, user A requests key server to retrieve a message from 
storage servers. The message is either keeps by him or forwarded to him. User A sends a retrieval request to key 
servers. Upon receiving the retrieval request and corporal punishment a correct authentication method with user 
A, every key server requests indiscriminately chosen storage servers to induce code word symbols and performs 
partial coding on the received code word symbols by victimization the key shares. Finally, user A combines 
the part decrypted code word symbols to get the first message M. This theme provides Secure key sharing, 
Erasure writing, Signature verification and Reduced user overhead in coding. 
 
 
6. System Models 
 

There measure 2 major elements of the CIA, the primary being the Logger, and therefore the second being 
the log harmonizer. The Logger is that the element that is powerful in addition to the user’s data, in order that it's 
downloaded once the information measure accessed and is copied. It handles a specific instance or copy of the user’s 
data and is to account for work access to it instance or copy. The log harmonizer forms the central element that 
permits the user access to the log files. 
 
1) Jar Generation 
The JAR file contains a collection of access control rules specifying whether or not and the way the cloud servers 
and probably different information interested party (users, companies) approved to access the content itself. Based 
on the configuration settings outlined at the time of creation, the JAR can offer usage management related to work, 
or can offer solely logging functionality. 
 
2) Logger Creation 
We leverage the programmable capability of JARs to conduct machine-controlled logging. A Logger element may 
be a nested Java JAR file that stores a user’s information things and corresponding log files. The most responsibility 
of the outer JAR is to handle authentication of entities that need to access the information hold on within the JAR 
file. In our context, the information homeowners might not know the specific CSPs that measure about to handle the 
data. Hence, authentication is nominal consistent with the servers’. Practicality, instead of the server’s address or 
identity. The data owner will specify the permissions in user-centric terms as against the standard code-centric 
security offered by Java, by Java Authentication and Authorization Services. Moreover, the outer JAR is 
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additionally accountable of choosing the right inner JAR consistent with the identity of the entity requests the 
information. 
 
3) Push Mode 
In this mode, the logs sporadically pushed to the data owner (or auditor) by the harmonizer. The push action are 
triggered by either style of the subsequent 2 events: one is that the time elapses for a particular amount consistent 
with the temporal timer inserted as a part of the JAR file; the opposite is that the JAR file exceeds the scale 
stipulated by the content owner at the time of creation. Once the logs sent to the data owner, the log files are 
dumped, thus on free the area for future access logs. Alongside the log files, the error correcting data for those 
logs is additionally dumped. This push mode is that the basic mode which may be adopted by each the Pure Log and 
therefore the Access Log, despite whether or not there's request from the information owner for the log files. This 
mode serves 2 essential functions within the work design, it ensures that the scale of the log files doesn't explode 
and it allows timely detection and correction of any loss or damage to the log files. 
 
4) Pull Mode 
This mode permits auditors to retrieve the logs any time once they need to see the recent access to their own 
information. The pull message consists merely of associate FTP pull command, which may be problems from the 
instruction. For naive users, a wizard comprising a batch file may be simply designed. The request are sent to the 
Harmonizer, and therefore the user are informed of the data’s locations and procure associate integrated copy of the 
authentic and sealed log file. 
 
5) Data Owner 
In the cloud servers data owners upload their data. New account has to be created with the service providers for the 
New users and upload the files securely. The data owner is capable of encrypting the data for the security purpose. 
The data owners can monitor their usage of data based on the service levels in the cloud. 
 
 
7. Design Goals  
 

To ensure the security and dependability for cloud data storage under the aforementioned adversary model, 
we aim to design efficient mechanisms for dynamic data verification and operation and achieve the following goals: 
(1) Storage correctness: to ensure users that their data are indeed stored appropriately and kept intact all the time in 
the cloud. (2) Fast localization of data error: to effectively locate the malfunctioning server when data corruption has 
been detected. (3)Dynamic data support: to maintain the same level of storage correctness assurance even if users 
modify, delete or append their data files in the cloud. (4) Dependability: to enhance data availability against 
Byzantine failures, malicious data modification and server colluding attacks, i.e. minimizing the effect brought by 
data errors or server failures. (5) Lightweight: to enable users to perform storage correctness checks with minimum 
overhead.  
 
7.1 Security Architectures  
 

The above discussion is on certain review literature by many research people on different aspects of 
security. The aspects went on describing the problems and threats in related to security in cloud. The literature in 
detail explains about the issues like security for data, virtualization security and prescribed format of SLA etc. There 
are many research people have keen interest in designing certain security architectures help for secure cloud 
computing. The following are described below: Gary Anthes [14] has described the various security research works 
in cloud are discussed. He brought forward the research works done in popular companies like IBM, HP, and 
Microsoft. There are many security risks involved in cloud computing, and also some good solutions are also been 
designed by the researchers which are pointed below. 1) Researchers at HP laboratories are prototyping cells as a 
service to automate security management in cloud. A cell is single administrative domain using security policies 
containing virtual machines, storage volumes across physical machines 2) IBM research people doing virtual 
machine introspection which puts security inside protected VM running on same machine. This employs number of 
protective methods listing the kernel functions. It can make reduce of running virus scanners on system. 3) 
Microsoft research described about cryptographic cloud storage where the data is secured by user by encrypting 
format such that the provider cannot get what the data is present. Flavio Lombardi and Roberto Di Pietro has 
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discussed [15] about a secure virtualization technique for ensuring security at hypervisor level. In a general system 
at base OS level, there is a problem like a user at one guest OS may interact with other Guest OS, which may lead to 
data loss if they are any attackers. So the new proposal ACPS (Advanced Cloud Protection System) was introduced. 
This will maintain security by preventing unnecessary logins into the other guest OS by weak passwords or weak 
SSH. Cong Wang [5] has proposed their work on Data Storage security with respect to Quality of service. They have 
proposed approach which checks whether their data has been attacked or any integrity loss is done or not over the 
cloud. They will generate a homomorphism token which will ensure that the data is not lost. It is like a simple hash 
function which will be enabled to fast recover and storage errors. These works help in securing the cloud systems, 
Virtualization, Data confidentiality and data storage security, there are still issues need to be discussed in secure data 
transmission between cloud Provider, service provider and cloud User. The secure data transmission is anyhow 
achieved by protocols like IPSec, SSL over web and the data over are also through web applications these current 
methods can be used for secure data transmission. The secure data transmission works designed for storage networks 
are discussed by Kikuko Kamiasaka [8] who discussed in his paper for secure data transmission over IP Networks 
by developing Middleware works below application layer and selects suitable security approach based on the cluster 
of data items available in Application. This was proved that will help in securing the data as well as this works well 
than IPSec. Sudha M [3] has proposed an idea for secure data transmission in cloud computing using transport layer 
techniques, the idea proposed in that is used is socket programming for secure data transmission over the client and 
server. This paper has compared the general secure data transmission by applying socket programming, a key 
exchange and secure data over cloud. The comparison is done response time and processing time. 

 
 
7.2 Security Problems 
 

Because user registrations should be genuine to stop unauthorized users from leading calls to themselves or 
elsewhere, our system uses digest authentication. This suggests that the system can always verify a shared secret 
between the server and also the client via challenge-response before permitting access. Our analysis is predicated on 
a semi honest adversary model by forward that a user doesn't unharness his master keys to unauthorized parties, 
whereas the attacker could try and learn further data from the log files. We tend to assume that attackers could have 
sufficient Java programming skills to destruct a JAR file and previous data of our CIA design. We tend to initial 
assume that the JVM isn't corrupted, followed by a discussion on the way to make sure that this assumption holds 
true. 
 
1) Copying Attack: 
The foremost intuitive attack is that the attacker copies entire JAR files. The intruder could assume that doing 
therefore permits accessing the information within the JAR file while not being noticed by the data owner. However, 
such attacks are going to be detected by our auditing mechanism. Recall that each JAR file is needed to send log 
records to the harmonizer. Above all, with the push mode, the harmonizer can send the logs to information 
homeowners sporadically. 
 
2) Disassembling Attack: 
Another attainable attack is to destruct the JAR file of the Logger then conceive to extract helpful data out of it or 
treat the log records in it. Given the convenience of disassembling JAR files, this attack poses one among the 
foremost serious threats to our design. Since we tend to cannot forestall associate attacker to achieve possession of 
the JARs, we tend to suppose the strength of the secret writing schemes applied to preserve the integrity and 
confidentiality of the logs. 
 
3) Man-in-the-middle attack: 
Associate attacker could intercept messages throughout the authentication of a service provider with the certificate 
Authority, and reply the messages so as to masquerade as a legitimate service provider. There are unit 2 points in 
time that the attacker will replay the messages. One is once the particular service supplier has fully disconnected and 
over a session with the certificate authority. 
 
7.3 Auditing Mechanisms 

 
The maximum size at that logs area unit pushed out could be a parameter which might be simply designed 

whereas making the Logger element. In Push Mode, the harmonizer pushes the log files periodically to the auditor 
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(owner). The pull strategy is most required once the data owner suspects some misuse of his data; the pull mode 
permits him to observe the usage of his content at once. 
 
7.4 Connected Work 
 

Data Accountability: Data responsibility describes the authorization necessities for one information usage 
policy not like agent responsibility, this could need authorizations from many agents. We tend to introduce weak 
data responsibility, that describes that a given usage policy might are obtained properly. We’ll then discuss some 
potential problems with this notion and introduce the notion of sturdy knowledge responsibility. Weak data 
responsibility expresses that associate degree agent should give an authorization proof which all delegated 
responsibilities should even be accounted for, i.e. for any received policies accustomed derive the policy, there's 
knowledge responsibility for causation of that policy at the causation agent. The key distinction in our 
implementations is that the authors still deem centralized information to keep up the access records, whereas the 
things being protected are control as separate files. In previous work, we tend to provide a Java-based approach to 
stop privacy leak from assortment, which may well be integrated with the CIA framework projected during this 
work since they evolve on connected architectures. 
 
7.5 Identity-Based Encryption 
 

In an exceedingly typical setting, associate degree IBE theme involves a sure third party, the private Key 
Generator (PKG). The PKG generates the theme public parameters and a master private key. On request of users, the 
PKG derives from the master the private decipherment key associated to a public identity by running associate 
degree extraction formula. a lot of formally, associate degree IBE theme is outlined as follows. Definition one 
(Identity-Based secret Encryption scheme). associate degree identity-based encryption theme is mere by a quadruple 
of algorithms (Setup, EX,E,D): 
 
Setup: Given a security parameter of the Setup formula generates the general public parameters of the theme and a 
master private key; 
Extract: Given a master mk and a public identity id € ?, EX(mk, id) computes the corresponding decipherment key 
sk; 
Encrypt: Given a public identity id and a message m, E(id,m) computes a ciphertext c cherish the secret writing of 
m Underneath id; 
Decrypt: Given a non-public decipherment key sk and ciphertext c, D(sk, c) returns either the plaintext cherish the 
Decipherment of c, if it's a legitimate ciphertext, or a Distinguished worth ±otherwise. 
 
In case of Access Log, the higher than formula is changed by adding a further check when step vi. Precisely, the 
Access Log checks whether or not the CSP accessing the log satisfies all the conditions laid out in the policies 
bearing on it. If the conditions ar happy, access is granted; otherwise, access is denied. Regardless of the access 
management outcome, the tried access to the info within the JAR file is going to be logged. Our auditing mechanism 
has 2 main benefits. First, it guarantees a high level of convenience of the logs. Second, the utilization of the 
harmonizer minimizes the number of work for human users in browsing long log files sent by totally different copies 
of JAR files. For an improved understanding of the auditing mechanism, we tend to gift the subsequent. 
 
 
8. Conclusion 
 

Cloud computing allows extremely scalable services to be simply consumed over the web on associate 
degree as needed basis. a significant feature of the cloud services is that users’ knowledge ar typically processed 
remotely in unknown machines that users don't own or operate. Whereas enjoying the convenience brought by this 
new rising technology, users’ fears of losing management of their own knowledge (particularly, money associate 
degreed health data) will become a big barrier to the wide adoption of cloud services. We projected innovative 
approaches for mechanically work any access to the info within the cloud beside an auditing mechanism. Our 
approach permits the info owner to not solely audit his content however conjointly enforces sturdy back-end 
protection if required. Moreover, one among the most options of our work is that it allows owner to audit even those 
copies of its data that were created while not this information. 
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