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Abstract 

Voice over internet protocol unites the world by enabling us to send voice content over the internet or any other packet-switched 
network. The cost efficiency and reliability are the key factors regarding their intensive usage. Because of such a widespread 
network, there are possibilities of some security issues. This article is based on the security issues one may face while dealing 
with VoIP. It also elaborates the types of attacks that may be performed.  
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1. Introduction 

Voice over Internet Protocol (VoIP) is a form of communication that allows you to make phone calls over a 
broadband internet connection instead of the present typical analog telephone lines. Basic VoIP access usually 
allows you to call others who can also receive calls over the internet. As VoIP uses the existing IP network, it 
dramatically reduces the cost of communication typically associated with traditional Public Switched Telephone 
Network (PSTN). In addition, ease of deployment and reduced communication hardware make VoIP a compelling 
solution for voice communication on the Internet. Just one cabling infrastructure and one set of switches manages 
network connectivity for both voice and data services.  

In VoIP technology, the voice signal is first separated into frames, which are then stored in data packets, and finally 
transported over IP network using voice communication protocol. Currently, most VoIP systems use either one of 
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two standards; H.323 or the Session Initiation Protocol (SIP), although a few still use proprietary protocols like 
SCCP. While it reduces costs, it also places greater performance and security demands on the network switches. 

As VoIP is based on normal IP networks, VoIP applications inherit the known and unknown security weaknesses 
that are associated with the IP protocol. Many of the threats associated with VoIP are similar to the threats inherent 
to any other internet application. The resulting security problem domain is considerably larger compared to a 
traditional Public Switched Telephone Network (PSTN). One of the common mistakes when approaching Voice 
over IP security is to treat this technology and its applications like all other network-based applications and therefore 
use classical security measures. This approach fails to consider the fundamental property that makes VoIP different 
from classical network-aware technologies: Voice over IP is time critical. It demands Quality of Service and is 
generally deployed over an environment where quality of service does not exist as a standard feature. Therefore, the 
VoIP-supported IP networks must be designed, implemented, and operated in a secure manner, providing end-to-end 
security between VoIP applications.  

Now that we have background information on VoIP, let us analyze the security issues and other common problems 
found with a VoIP implementation whether its corporate or not. 
 
 
2. Issues/ Problems When Dealing With VoIP 
 
VoIP systems rely on a data network, which means security weaknesses and the types of attacks associated with any 
data network are possible. Many of the threats associated with VoIP are similar to the threats inherent to any internet 
application. An important requirement of any information management system is to protect data and resources 
against unauthorized disclosure and unauthorized or improper modification, while at the same time ensuring their 
availability to legitimate users. Many security experts have warned that up until now VoIP has been developed and 
deployed with a purely commercial goal in mind, overlooking security and focusing on functionality. As the 
technology matures, becomes widely available and usable, security issues gain interest. In this section, we present a 
study of attacks on the VoIP. 

2.1 Denial of Service 

A denial-of-service attack is an attack on a computer system or network that causes a loss of service to users, 
typically the loss of network connectivity and services by consuming the bandwidth of the victim network or 
overloading the computational resources of the victim system. Denial of service attacks poses perhaps the greatest 
threat to an enterprises VoIP system. Denial of service attacks can be directly toward any network element to disrupt 
the system’s functionality or the networking capabilities of the corresponding component such as user’s devices, 
signaling components, media components, management systems, billing systems, and security systems. A denial of 
service attack is a concerted, coordinated effort to flood a network with requests. Though the attacked network may 
not be penetrated, these attacks can “busy” a system, rendering it unusable. An incident in which a user is deprived 
of the services or resource they would normally expect to have. Intruders can launch the full spectrum of these 
attacks against VoIP application’s underlying networks and protocols. A denial of service attack can be perpetrated 
in a number of ways. There are three basic types of attack:- 

1. Consumption of computational resources, such as bandwidth, disk space or CPU time. 
2. Disruption of configuration information. 
3. Disruption of physical network components. 
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2.2 Spamming over Internet Telephony 

VoIP services are also subject to spamming, known as a Spam over Internet Telephony attack. Spam over Internet 
Telephony leaves unsolicited marketing voice messages on target IP phones. Spam’s occur also because of the much 
lower communication costs. As voice messages are generally larger in data size than email messages, the impact of 
spam’s on the network is much higher than the typical spam email counterpart. Unlike traditional email messages, 
which average only 10-20 kilobytes in file size, unwanted VoIP voicemails can require megabytes of storage. VoIP 
spam is expected to be a serious problem for VoIP networks and even more severe than email spam problems 
because of its attacking nature for which it requires a real-time defense mechanism. Spam over Internet Telephony 
owes its existence to the standard communications protocol called Session Initiated Protocol (SIP). SIP 
acknowledges the presence of a VoIP handset. Dialer programs can deliver an unsolicited programmed message, and 
have a better chance of a recipient picking up the call. It also carries with it other risks, such as denial of service 
attacks, and the unauthorized use of resources, making it much more than a nuisance. Its effects are lessened by a 
solid patch management solution, VoIP enabled firewalls are likely capable of identifying spam’s, and create an 
authentication mechanism to identify true authorized callers. In short, the philosophy of combating Spam over 
Internet Telephony is very similar to current day methods used to combat spam; it is impossible to stop it, one can 
only hope to control it. 
 
2.3 Eavesdropping 
 

Eavesdropping is the intercepting and reading of messages and conversations by unintended recipients. In VoIP, 
eavesdropping is an attack giving an attacker the ability to listen and record private phone conversations. 
Eavesdropping can have important, unexpected consequences as people may use telephone systems for divulging 
crucial information such as Social Security numbers, Credit Card numbers or any other confidential information. 
Inside a company, eavesdropping could allow access to confidential business information. The Internet Security 
Systems’ X-Force team discovered VoIP security flaws in a vender’s call manager that would give an attacker the 
ability to eavesdrop or redirect calls, in addition to gaining unauthorized access to networks running the VoIP 
products. If attackers exploited the vulnerabilities, they could set off a heap overflow within the call manager, 
causing a denial of service condition, and compromising the call manager. The only existing method to prevent this 
sort of eavesdropping is to properly secure access to the call management system, and to encrypt voice data. Even if 
a network were self-contained and secure, an internal threat, such as a disgruntled employee, could use an 
application like SipTap to snoop on internal conversations. Again, the method to combat this is encryption if the 
network can support this from a performance viewpoint.  

Listed below are four strategies to prevent eavesdropping:- 

1. Implementing perfect hardware. 
 

2. To ensure that access to electrical system closets are limited to authorized employees only. 
 

3. Implementing port based physical address security to every network point. 
 

4. Initiating a method to scan the network on a regular basis for devices running in licentious mode.  
 
2.4 Masquerading (Spoofing) 
 
Masquerading is the ability to impersonate a user, device, or service to gain access to a network, service, network 
element, or information. Masquerading, in computer security terms, refers to a situation in which one person or 
program is able to impersonate successfully as another. Masquerading attacks can be used to commit fraud, 
unauthorized access to sensitive information, and even service disruption. Perhaps the worst case is that the attackers 
pretends or takes over someone’s identity in the service. It is technically possible for an attacker to masquerade as 
another VoIP caller. Manipulating protocols that provide support for VoIP can also be realized as a masquerading 
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attack in VoIP networks. For example, an attacker could possibly inject a bogus caller ID into an ordinary VoIP call 
so that the receiver believes the call to be coming from a known and trusted source. The receiver, fooled by the 
electronic identification of the caller, may place unwarranted trust in the person at the other end. In such an 
exchange, the receiver may be tricked into disclosing personal information like account numbers, social security 
numbers, or secondary authentication factor: a mother’s maiden name, for example. Attackers may use these bits 
and pieces of personal information to complete partial identity records of victims of identity theft. Only an effective 
authentication module combined with encryption would be an effective solution to masquerading and spoofing 
attacks. 

 
2.5 Fraud 
 
Call fraud is an attack specific to telephony and VoIP. It works in the illicit use of a VoIP infrastructure to place 
phone calls. These phone calls seem to originate from legitimate users inside the attacked network/system. 
 
Toll fraud is the ability to have unauthorized access to the VoIP services for personal or monetary gain. For 
telecommunication carriers and providers, this is one of the most critical attacks. Toll fraud can be realized by 
manipulating the signaling messages or the configuration of VoIP components, including the billing systems. VoIP 
providers can prevent toll fraud by properly configuring firewalls and by protecting ports. VoIP providers must also 
actively monitor their networks, so that they know who is accessing the network and with what frequency, and who 
is generating what kind of traffic. 

 
2.6 Virus 
 
Virus is a piece of malicious code loaded onto the computer systems without your knowledge and runs against your 
wishes. As VoIP applications move beyond simply handling voice calls to running different applications, the virus 
risk is likely to increase because all VoIP applications have their own IP address like the computer systems on IP 
networks. Thus, a virus attack could be very effective against the VoIP applications. One of the common examples 
is that virus injects small replication code through stack overflow to damage the VoIP applications or even bring 
down the IP networks. To tackle this scenario, VoIP applications should provide a security mechanism to verify the 
received data packet size and to avoid exceed bounds of available memory on stack. 

3. Conclusions 

VoIP has become a key technology for multimedia communication on the IP network. In addition, the internet being 
an open network virtually eliminates geographic limitations for placing phone calls. However, as VoIP uses the 
existing IP network and thus inherits its vulnerabilities. These vulnerabilities can create a lot of problems if are not 
taken care of. Even though threats and attacks can be defined and theorized, but still they are difficult to carry out in 
practice, only if proper steps are taken to curtail them. This can be achieved by using firewalls, anti-viruses, strong 
passwords, verifying authenticity while downloading files and using encryption techniques. 
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