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Abstract 

The major function of image enhancement, an important procedure in image processing, is to alter the original image to be more 
observable for a specific application. The proposed new image message which is encrypted need to overcome some security 
analysis for image encrypted. The present way of image scrambling technique for a secure data image transfer has some security 
problems which we will be over coming by our new technique. The security analysis which the image has to overcome is key 
space analysis, statistical analysis, correlation analysis, differential analysis, key sensitivity analysis. If an image overcome the 
above analysis methods it is safe from intruders. To overcome all these problems we are proposing a new technique which will 
help in encrypting the image safely and prevent intruders to decrypt it. 
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1. Introduction 

With the development of network information technology, more and more image information spread on the 
Internet, it has already been the main way that people get information. So the image information security is certainly 
an important problem. Image scrambling is an important method of image encryption, Its main purpose is to make 
the target image so scrambled that no one is able to find the true meaning of the image by using human visual 
system (HVS) or computer system , it is an issue that deserves people do further research.  

At the same time, due to the open nature of internet, the chances of image information being illegal 
intercepted, modified and ravaged are also being improved, which makes the security of digital Image information 
in open network more important. The security of image information is rarely been studied by traditional cryptology 
perhaps because image stores huge information. But in recent years, with the rapid development of computer 
technology and especially digital image processing technology, people have obtained some useful results and the 
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security of image is becoming an active research topic involving with mathematics, cryptology and information 
techniques. The proposed techniques include visual cryptology, information sharing, image scrambling etc. 

Among many proposed methods for security of image, scrambling Technique is one of the basic means for 
covering huge image information, which can be used in pre-process or post-process of digital image processing, 
information hiding, digital watermarking, etc. The main purpose of image scrambling transformation is to generate a 
chaos image which prevents human visual or computer vision system from understanding the real meaning of the 
original image, and the scrambled image can be recovered if the operator knows the scrambling method and 
scrambling variables 

Security of multimedia information is used to protect the multimedia content from unauthorized access. 
Cryptography is the technique which is used for secure communication over the network. By using Cryptography 
technique readable information is converted into unreadable form. Image information is different from the text data, 
it has larger amount of data, higher redundancy and stronger correlation between pixels. Traditionally developed 
encryption algorithm such as RSA, DES is suitable for text encryption but not suitable for image encryption directly 
because of two reasons. One is that the image size is larger than that of text, so the traditional cryptosystems take 
much time to directly encrypt the image data. The other reason is that the decrypted text must be equal to the 
original text. However, this requirement is not necessary for image; a decrypted image containing small distortion is 
acceptable due to human perception. It how original image converted into encrypted image. At present there are 
many image encryption algorithms are available but these algorithms doesn’t satisfy the requirement of modern 
cryptographic mechanism and they are prone to attacks. In the recent years, the image encryption has been 
developed to overcome the above disadvantages. 

Cryptography is the art and science of protecting information from undesirable individuals by converting it 
into a form non-recognizable by its attackers while stored and transmitted. Data cryptography mainly is the 
scrambling of the content of data, such as text, image, audio, video and so forth to make the data unreadable, 
invisible or unintelligible during transmission or storage called Encryption. The main goal of cryptography is 
keeping data secure form unauthorized attackers. The reverse of data encryption is data Decryption, which 
recuperate the original data. Since cryptography first known usage in ancient Egypt it has passed through different 
stages and was affected by any major event that affected the way people handled information. In the World War II 
for instance cryptography played an important role and was a key element that gave the allied forces the upper hand, 
and enables them to win the war sooner, when they were able to dissolve the Enigma cipher machine which the 
Germans used to encrypt their military secret communications.   
To overcome all the problems which we are facing in image scrambling and in image security.  Here we are 
proposing a new method which will improve the security of the image which we transfer. 

2. Literature survey 

In the day today life security became one of the greatest tasks. Data sending faith intruders understanding is one of 
the greatest tasks. Now a day’s sending data without intruders getting it is becoming an important task. So to prevent 
it there were many methods were proposed to prevent image being hacked and understood by intruders. Some of the 
best techniques were explained here with some details in it.  
 Digital Signature for Image Authentication 

One of the first researches on digital signature and its applications in images refers to an article published 
in 1998 by C. Yung Lin and S. Chang [8]. They proposed a robust digital signature based on DCT coefficients in 
JPEG images. This generated digital signature is robust to cropping, intensity changes, resizing and applying filters 
explained by Ye, G.D., Huang, X.L., Zhu, C.Q., 2007.[2].  

The act of digital signature is similar to handwritten on paper signature which playing the main role in 
authenticating documents and verify the identity and is explained by K. Kaneko [5]. Hence, digital signature has 
many applications in information security. It is a mechanism that providing authentication, data integrity and non-
repudiation Guan Ke, Wang Jianxin, Qi Shumin [6]. The firs concept of digital signature was a scheme based on 
RSA in many years ago and today is one of the most practical techniques. Most of the digital signatures are based on 
asymmetric cryptography. In these systems, the private key is used to create a digital signature that uniquely proofs 
the signer who is holder of the private key and can be authenticated only with the corresponding public key.  

 
Public Key Image Encryption 
In some applications we don’t have a secure channel to transmit the private key or prefer to keep the decryption key 
secretly, so we have to use public key cryptography. First public key algorithm published by Diffie and 
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Hellman[1][2] in 1976. It was a key exchange practical method for establishing a shared secret key over an 
authenticated communication channel without using a prior shared secret. Most of traditional public key 
cryptosystems designed to encrypt textual data and a few were for image data encryption. Some works have been 
published on public key image encryption, one is proposed by Shuihua et al ,W. Zeng et al, and S. Lei[10]. In this 
scheme, the plain image divided into blocks using a certain matrix transformation and all pixels in each block 
transferred to DCT domain. Public key, private key, encryption process and decryption process are defined based on 
transformation matrix of DCT coefficients. 

2.1 SECURITY ANALYSIS OF THE ENCRYPTED IMAGE 

Use Security analysis is the art of finding the weakness of a cryptosystem and retrieval whole or a part of a 
ciphered message (in this area, an image) or finding the secret key without knowing the decryption key or the 
algorithm. There are many techniques for applying analysis, depending on what access the analyst has to the 
plaintext, cipher text, or other aspects of the cryptosystem. Below are some of the most common types of attacks to 
encrypted images:  
A. Key Space Analysis  

Try to find the decryption key by checking all possible keys. The number of try to find directly refers to 
key space of the cryptosystem grow exponentially with increasing key size. It means that doubling the key size for 
an algorithm does not simply double the required number of operations, but rather squares them. An encryption 
algorithm with a 128 bit in key size defines a key space of 2128, which takes about 1021 years to check all the 
possible keys, with high performance computers of nowadays. So a cryptosystem with key size of 128 bit 
computationally looks robust against a brute force attack. 
B. Statistical Analysis  

Statistical attack is a commonly used method in cryptanalysis and hence an effective cryptosystem should 
be robust against any statistical attack. Calculating the histogram and the correlation between the neighbors pixels in 
the source and in the encrypted image are the statistical analysis to prove the strong of the proposed cryptosystem 
against any statistical attack. Statistical analyzing demonstrates the relation between the original and encrypted 
image. Therefore, encrypted image must be completely different from the original. Due to Shannon theory, it is 
possible to solve many kinds of ciphers by statistical analysis. For an image there are some ways to determine 
whether the ciphered image leaks any information about the original one or not. 
C. Correlation Analysis  

Two adjacent pixels in a plain image are strongly correlated vertically and horizontally. This is the property 
of an image, the maximum value of correlation coefficient is 1 and the minimum is 0, a robust encrypted image to 
statistical attack should have a correlation coefficient value of 0. 
D. Differential Analysis  

The aim of this experiment is to determine the sensitivity of encryption algorithm to slight changes. If an 
opponent can create a small change (e.g. one pixel) in the plain image to observe the results, this manipulation 
should cause a significant change in the encrypted image and the opponent should not be able to find a meaningful 
relationship between the original and encrypted image with respect to diffusion and confusion, the differential attack 
loses its efficiency and become useless. 
E. Key Sensitivity Analysis  
In addition of large enough key space to resist a cryptosystem at brute force attack, also a secure algorithm should be 
completely sensitive to secret key which means that the encrypted image cannot be decrypted by slightly changes in 
secret key. 
 

3. Proposed algorithm 

To overcome all the problems which we are facing in image scrambling and in image security.  Here we are 
proposing a new method which will improve the security of the image which we transfer. To develop it we require a 
new scrambled number generator which will generate numbers in a random way according to the number count we 
entered. In the process first the image will be divided into many small minute pieces and numbering will be done 
according to the pieces generated and made in the original image. Now count the number pieces to which the image 
is divided into. In the number generator enter the number which we got that is count of number of pieces. The 
number generator will generate a sequence of scrambled numbers in an order and will generate a key to sender. The 
system will arrange the image according to the numbers generated in the generator in a particular order. The image 
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which we got now will be different from the original image. To decrypt it the receiver also required to have the 
scrambled number generator decryptor machine. When we enter the key which we got during the encrypted image 
sending time. The decryptor will generate the original sequence of the numbers. And arrange the sequence in its 
original way. If any intruder catches the image in the way it will be difficult for him to decrypt it as the sequence 
generation will be difficult. He needs to have the key to produce the decryption sequence.  If any packet or file is 
lost in transfer the particular point or file can be transferred again. So it will be an easier and simpler technique for 
transferring image or file in a secured way. 
So we will use the following Encryption-Decryption algorithm to overcome the problem which we have specified 
above.  
 

3.1 Encryption – Decryption Algorithm: 

Step 1:  select the image 

Step 2:  Read the resolution of the image 

Step 3:  Divide the image into small pieces 

Step 4: Scramble the divided image in a random order.  

Step 5: Store the random order number of the scrambled image. 

Step 6: Transfer the scrambled image over the network in the form of packets. 

Step 7: Collect the packets at the receiver and arrange it in the order. 

Step 8: Enter the random order number of the scrambled image.  

Step 9: If the random order key generated at sender coincides with the key which we entered at the receiver then it 

will decrypt the original image 

Step 10: otherwise it won’t decrypt the original image. 

 

4. Results and discussion 

The original image which we will be using for this method to work will be as below. To this image we will be 
applying this technique and the result will be shown below. 
 

 
 
After using the algorithm which we proposed above it will take the original image and divides it into small 

pieces and then use the count in the scrambled number generator according to the number provided and also will 
generate an encrypted pin. The processor will automatically arrange the image in an encrypted way with according 
to the sequence generated. 
 Now each piece can be sent as a packet to the receiver and when the receiver enters the correct encrypted 
pin then the generator will automatically decrypt the image in a correct sequence.  
 By using this method we will be overcoming many problems like safe and secure image transfer. 
After implementing the above algorithm in a digital image processing kit. The output will be as 
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The above divided parts of an image will be again scrambled and arranged in the order of the sequence 

generated in the scrambled number generator according to the parts divided. And will generate a pin which helps us 
in decoding the image again accordingly. 

 
The proposed method will be more efficient, reliable and more secure than the previous existing techniques. Also it 
is low cost as we need only a scrambled number generator to work. The image will automatically encrypt and 
allocate its sequence number to itself. During sending of packets also it is reliable as packets will be having their 
own sequence numbers. If any of the packet get lost during transmission that packet can be traced back and sent 
easily. It is easier than previous cases. 

5. Conclusions 

This paper proposes a new image scrambling algorithm based on dividing the image into many small 
minute pieces and arranging them in scrambled positions. This method is improved and applied in the digital image 
by encryption, then do cross scrambling operation, thus, position of the image bit changes and the whole image 
changed greatly, and the gray histogram of the scrambling image will be clearly different from the original one. This 
algorithm is easy to realize, and suitable for encrypt digital image of any size. This method reduces the probability 
of target image decrypted by the illegal owner and makes the target image more safety. 

              The proposed algorithm shows, the method proposed by this paper is suitable for image encryption 
transmission. This algorithm to work need a mechanism which will generate a scrambled series of numbers which 
are allotted to the number of pieces arranged in order at actual image. Now these pieces are scrambled and arranged 
according to the series generated by the key.  After arranging them in generated sequence order it will be different 
from the original one. It will be difficult to rearrange it in original order without the sequence. To decrypt, it needs 
the same sequence of pattern numbers to get the original image.  This will be one of the best methods for image 
encryption technique. This method still is enhanced according to the requirements needed. 
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