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Abstract 

A VLAN is a set of workstations within a LAN that can communicate with each other as though they were on a single, isolated 
LAN. Broadcast packets sent by one of the workstations will reach all the others in the VLAN, broadcasts sent by one of the 
workstations in the VLAN will not reach any workstations that are not in the VLAN , broadcasts sent by workstations that are not 
in the VLAN will never reach workstations that are in the VLAN, the workstations can all communicate with each other without 
needing to go through a gateway. For example, IP connections would be established by ARPing for the destination IP and 
sending packets directly to the destination workstation—there would be no need to send packets to the IP gateway to be 
forwarded on, the workstations can communicate with each other using non-routable protocols. 

 

1. INTRODUCTION 

A Local Area Network (LAN) was originally defined as a network of computers located within the same area. 
Today, Local Area Networks are defined as a single broadcast domain. This means that if a user broadcasts 
information on his/her LAN, the broadcast will be received by every other user on the LAN. Broadcasts are 
prevented from leaving a LAN by using a router. The disadvantage of this method is routers usually take more time 
to process incoming data compared to a bridge or a switch. More importantly, the formation of broadcast domains 
depends on the physical connection of the devices in the network. Virtual Local Area Networks (VLAN's) were 
developed as an alternative solution to using routers to contain broadcast traffic. A Virtual Local Area Network 
(VLAN) may be defined as a group of LANs that have different physical connections, but which communicate as if 
they are connected on a single network segment. VLANs were created because IT administrators realised that there 
was a need for a network segmenting solution, since network traffic increases with network size. 
VLANs increase overall network performance by grouping users and resources that communicate most frequently 
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with each other. This means that the use of unicast or broadcast data transmission is limited, and traffic is reduced. It 
is a software based solution and allows IT administrators to adapt to networking changes. 

A VLAN is a logical group of network users and resources connected administratively defined ports on a switch. 
When VLANS created, It will be the ability to create smaller broadcast domains within a layer 2 switched 
internetworks by assigning different ports on the switch to different sub networks. AVLAN is treated like its own 
subnet or broadcast domain, meaning that frames broadcast onto the network are only switched between the ports 
logically grouped within the same VLAN. By default, hosts in a specific VLAN cannot communicate with hosts that 
are members of another VLAN, so for inter-VLAN communication router is needed.  

 

2. THE PURPOSE OF VLANS 

The basic reason for splitting a network into VLANs is to reduce congestion on a large LAN. To understand this 
problem, we need to look briefly at how LANs have developed over the years. Initially LANs were very flat—all the 
workstations were connected to a single piece of coaxial cable, or to sets of chained hubs. In a flat LAN, every 
packet that any device puts onto the wire gets sent to every other device on the LAN.  As the number of 
workstations on the typical LAN grew, they started to become hopelessly congested; there were just too many 
collisions, because most of the time when a workstation tried to send a packet, it would find that the wire was 
already occupied by a packet sent by some other device. As LANs became larger, data rates became faster, and users 
desired greater flexibility, the routers in a network started to become a bottleneck. This is because: 

• routers typically forward data in software, and so are not as fast as switches 

•  splitting up a LAN using routers meant that a LAN typically corresponded to a particular physical 
location. This became limiting when many users had laptops, and wanted to be able to move between 
buildings, but still have the same network environment wherever they plugged in. 

So, switch vendors started implementing methods for defining “virtual LANs”—sets of switch ports, usually 
distributed across multiple switches, that somehow interacted as though they were in a single isolated LAN. This 
way, workstations could be separated off into separate LANs without being physically divided up by routers .At 
about the same time, hubs became less popular and have been largely replaced by L2 switches. This has made the 
whole concept of a collision domain somewhat historical. In modern networks, a “collision domain” mostly consists 
of a single device attached to an L2 switch port, or possibly a PC with something like an IP phone attached to it. 

VLAN simplifies network management: 

• Network adds , moves and changes are achieved with the ease by just configuring port into the appropriate 
VLAN. 

• A group of users that need high level of security can be put into its own VLAN so that users outside of the 
VLAN cannot communicate with them. 

• As a logical grouping of users by function, VLANS can be considered independent from their physical or 
geographical locations. 

• VLANS greatly enhance network security. 

• VLANS increase the number of broadcast domains while decreasing their size. 

3. ADVANTAGES OF VLAN 

1. Performance- As mentioned above, routers that forward data in software become a bottleneck as LAN data rates 
increase. Doing away with the routers removes this bottleneck. 
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2. Formation of virtual workgroups- Because workstations can be moved from one VLAN to another just by 
changing the configuration on switches, it is relatively easy to put all the people working together on a particular 
project all into a single VLAN. They can then more easily share files and resources with each other. To be honest, 
though, virtual workgroups sound like a good idea in theory, but often do not work well in practice. It turns out that 
users are usually more interested in accessing company-wide resources (file servers, printers, etc.) than files on each 
other’s' PCs. 

3. Greater flexibility- If users move their desks, or just move around the place with their laptops, then, if the 
VLANs are set up the right way, they can plug their PC in at the new location, and still be within the same VLAN. 
This is much harder when a network is physically divided up by routers. 

4. Ease of partitioning off resources- If there are servers or other equipment to which the network administrator 
wishes to limit access, then they can be put off into their own VLAN. Then users in other VLANs can be given 
access selectively. 

5. Security-Periodically, sensitive data may be broadcast on a network. In such cases, placing only those users who 
can have access to that data on a VLAN can reduce the chances of an outsider gaining access to the data. VLAN's 
can also be used to control broadcast domains, set up firewalls, restrict access, and inform the network manager of 
an intrusion. 

 

4. TYPES OF VLAN 

Static VLANs-In a static VLAN , the network administrator creates a VLAN and then assigns switch ports to the 
VLAN. Static VLANs are also called port based VLANs. The association with the VLAN does not change until the 
administrator changes the port assignment. End users devices become the members of VLAN based on the physical 
switch port to which they are connected. 

The ports on a single switch can be assigned multiple VLANs. Even though two devices are connected to different 
ports on a same switch, traffic will not pass between them if the connected ports are on different VLANs. We need a 
3 device (say a router) to enable communication between VLANs. 

Dynamic VLANs-In a dynamic VLAN, the switch automatically assigns the port to a VLAN using information 
from the user device like MAC address, IP address etc. When a device is connected to switch queries a database to 
establish VLAN members. A network administrator must configure VLAN database of a VLAN Membership Policy 
Server (VMRC). 

Dynamic VLANs support instant movability of end devices. When we move a device from a port on one switch to a 
port on one switch to a port on another switch, the dynamic VLANs will automatically configure the membership of 
the VLAN. 

 

5. ROUTING BETWEEN VLANs 

Hosts in a VLAN create their own broadcast domain and can communicate freely. VLANs create network 
partitioning and traffic separation at layer 2 of the OSI, and if you want hosts or any other IP-addressable device to 
communicate between VLANs, you need a layer 3 device. You can use a router that has an interface for each VLAN 
or a router that supports ISL or 802.1Q routing. 
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6. VLAN IDENTIFICATION METHOD 

VLAN identification is what switches use to keep track of all those frames as they are traveling is a switched 
network. It is how switches identify which frames belong to which VLANs and there’s more than one trunking 
method. 

i. Inter-Switch Link (ISL): Inter-Switch Link(ISL) is a way of tagging VLAN information onto an Ethernet frame. 
This tagging information allows VLANs to be multiplexed over a trunk through an external encapsulation method 
(ISL), which allows the switch to identify the VLAN membership of a frame over the trunked link. By running ISL, 
you can interconnect multiple switches and still maintain VLAN information as traffic travels between switches on 
trunk links. ISL functions at layer 2 by encapsulating a data frame with a new header and cyclic redundancy check 
(CRC). It is used for Fast Ethernet and Gigabit Ethernet links only. ISL routing is versatile and can be used on a 
switch port, router interface and server interface cards to trunk a server. 

ii. IEEE 802.1Q: Created by IEEE as a standard method of frame tagging, IEEE 802.1Q inserts a field into the 
frame to identify the VLAN. If you are trunking between a Cisco switched link and a different brand of switch, 
you’ve got to use 802.1Q for the trunk to work. 

 

7. IMPLEMENTING VLANs. 

7.1 Purpose-  

There a number of advantages to implementing VLANs. VLANs can create "virtual" broadcast domains, which are 
used to separate network traffic. There are both benefits and limitations to implementing VLANs in a network. 

7.2 Benefits-  

1. Security:  VLANs have the ability to provide additional security not available in a shared media network 
environment. By nature, a switched network delivers frames only to the intended recipients, and broadcast frames 
only to other members of the same broadcast domain. VLANs allow the network administrator to segment users 
requiring access to sensitive information into separate broadcast domains, regardless of physical location.  

2 . Network Segmenting:  VLANs will allow LAN administrators to logically group users. IP addresses, subnet 
masks, and local network protocols will be more consistent across the entire VLAN.  
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3.  Physical Topology Independence:  VLANs provide independence from the physical topology of the network by 
allowing physically diverse workgroups to be logically connected within a single broadcast domain. 

7.3 Limitations 

1. Equipment: VLANs require an 802.1q configurable Ethernet switch to properly segment nodes on a network. 
These switches tend to be more expensive than generic Ethernet hubs.  

2. Operational Complexity: Because of the operational complexity involved in deployment, a system administrator 
who is cognizant of configuration requirements is required. 

7.4  Port Based VLAN 

Fundamentally, the act of creating a VLAN on a switch involves defining a set of ports, and defining the criteria for 
VLAN membership for workstations connected to those ports. With port based VLANs, the ports of a switch are 
simply assigned to VLANs, with no extra criteria. For the port 1 the VLAN is 1,for port 2 VLAN is 1,for port 3 
VLAN is 2,and for port 4 VLAN is 1.All devices connected to a given port automatically becomes members of the 
VLAN to which that port was assigned. In effect, this just divides a switch up into set of independent sub 
switches.VLAN can also be defined on the basis of Protocol based VLANs and Subnet based VLANs.  

8. SUMMARY 

VLAN is a logical grouping of network users and resources connected to a switch. By default, all switches make up 
a large broadcast domain in the layer-2 switched network. By creating VLAN, one could break up broadcast 
domains into smaller ones within a switch by assigning different ports of the switch into different subnets. The 
benefits of using VLAN's include broadcast control, security, flexibility, scalability, etc. 
By using VLANs, one can control traffic patterns and react quickly to relocations. VLANs provide the flexibility to 
adapt to changes in network requirements and allow for simplified administration. 
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