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Abstract 

The Internet has been widely applied in different fields and more number of network security problems arise. 
However, adversaries usually hide themselves by spoofing their own IP addresses so that they can launch attacks. 
Most of single packet traceback schemes tend to log packets’ data on routers. For example, Snoeren et al. came up 
with a system SPIE to digest the unaffected parts of a packet and used bloom filter to log the digest. However, this 
theme needs large space for storing and features a false positive problem, further reduce the storage requirement for 
router logging and to decrease the number of routers required for logging, e.g., Huffman codes. RIHT is a traceback 
scheme that marks routers’ interface numbers and integrates packet logging with a hash table RIHT to deal with these 
logging and marking issues in IP traceback. RIHT is a hybrid IP traceback scheme designed to have a fixed storage 
requirement for each router in packet logging. Also every router does not need to refresh logged tracking information. 
RIHT scheme achieves zero false positive and false negative rates in attack-path reconstruction. 
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I. Introduction 
 

Today, with the active rise of the Internet, various internet applications are developed for different kinds of 
users. Due to the reducing cost of Internet usage and its increasing availability from a plenty of devices and 
applications, the impact of attacks becomes more serious. To disturb the service of a server, the attackers may 
launch a distributed denial of service (DDoS) attack. Based on the number of packets to deny the service of a server, 
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we can divide DDoS attacks into flooding-based attacks and software exploit attacks. The major indication of 
flooding-based attacks is a massive amount of forged source packets to exhaust a victim’s limited resources. 
Another type of DoS attack, software exploit attacks, attacks a host using the host’s vulnerabilities with small 
amount of packets (e.g., Teardrop attack and LAND attack). Since most edge routers do not check the source 
address of a packet, core routers have difficulties in finding the source of packets. The source IP address in a packet 
can be spoofed when an attacker wants to hide himself from tracing. Therefore, IP spoofing makes hosts tough to 
fight against a DDoS attack. For these reasons, developing a mechanism to locate the real source of attacks has 
become an important issue. 

    For tracing the real source of flooding-based attack packets, Burch et al. propose a link test scheme using 
the UDP chargen service to generate an extra load to upstream links. The extra load may rival against the attack 
packets and flatter the attack traffic, so that we can find the upstream router through which the attack traffic passes. 
Bellovin et al.  propose an iTrack scheme, which sets up an ICMP packet with forward and backward links of the 
router to break the generating packet. The victim host collects the ICMP messages to reconstruct the attack path. 
Because previous schemes need extra packets to trace the source of attack packets, packet marking approaches are 
introduced to mark the router or path information on the generating packets.  

Packet marking is of two categories, deterministic packet marking (DPM) and probabilistic packet marking 
(PPM). DPM traceback schemes to mark a border routers’ IP address on the passing packets had been proposed by 
Belenky and Ansari IP header’s identification field is not enough to store the full IP address. In this way, the border 
router divides its IP into several segments and computes the digest of its IP. Then it simultaneously chooses a 
segment and the digest to mark on its passing packets. When the destination host receives enough packets, it can use 
the digest to assemble the different segments. Savage et al.[5] propose a PPM scheme with edge sampling which is 
known as FMS. Song and Perrig propose the AMS scheme. Yaar et al. [3] propose the FIT scheme. Al-Duwari et al. 
propose the probabilistic pipelined packet marking (PPPM) scheme. Gong and Sarac propose a practical packet 
marking scheme [1].  

These probability-based schemes require routers to mark partial path information on the packets which pass 
through them with a probability. That is to say, if a victim collects enough marked packets, it can reconstruct the full 
attack path. Since flooding-based traceback schemes need to collect a large amount of attack packets to find the 
origin of attacks, these schemes are not suitable for tracing the origins of software exploit attacks.  

The rest of the paper is organized as follows: Section II describes the related work done for our research. 
Section III explains the RIHT method used for implementing our project work. Section IV presents the results using 
screen screen shots. Finally, Section V gives conclusions and future work. 

 

II. Related Work 
       

           Abraham Yaar et al. [3] proposed a new packet marking approach i.e., Fast Internet Traceback (FIT),is one 
among the PPM (Probabilistic Packet Marking) traceback schemes and consists of two major parts: a packet 
marking scheme to be deployed at routers, and map, path reconstruction algorithms used by end hosts receiving the 
packet markings. This scheme improves IP traceback in 3 ways: 

1. Victims will create attack methods with high chance once receiving totally tens of packets, a decrease of 1–3 
orders of scale. 

2. It performs well even within the presence of legacy routers, permitting each FIT-enabled router in path to be 
recognized. 

3. It scales to massive scattered attacks with thousands of attackers. 
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      K. H. Choi et al. [8] discussed a new marking   scheme with marking and traceback algorithms within which a 
router marks a packet with a link that the packet came through and therefore the Links of a router are depicted by 
Huffman codes in step with the traffic distribution among the links.  

     A marking scheme needs to have a: 

(i) When a router marks a packet with address information, the information is not of the router that is marked, but of 
a router that directed the packet to the existing router.  

(ii) It uses a specific table called link table, which displays all the links between the router and its neighbouring 
routers. The router adds to the marking field a Huffman codeword defining the link number of the link (router) 
through which the packet reached. When the marking field of a packet converts small of space left to join the similar 
Huffman codeword for the link number, the router stores the data of the marking field with a message digest of the 
packet into the router’s local memory, and then erases the field and adds the codeword. The stored link sequence can 
be taken through the message digest of the packet from the middle router. And also it requires far less amount of 
memory compared to logging methods and is potent in case of Distributed Denial of Service (DDoS). But the 
working IP header is not accurate for marking, using either/or the Identification field. 

     Chao Gong et.al [6] put forward a novel scheme to develop the practicality of log-based IP traceback by 
decreasing its overhead on routers and makes a wise use of packet marking to help develop the scalability of log-
based IP traceback.  

This method trusts in on the availability of free space in the marking field of the delivered packets, routers decide 
where to register network path information. If there is free space available in the marking field, routers write their 
identification information into the packets; alternatively, routers calculate and register the packet digests, and then 
clear the marking field. The extension of this approach is to state-of-the-art log-based approach called Source Path 
Isolation Engine (SPIE). It decreases the storage behind of packet digests to one half and secondly decreases the 
control time requirement by a factor of the number of beside routers. 

      Linfeng Zhang et al. [2] defined a technique called Bloom filter-based topology-aware single packet IP 
traceback system, namely TOPO, which uses router’s local topology information, i.e., its next predecessor 
information, to traceback. It can extremely deduce the number and scope of not required queries and thus, 
significantly deduce the false attributions to innocent nodes. 

 In this they design a k-adaptive mechanism to dynamically adjust parameters of Bloom filters such that the IP 
traceback system can obtain the best performance in terms of false attribution rates, storage space requirement and 
also deduces the number of unnecessary queries. 

      S. Malliga et al. [4] explained a packet marking algorithm, which follows hybrid marking scheme to solve IP 
traceback problem where the packets travel over the network, and they are marked with router information applying 
modulo technique. Upon traceback request, to reconstruct the path traversed by the packets we apply reverse 
modulo. In this method reconstructs the attack path with one packet and achieves very less overhead on the network 
and router. It requires logging at routers, so the storage above on the routers is also extremely deduced. And stores 
the entire path traversed in a single packet and thus priority to less convergence time to find the attack path at the 
victim.  

     Alex C. Snoeren et al. [7] refined a hash-based technique for IP traceback that generates audit trails for traffic 
inside the network. Source Path Isolation Engine (SPIE) is used to enable IP traceback, the facility to identify the 
single IP packet to be traced, its end point, and an proximate time of receipt. 

Tracing each and every packet has required limited amount of memory One of SPIE’s key latest things is to deduce 
the memory requirement through the need of Bloom filters. By storing only packet digests, and not the packets 
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themselves, SPIE also does not raise a network’s awareness to eavesdropping.  Therefore it allows routers to quickly 
determine if they forwarded a specific packet within a mentioned time interval while maintaining the privacy of 
unrelated traffic. In this method it will enable traceback of large packet flows for longer periods of time in a fashion 
similar to probabilistic marking schemes.  

     Stefan Savage et al. [5] review a novel strategy for which tracing undefined packet flooding attacks in Internet 
back towards their source. It is triggered by the high frequency and sophistication of denial-of-service (DoS) attacks 
and by the trouble in tracing packet(s) with incorrect, or “spoofed”, source addresses. Here a general purpose 
traceback mechanism based on probabilistic packet marking in the network is used and performs a “post-mortem” – 
after an attack has ended. It traces attacks back towards their source and elegantly stopping an attacker at the origin. 
Determining the source generating attack traffic is extremely difficult due to the stateless nature of Internet routing. 
As these packets traverse the Internet their true source is lost and a victim is left and it does not desire interactive 
cooperation with ISPs and therefore avoids the high management overhead of input debugging. The reuse of the IP 
identification field, it must address issues of backwards-compatibility for IP fragment traffic. 

         Chao Gong et al. [1] suggested a new Probabilistic packet marking (PPM) approach that advances the present 
state of the art in two practical directions: (1) It increases the adaptability and certanity of IP traceback (2) It affords 
reasons for ISPs to set up IP traceback in their networks. 

PPM approach handles a new IP header encoding scheme to store the whole identification information of a router 
into a particular packet. This decreases the computation overhead and false positives due to router identification 
fragmentation. There is a problem delaying the deployment of PPM approaches in the Internet. This approach has 
finite efficiency and accuracy in tracing large-scale distributed DoS (DDoS) attacks, in order to control this problem 
a new approach an exact and secure PPM (ASPPM) has been used which addresses the above-mentioned problem. 
The process of ASPPM analyses routers with assigned ID numbers instead of IP addresses. ASPPM also uses a new 
IP header encoding scheme to store the complete router identification information into a single packet. In ASPPM, if 
a marked packet is to be forwarded to a customer not purchasing IP traceback service, the marking information in 
the packet will be removed. Hence, it is suitable to be deployed by ISPs as a value- added service. The main point of 
this method, it stores the entire identification information of a router in a single packet and therefore, the router does 
not need to separate its identification information into multiple fragments.  

 

III. Method 
 

A.     Network Initialization 

In this module a router can be connected to a local network or other routers, or even both. A border router 
receives packets from its local network. A core router receives packets from other routers. The assumptions of our 
scheme are a router creates an interface table and numbers the upstream interfaces.  A router knows whether a 
packet comes from a router or a local network. The traffic route and network topology may be changed. If we use 
the identification field to mark a packet, it can lead to identification number collision in the reassembling process. 
Therefore, if attackers try to use Encapsulating Security Payload (ESP) packets to evade IDS, their randomly 
generated ESP packets can never be decrypted at a victim’s site because of the lack of proper shared keys. In such a 
case, the adversaries can only generate a large volume of ESP packets to attack a host, consuming the victim’s 
bandwidth and computation resources. If we mark the ESP packets with a low probability, the marked packets are 
enough for us to trace the attacker’s source.   

 

B. Marking and Logging 
In this module when a border router receives a packet from its local network, it sets the packet’s marking 

field as zero and forwards the packet to the next core router. When a core router receives a packet, it computes 
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marks. If is not overflow, the core router overwrites mark and forwards the packet to next core router. If is overflow, 
the core router must log the packet. That is, it needs to compute first and uses a quadratic probing algorithm to 
search. If it’s not found there, the core router inserts them as a pair into the table. Then, it gets their index in the 
table and computes new mark. Last, it overwrites mark with new mark and forwards the packet to the next router. 

 

C. Path Reconstruction 
In this module when a victim is under attack, it sends to the upstream router a reconstruction request, which 

includes the attack packet’s marking field. When a router receives a reconstruction request, it tries to find the attack 
packet’s upstream router. It computes UI and Mark, which means this packet came from an upstream router along 
the upstream interface, the requested router then restores the marking field to its pre-marking status. The router 
computes 

 
Old mark, so that we can get the packet’s upstream routers. We then replace the requests with and send the 

request to the upstream router. However, if either the attack packet’s marking field or its upstream interface number 
has been logged on the requested router or the requested router itself is the source router. The requested router 
computes new mark, so that we can decide whether the requested router is the source router or not. If index is not 
zero, meaning this requested router has logged this packet, the router then uses index to access and finds router. 
Next, we replace the requests and then send the request to the upstream router. However, if index is zero, this 
requested router is the source router, and the path reconstruction is done.  

 

D. RIHT Traceback Scheme 
In this module in traceback scheme, each router only needs to know its upstream router which complies 

with the scheme. Then, the two routers can use a tunnel for direct communication between them. It means if the 
adjacent router does not support our traceback, we will not receive any positive feedback and will have to query the 
next one more than one-hop away. On the other hand, if an attack packet reaches a NAT server before any routers 
that support our traceback scheme, we can only trace its source to the NAT server. That is to say, we can only find 
the attack’s LAN, which, however, is sufficient to locate the origin of an attack. Also, the modification of a router’s 
port numbers may lower the accuracy of our scheme. In this case, we can extend our path reconstruction scheme; 
each ISP needs to run our traceback scheme individually. Since every ISP is well aware of the port-number 
modification, they can exactly identify an AS’s incoming and outgoing border routers which a packet goes through. 

 In the figure1 a router can be connected to a local network or other routers, or even both. A border router 
receives packets from its local network. A core router receives packets from other routers. For example, R9 serves as 
a border router when it receives packets from Host. However, it becomes a core router when receiving packets from 
R8. 

 

   

Fig1. Network Topology 
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IV. Results 

       
        The results of implementing RIHT traceback scheme are shown below. This scheme is implemented in Java 
technology on a Pentium-IV PC with minimum 20 GB hard-disk and 1GB RAM. We have obtained good results and 
tested on different datasets.    

 
 
 
 

 
 

Fig. 1 Implemented system is capturing suspicious packets 
 

 
 

Fig. 1  Implemented system is analysing packets of network layer 
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Fig. 3 Implemented system is analysing transport layer segments 
 

 
 

Fig. 4 Implemented system is analysing application layer data units 
 

V. Conclusions 

For our project, we used a new hybrid IP traceback scheme called RIHT is used for efficient packet logging 
aiming to have a fixed storage requirement in packet logging without the need to refresh the logged tracking 
information. This scheme has zero false positive and false negative rates in an attack-path reconstruction. Apart 
from these properties, this scheme can also deploy a marking field as a packet identity to filter malicious traffic and 
secure against DoS/DDoS attacks. Consequently, with high accuracy, a low storage requirement, and fast 
computation, RIHT can serve as an efficient and secure scheme for hybrid IP traceback.  
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