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Abstract 
The underlying problems about the usability and security of multiple passwords are largely unexplored. However, we all know 
that people usually have difficulty remembering multiple passwords. During this study paper mentioned picture password 
authentication techniques like, recognition based techniques and recall based technique and also click-based graphical passwords 
as a literature survey. 
 
1. Introduction 
 
Users tend to pick predictable passwords and have a tendency to use passwords across completely different 
accounts. This happens partially because users are unaware of what makes a secure password and partially as a 
coping strategy since users must remember an ever-increasing number of passwords. A password scheme has both a 
full theoretical password space and an effective password space. The full theoretical password space includes all 
possible passwords, while the effective password space includes solely the set of passwords likely chosen by users 
of the system. 
 
1.1 Picture password Authentication 
 
The picture password authentication using cued click points consists of three modules; User registration process, 
picture selection process and system login process. The diagrammatic representation of this method as follows. 
 

 
Figure.1 Phases in Picture password Authentication 
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In the above figure Firstly, User registration module process begins by entering the name of the user and verifies the 
user name and stores in the database. Second, picture selection process is done in two ways for password 
authentication one is user defined pictures which selects the pictures from the hard disk or any other image 
supported devices and system defined pictures selects from the database of the system. Third phase the final 
registration phase is combination of user registration and picture selection. At last system login process is done by 
using user name verification process and click point verification process. 
 
1.1.1 Advantages and Disadvantages of picture password Authentication: 

(a) The security of the system is very high. 
(b) In this process uses a series of selected images on successive screen pages. 
(c) Dictionary attacks are infeasible. 

 
1.1.2 Disadvantages: 

(a) In this technique password registration and log-in process take too long. 
(b) It requires much more storage space than text based passwords.  

 
There are two types of Picture authentication techniques they are classified below: 

(i) Recognition Based Techniques: During this class, users can select pictures, icons or symbols from a 
collection of images. In authentication process, the users need to recognize their registration choice 
among a collection of candidates. 

 
(ii)  Recall based technique: Users got to reproduce their passwords while not being given any reminder, 

hints or gesture. Though this class is simple and convenient, however it seems that users hardly will 
bear in mind their passwords. 

 
This paper is organized as follows In Section 1 picture password authentication. In Section 2 literature review on 
existing research paper. Finally conclusion in section 3. 
 
2. Literature survey 
 

P.C. van Oorschot [1] presented a hybrid user authentication approach which mixes each text passwords, 
recognition-based graphical passwords, and it’s a two-fold method, to produce magnified security with fewer rounds 
than such graphical passwords alone. In the first step, a user is asked for her user name and text password. Once 
supplying this, and independent of whether or not it is correct, in step two, the user is presented with an image 
portfolio. The user must correctly select all images preregistered for this account in each round of graphical 
password verification. Otherwise, account access is denied despite a valid text password. Thus users’ current sign-in 
experience is largely preserved and it should be enforced in software alone, increasing the potential for large-scale 
adoption on the web. 
 
T. S. Ravi Kiran et al. [2] mentioned a hybrid user authentication approach combining CAPTCHA (Completely 
Automated Public Turing tests to tell Computers and Humans Apart) and graphical passwords to provide increased 
security. In the register phase, users are required to select and remember CAPTCHAs and images as their password. 
To be authenticated, users need to distinguish his/her CAPTCHA-images .The user must correctly select all images 
pre-registered for this account in each round of graphical password verification. The user as usual enters a user name 
and authentication begins. In password verification, it displays the interface of CAPTCHA and Images and the user 
chooses out her preregistered combination of CAPTCHAs and Images. After the user completes verification, if 
correct he is granted account access. Otherwise, access is denied. Hence it provides countering common attacks 
against text passwords, like naive key logging and phishing. 
 
Ugur Cil et al. [3] proposed a hybrid knowledge based authentication scheme, gridWordX, which combines text and 
graphical elements. This indicates that grid- WordX is a promising new approach for user authentication supporting 
both desktops and mobile devices. GridWordX has significantly shorter login times than text passwords on a mobile 
device. 
 
Lawrence O’Gorman [4] outlined passwords, security tokens, and biometrics which collectively call authenticators 
and compares these authenticators and their combinations. Authentication is the process of verifying the identity of a 
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user, device or other entity. This authentication is done in two ways; they are first, machine-by-machine 
authentication and second, human-by-machine authentication. 
Iranna A M et al. [5] focused on the integrated evaluation of the Persuasive Cued Click Points graphical password 
authentication system, including usability and security. This scheme is effective at reducing the number of hotspots 
areas of the image where users are more likely to select click points while still maintaining usability and thus it 
avoid shoulder surfing problem and also provide high security success rate. 
 
Binitha . V .M. [6] describes a general-purpose mechanism for authenticating a user to a PDA using a visual login 
technique called Picture Password. In this method a Scrambling technique is applied to make image recognition 
more complex during the login process and thus protecting from the common attacks in the graphical password 
system. Picture Password comprises style dependent image selection, password reuse, and embedded salting, which 
overcome a number of problems with knowledge-based authentication for handheld devices. 
 
Devi Srinivas et al. [7] explained a click-based graphical password scheme referred to as Cued Click Points (CCP) 
which incorporates a password consists of sequence of some images within which user will choose one click-point 
per image. The process of this method starts with a recalling associate object by the sound related to that object 
enters User ID and select one sound frequency which want to be played at login time, a tolerance value is also 
selected with will decide that the user is legitimate or an imposter. To make elaborate vector user must choose 
sequence of pictures and clicks on each image at click points of their choice. This scheme presented good 
performance in terms of speed, accuracy and ease of use.  
 
 Chirag Jagani et al. [8] suggested a hybrid user authentication approach combining text passwords, recognition-
based graphical passwords, and a dual-step method, to produce magnified security with fewer rounds than such 
graphical passwords alone.  In first step, a user is asked for her user name and text password. Once supplying this, 
and independent of whether or not it is correct, in step two, the user is given with a picture portfolio. The user should 
properly choose all images pre-registered for this account in every spherical of graphical password verification. 
Otherwise, account access is denied despite a valid text password. During this technique randomly generated images 
will improve security, they also reduce usability. 
 
Tara H R et al. [9] presented an integrated analysis of the Persuasive Cued Click-Points graphical password scheme 
that includes implementation considerations. The process of this method flows in a Pass Points; passwords consist of 
a sequence of five click points on a given image. Users could choose any pixels in the image as click-points for their 
password. To log in, they repeat the sequence of clicks within the correct order. Every click should be at intervals a 
system-defined tolerance region of the initial click-point. The significance of PCCP is that making a harder to guess 
password is the path of- least-resistance, likely making it more effective than schemes where secure behavior adds 
an additional burden on users. 
 
Sonia Chiasson et al. [10] proposed MVP (Multiple Versatile Passwords) could be a framework permitting websites 
to use various knowledge- based authentication schemes. In general, it allows user studies of authentication in the 
same context. These can be deployed in the field where ecological validity is improved by the use of real websites 
with real content, making authentication a secondary task. 
 
Sonia Chiasson et al. [11] projected Click-based graphical passwords are usable alternative to text passwords which 
involve clicking a set of user-selected points. A security analysis was conducted on both data sets, looking 
specifically at the emergence of hotspots, seeing whether hotspots could be predicted by automated methods, and 
demonstrated how collecting a small subset of passwords can be used to conduct successful dictionary attacks. Thus 
it provides more accurate in targeting their click-points than in the past. 
 
Sonia Chiasson et al. [12] discussed click-based graphical passwords were significantly less susceptible to multiple 
password interference in the short-term, while having comparable usability to text passwords in most other respects. 
Here there where 65 participants were assigned to use either textual or graphical passwords. They created six 
distinct passwords for several different “accounts”, and later had to recall the passwords for each account in a 
different order than they were created. Twenty-six of those participants also returned after two weeks to test recall of 
these passwords. In the case of graphical passwords, each account was associated with a different image, so 
participants had one image per password. Thus in Pass Points passwords are more robust than text passwords against 
multiple password interference. 



Shaik Mahd Ali Ahamed, IJRIT  561 

 

 
3. Conclusion 
 
Establishing identity is changing into crucial in our immensely interconnected society. The requirement for reliable 
user authentication techniques has increased within the wake of heightened considerations regarding security and 
rapid advancements in networking, communication, and mobility. As an alternative, token and biometric primarily 
based authentication systems were introduced. However, they need not improved well to justify the investment. 
Hence there is need of some robust high security strategies that we might be attempting in future course of our 
dissertation work.  
 
 
4. References 
 
[1] P.C. van Oorschot Tao Wan, “Two Step: An Authentication Method Combining Text and Graphical Passwords”, 
In Proc. of the 2007 IEEE Symposium on Security and Privacy, May 2007. 12. 
 
[2] T. S. Ravi Kiran, Y. Rama Krishna, “Combining Captcha and Graphical Passwords for User Authentication” 
IJRIM Volume 2, Issue 4 (April 2012).pp.no.29-35. 
 
[3] Ugur Cil, Kemal Bicakci “gridWordX: Design, Implementation, and Usability Evaluation of an Authentication 
Scheme Supporting Both Desktops and Mobile Devices” Information Forensics and Security, IEEE Transactions on, 
vol. 6. 
 
[4] Lawrence O’Gorman, “ Comparing Passwords, Tokens, and Biometrics for User Authentication”, 
Proceedings of the IEEE, Vol. 91, No. 12, Dec. 2003, pp. 2019-2040. 
 
[5] Iranna A M,Pankaja Patil, “Graphical Password Authentication Using Persuasive Cued Click point” 
International Journal of Advanced Research in Electrical, Electronics and Instrumentation Engineering Vol. 2, Issue 
7, July 2013. 
 
[6] Binitha . V .M. “Persuasive Cued Click Based Graphical Password with Scrambling for Knowledge Based 
Authentication Technique with Image Scrambling”, IOSR Journal of Computer Engineering (IOSR-JCE) e-ISSN: 
2278-0661, p- ISSN: 2278-8727Volume 13, Issue 2 (Jul. - Aug. 2013), PP 14-24. 
 
[7] Devi Srinivas, M.L.Prasanthi “Implementation of Knowledge Based Authentication System Using Persuasive 
Cued Click Points”, IOSR Journal of Computer Engineering (IOSR-JCE) e-ISSN: 2278-0661, p- ISSN: 2278-
8727Volume 12, Issue 2 (May. - Jun. 2013), PP 39-46. 
 
[8] Chirag Jagani, Pooja Kalola, Dr. Bankim Radadiya, “Two Step Endorsement: Text Password and Graphical 
Password” IOSR Journal of Computer Engineering (IOSRJCE) ISSN: 2278-0661 Volume 5, Issue 1 (Sep-Oct. 
2012), PP 37-40. 
 
[9] Tara H R, Usha T, Ganeshayya I Shidaganti, “Knowledge Based Authentication Mechanism Using Persuasive 
Cued Click points” International Journal of Engineering Research & Technology (IJERT) Vol. 2 Issue 6, June – 
2013. 
 
[10] Sonia Chiasson, Chris Deschamps, Elizabeth Stobert, “[Short Paper] The MVP Web-based Authentication 
Framework”, 
 
[11] Sonia Chiasson, Robert Biddle, P.C. van Oorschot, “A Second Look at the Usability of Click-Based Graphical 
Passwords” Proceedings of the 2007 IEEE Symposium on Security and Privacy, p.66-70, May. 
 
[12] Sonia Chiasson, Alain Forget, Elizabeth Stobert, “Multiple Password Interference in Text Passwords and Click-
Based Graphical Passwords”, IEEE Symposium on Security and Privacy 2013: 511-525. 
 


