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Abstract 

In computer science, a remote procedure call (RPC) is an inter-process communication that allows a computer program to 
cause a subroutine or procedure to execute in another address space (commonly on another computer on a shared network) 
without the programmer explicitly coding the details for this remote interaction. That is, the programmer writes essentially the 
same code whether the subroutine is local to the executing program, or remote. When the software in question uses object-
oriented principles, RPC is called remote invocation or remote method invocation. 
 
Abbreviations: RPC-Remote Procedure Call, NTFS- New Technology File System 
 
1) INTRODUCTION 

 
Remote Procedure Call (RPC) provides a different paradigm for accessing network services. Instead of 
accessing remote services by sending and receiving messages, a client invokes services by making a local 
procedure call. The local procedure hides the details of the network communication.  
 

1.1) HISTORY AND ORIGIN 
 
The idea of treating network operations as remote procedure calls goes back at least to the 1980s in early 
ARPANET documents. Bruce Jay Nelson is generally credited with coining the term. One of the first business 
uses of RPC was by Xerox under the name "Courier" in 1981. The first popular implementation of RPC on 
Unix was Sun's RPC (now called ONC RPC), used as the basis for Network File System. 
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1.2) WHEN MAKING A REMOTE PROCEDURE CALL:  
 

• The calling environment is suspended, procedure parameters are transferred across the network to the 
environment where the procedure is to execute, and the procedure is executed there. 

• When the procedure finishes and produces its results, its results are transferred back to the calling 
environment, where execution resumes as if returning from a regular procedure call. 
 

1.3) THE MAIN GOAL OF RPC IS TO HIDE THE EXISTENCE OF TH E NETWORK 
FROM A PROGRAM. AS A RESULT, RPC DOESN'T QUITE FIT INTO THE OSI 
MODEL:  
 

• The message-passing nature of network communication is hidden from the user. The user doesn't first 
open a connection, read and write data, and then close the connection. Indeed, a client often doesn not 
even know they are using the network! 

• RPC often omits many of the protocol layers to improve performance. Even a small performance 
improvement is important because a program may invoke RPCs often. For example, on (diskless) Sun 
workstations, every file access is made via an RPC.  

RPC is especially well suited for client-server (e.g., query-response) interaction in which the flow of control 
alternates between the caller and callee. Conceptually, the client and server do not both execute at the same time. 
Instead, the thread of execution jumps from the caller to the callee and then back again.  

 

Fig1 ) 
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2) MESSAGE PASSING 
 
An RPC is initiated by the client, which sends a request message to a known remote server to execute a 
specified procedure with supplied parameters. The remote server sends a response to the client, and the 
application continues its process. While the server is processing the call, the client is blocked (it waits until the 
server has finished processing before resuming execution), unless the client sends an asynchronous request to 
the server, such as an XHTTP call. There are many variations and subtleties in various implementations, 
resulting in a variety of different (incompatible) RPC protocols. 
An important difference between remote procedure calls and local calls is that remote calls can fail because of 
unpredictable network problems. Also, callers generally must deal with such failures without knowing whether 
the remote procedure was actually invoked. Idempotent procedures (those that have no additional effects if 
called more than once) are easily handled, but enough difficulties remain that code to call remote procedures is 
often confined to carefully written low-level subsystems. 

2.1) SEQUENCE OF EVENTS DURING A RPC 

• A client invokes a client stub procedure, passing parameters in the usual way. The client stub resides 
within the client's own address space. 

• The client stub marshalls the parameters into a message. Marshalling includes converting the 
representation of the parameters into a standard format, and copying each parameter into the message. 

• The client stub passes the message to the transport layer, which sends it to the remote server machine. 
• On the server, the transport layer passes the message to a server stub, which demarshalls the 

parameters and calls the desired server routine using the regular procedure call mechanism. 
• When the server procedure completes, it returns to the server stub (e.g., via a normal procedure call 

return), which marshalls the return values into a message. The server stub then hands the message to 
the transport layer. 

• The transport layer sends the result message back to the client transport layer, which hands the 
message back to the client stub. 

• The client stub demarshalls the return parameters and execution returns to the caller. 
 

3) SEMANTICS OF RPC 

Unlike normal procedure calls, many things can go wrong with RPC. Normally, a client will send a request, the 
server will execute the request and then return a response to the client. What are appropriate semantics for server or 
network failures? Possibilities:  

• Just hang forever waiting for the reply that will never come. This models regular procedure call. If a 
normal procedure goes into an infinite loop, the caller never finds out. Of course, few users will like 
such semantics. 

• Time out and raise an exception or report failure to the client. Of course, finding an appropriate timer 
value is difficult. If the remote procedure takes a long time to execute, a timer might time-out too 
quickly. 

• Time out and retransmit the request.  

While the last possibility seems the most reasonable, it may lead to problems. Suppose that:  

• The client transmits a request, the server executes it, but then crashes before sending a response. If we 
don't get a response, is there any way of knowing whether the server acted on the request? 

• The server restarts, and the client retransmits the request. What happens? Now, the server will reject 
the retransmission because the supplied unique identifier no longer matches that in the server's export 
table. At this point, the client can decide to rebind to a new server and retry, or it can give up. 
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• Suppose the client rebinds to the another server, retransmits the request, and gets a response. How 
many times will the request have been executed? At least once, and possibly twice. We have no way of 
knowing.  

RPC SEMANTICS 

While implementing RPC, B&N determined that the semantics of RPCs could be categorized in 
various ways:  

• Exactly once: The most desirable kind of semantics, where every call is carried out 
exactly once, no more and no less. Unfortunately, such semantics cannot be achieved at 
low cost; if the client transmits a request, and the server crashes, the client has no way of 
knowing whether the server had received and processed the request before crashing.  

• At most once: When control returns to the caller, the operation will have been executed 
no more than once. What happens if the server crashes? If the server crashes, the client 
will be notified of the error, but will have no way of knowing whether or not the 
operation was performed.  

• At least once: The client just keeps retransmitting the request until it gets the desired 
response. On return to the caller, the operation will have be performed at least one time, 
but possibly multiple times.  
 

4) TRANSPORT PROTOCOLS FOR RPC 

Can we implement RPC on top of an existing transport protocol such as TCP? Yes. However, reliable stream 
protocols are designed for a different purpose: high throughput. The cost of setting up and terminating a connection 
is insignificant in comparison to the amount of data exchanged. Most of the elapsed time is spent sending data.  

With RPC, low latency is more important than high throughput. If applications are going to use RPC much like they 
use regular procedures (e.g., over and over again), performance is crucial.  

RPC can be characterized as a specific instance of transaction-oriented communication, where:  

• A transaction consists of a single request and a single response. 
• A transaction is initiated when a client sends a request and terminated by the server's response.  

A transaction-oriented transport protocol should efficiently handle the following cases:  

• Transactions in which both the request and response messages fit in a single packet. The response can serve 
as an acknowledgment, and the client handles the case of lost packets by retransmitting the original request. 

• Large multi-packet request and response messages, where the data does not necessarily fit in a single 
packet. For instance, some systems use RPC to fetch pages of a file from a file server. A single-packet 
request would specify the file name, the starting position of the data desired, and the number of bytes to be 
read. The response may consist of several pages (e.g. 8K bytes) of data.  
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5) RPC ISSUES 

Issues that must be addressed:  

• MARSHALLING:  Parameters must be marshalled into a standard representation. Parameters consist of 
simple types (e.g., integers) and compound types (e.g., C structures or Pascal records). Moreover, because 
each type has its own representation, the types of the various parameters must be known to the modules that 
actually do the conversion. For example, 4 bytes of characters would be uninterrupted, while a 4-byte 
integer may need to the order of its bytes reversed. 

  
• SEMANTICS: Call-by-reference not possible: the client and server don't share an address space. That is, 

addresses referenced by the server correspond to data residing in the client's address space. One approach is 
to simulate call-by-reference using copy-restore. In copy-restore, call-by-reference parameters are handled 
by sending a copy of the referenced data structure to the server, and on return replacing the client's copy 
with that modified by the server. However, copy-restore doesn't work in all cases. For instance, if the same 
argument is passed twice, two copies will be made, and references through one parameter only changes one 
of the copies.  

 
• BINDING: How does the client know who to call, and where the service resides? The most flexible 

solution is to use dynamic binding and find the server at run time when the RPC is first made. The first time 
the client stub is invoked, it contacts a name server to determine the transport address at which the server 
resides.  

• TRANSPORT PROTOCOL: What transport protocol should be used?  
• EXCEPTION HANDLING: How are errors handled?  
• BINDING: We'll examine one solution to the above issues by considering the approach taken by Birrell 

and Nelson. Binding consists of two parts:  
• NAMING: refers to what service the client wants to use. In B&N, remote procedures are named through 

interfaces. An interface uniquely identifies a particular service, describing the types and numbers of its 
arguments. It is similar in purpose to a type definition in programming languauges. For example, a ``phone'' 
service interface might specify a single string argument that returns a character string phone number.  

 
• LOCATING: refers to finding the transport address at which the server actually resides. Once we have the 

transport address of the service, we can send messages directly to the server. In B&N's system, a server 
having a service to offer exports an interface for it. Exporting an interface registers it with the system so 
that clients can use it. A client must import an (exported) interface before communication can begin. The 
export and import operations are analogous to those found in object-oriented systems.  
Interface names consists of two parts:  

o A unique type specifies the interface (service) provided. Type is a high-level specification, such as 
``mail'' or ``file access''. 

o An instance specifies a particular server offering a type (e.g., ``file access on wpi'').  
 

• NAME SERVER: B&N's RPC system was developed as part of a distributed system called Grapevine. 
Grapevine was developed at Xerox by the same research group the developed the Ethernet. Among other 
things, Grapevine provides a distributed, replicated database, implemented by servers residing at various 
locations around the internet. Clients can query, add new entries or modify existing entries in the database. 
The Grapevine database maps character string keys to entries called RNames. There are two types of 
entries:  

o INDIVIDUAL:  A single instance of a service. Each server registers the transport address at which 
its service can be accessed and every instance of an interface is registered as an individual entry. 
Individual entries map instances to their corresponding transport addresses.  

o GROUP: The type of an interface, which consists of a list of individual RNames. Group entries 
contain RNames that point to servers providing the service having that group name. Group entries 
map a type (interface) to a set of individual entries providing that service. 
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• SERVICE INTERFACE EXPORT/IMPORT: When a server wishes to export an interface:  

o It calls its server stub, which then calls Grapevine, passing it the type and instance of the service it 
wishes to register. Once the interface has been registered with Grapevine, it can be imported by the 
client. Note: Grapevine insures that both an individual and a group entry has been established for the 
exported service. 

o The server stub then records information about the instance in an internal export table.  
In B&N, there is one export table per machine, containing entries for all currently exported interfaces. 
This table is used to map incoming RPC request messages to their corresponding server procedure. 

o Each entry in the export table contains:  
� a unique identifier that identifies that interface, and  
� a pointer to the server stub that should be called to invoke the interface service. The unique 

identifier is never reused. If the server crashes and restarts, new identifiers are used.  

The client binds to an exported service as follows:  

� The client stub calls the Grapevine database to find an instance of the desired type. 
� The database server returns the desired group entry, and the client chooses one of the 

individual servers. 
� The client stub sends a message to the selected server stub asking for information about that 

instance. 
� The server stub returns the unique identifier and index of the appropriate export table entry. 

The client saves the [identifier, index] pair as it will need it when actually making an RPC. 
� The client is now ready to actually call the remote procedure: 

  
� The client sends the export table index and the unique identifier together with the 

parameters of the call to the server. 
� Upon receipt of a message, the server stub uses the table index contained in the message 

to find the appropriate entry in its export table. 
� The server stub then compares the provided identifier with the one in the table. If they 

differ, reject the procedure call as invalid.  

6) RPC Dependencies and Interactions 

RPC is a client/server technology in the most generic sense. There is a sender and a receiver; data is transferred 
between them. This can be classic client/server (for example, Microsoft Outlook communicating with a server 
running Microsoft Exchange Server) or system services within the computer communicating with each other. The 
latter is especially common. Much of the Windows architecture is composed of services that communicate with each 
other to accomplish a task. Most services built into the Windows architecture use RPC to communicate with each 
other. 

The following table briefly describes the services in Windows Server 2003 that depend on the RPC system service 
(RPCSS). 

• Background Intelligent Transfer Service: Transfers data between clients and servers in the background. 
• COM+ Event System: Supports System Event Notification Service (SENS), which provides automatic 

distribution of events to subscribing Component Object Model (COM) components. 
• COM+ System Application: Manages the configuration and tracking of COM+-based components. 
• Cryptographic Services: Provides three management services: Catalog Database Service, which confirms 

the signatures of Windows files; Protected Root Service, which adds and removes Trusted Root 
Certification Authority certificates from this computer; and Key Service, which helps enroll this computer 
for certificates. 
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• DHCP Server: Performs TCP/IP configuration for DHCP clients, including dynamic assignments of IP 
addresses, specification of the WINS and DNS servers, and connection–specific Domain Name System 
(DNS) names. 

• Distributed Link Tracking Client: Enables client programs to track linked files that are moved within an 
NTFS volume to another NTFS volume on the same computer or to an NTFS volume on another computer. 

• Distributed Link Tracking Server: Enables the Distributed Link Tracking Client service within the same 
domain to provide more reliable and efficient maintenance of links within the domain. 

• Distributed Link Transaction Coordinator: Coordinates transactions that span multiple resource managers, 
such as databases, message queues, and file systems. 

• DNS Server: Enables DNS clients to resolve DNS names by answering DNS queries and dynamic update 
requests. 

• Error Reporting Service: Collects, stores, and reports unexpected application failures to Microsoft. 
• File Replication Service: Allows files to be automatically copied and maintained simultaneously on 

multiple servers 
• Help and Support: Enables Help and Support Center to run on the computer. 
• Human Interface Device Access: Enables generic input access to Human Interface Devices (HID), which 

activates and maintains the use of predefined hot buttons on keyboards, remote controls, and other 
multimedia devices. 

• Resultant Set of Policy Provider: Enables a user to connect to a remote computer, access the Windows 
Management Instrumentation (WMI) database for that computer, and either verify the current Group Policy 
settings made for the computer or check settings before they are applied. 

• Routing and Remote Access: Enables multi-protocol LAN-to-LAN, LAN-to-wide area network (WAN), 
virtual private network (VPN), and network address translation (NAT) routing services for clients and 
servers on the network. 

• Telnet: Enables a remote user to log on to a computer and run programs; supports various TCP/IP Telnet 
clients, including UNIX-based and Windows-based computers. 

• Terminal Services: Allows users to connect interactively to a remote computer. Remote Desktop, Fast User 
Switching, Remote Assistance, and Terminal Server depend on this service. 

• Windows Management Instrumentation: Provides a common interface and object model to access 
management information about operating system, devices, applications, and services. If this service is 
stopped, most Windows-based software will not function properly. 
 
 

7) SUMMARY 
 
Remote Procedure Call (RPC) is a protocol for requesting a service from a program located in a remote 
computer through network without having to understand the under layer network technologies. RPC presumes 
the existence of a low-level transport protocol, such as TCP or UDP, for carrying the message data between 
communicating programs. RPC spans the Transport layer and the Application layer in the Open Systems 
Interconnection (OSI) model of network communication. RPC makes it easier to develop an application that 
includes multiple programs distributed in a network.  
RPC uses the client/server model. The requesting program is a client and the service-providing program is the 
server. First, the caller process sends a call message that includes the procedure parameters to the server 
process. Then, the caller process waits for a reply message (blocks). Next, a process on the server side, which is 
dormant until the arrival of the call message, extracts the procedure parameters, computes the results, and sends 
a reply message. The server waits for the next call message. Finally, a process on the caller receives the reply 
message, extracts the results of the procedure, and the caller resumes execution.  
There are several RPC models and implementations. Sun Microsystem originally introduced the RPC. IETF 
ONC charter modified the Sun version and made the ONC PRC protocol as an IETF standard protocol. A 
popular model and implementation is the Open Software Foundation's Distributed Computing Environment 
(DCE).  
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SIDE BAR  
Comparison: It is an act of assessment or evaluation of things side by side in order to see to what extent they are 
similar or different. It is used to bring out similarities or differences between two things of the same type mostly to 
discover essential features or meaning either scientifically or otherwise. 
Content: The amount of things contained in something. Things written or spoken about in a book, an article, a 
programme, a speech, etc. 
DEFINITION 
Semantics - In computer science, semantics provides the rules for interpreting the syntax which 
do not provide the meaning directly but constrains the possible interpretations of what is 
declared. In other words, semantics is about interpretation of an expression.  

Servers- Servers are computer programs running to serve the requests of other programs, the 
clients. In the hardware sense, the word server typically designates computer models intended for 
hosting software applications under the heavy demand of a network environment.  
Procedure - A section of a computer program that is stored only once but can be used when 
required at several different points in the program, thus saving space. 
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