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Abstract 

This paper deals with laying the various advantages java possesses when it comes to security. This paper enlists the basic security 
features of Java which includes Compile Time Security, Class Loaders, Byte Code Verifier and Sand Box Model. All the major 
specialties and advantages of these are carefully understood and summarized.  
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1. Introduction 

Since its release in May of 1995, Java is wide-spread across the Internet. It has attracted a lot of developers around 
the world for different reasons: some were drawn to Java because of its cross−platform capabilities, some because of 
its ease of programming, some because of its robustness and memory management, some because of Java's security, 
and some for other reasons. Java was designed with a great importance on security. It is very robust as can recover 
itself from failures. The garbage collector collects and deletes the unused objects. All this makes Java very useful 
and an integral part of today’s networking. In order to make Java secure, it consists of four levels/ stages that are to 
be cleared before the file executes. These four stages of verification are:- 

Compile Time Security. 

Class Loaders. 

Byte Code Verifier. 

Sand Box Model. 
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2. Java Security Levels 
 
Security in Java consists of mostly two major aspects:- 
  

1. To keep the Java platform a secure, ready-built platform on which Java applications can run in a secure 
way. 

2. To keep the security tools and services implemented in the Java programming language that enables a 
wider range of security-sensitive applications. 

 
The various levels of security are as follows:- 
 
 2.1 Compile Time Security 
 

Once the java code has been written by the developer, there is a need to compile that code. The compilation 
the code is done so as to make the Java Virtual Machine understand the code. Because of this the Java Virtual 
Machine can interpret and run the program. Compiling a Java program also means taking the programmers readable 
text in your program file and converting it to byte-codes, which are just platform-independent instructions for the 
Java Virtual Machine.  

The Java compiler performs broad and severe compile-time checking so that as many errors as possible can be 
detected by the compiler. Some of the error checks done by the compiler are listed below:- 

• Objects cannot be casted to a subclass without a precise runtime check. 
• All references to methods and variables are checked to make sure that the objects are of the appropriate 

type.  
• Integers and objects are not interchangeable. 
• The compiler also ensures that a program does not access the value of an uninitialized local variable. 

All these checks as well as others also are very much important because if an error slips by then there may be 
problems while running it. 

2.2 Class Loader 
 

Once the code is compiled, the files are saved as “.class” files. Even though the code is thoroughly checked by 
the compiler, there still remains the possibility of an outside attack by an unfriendly compiler. The class loader only 
accepts the files of this extension. Files with any other extension apart from this will be simply ignored. Also, all 
class files from "the outside" are moved to a verifier. This verifier ensures that the class file has the correct format. 
The basic format of a class file has been shown below:- 

• A magic constant. 
• Major and minor version information. 
• The "constant pool". 
• Information about this class. 
• Information about each of the fields and methods in this class. 
• Debugging information. 

The first four bytes of a class file are the magic number. This is a pre-specified value to distinguish between the Java 
class files and other files. Later the data contains the version of java used. The constant pool is a heterogeneous 
array of data. Each entry in the constant pool can be a Unicode string, a class or interface name, a reference to a field 
or method, a simple numeric value or a constant string value. Information about the class includes contain the 
information about the name of the class, its super-class, etc. the information of the methods present in the class and 
there definition is the next thing mentioned in the file. The last is the debugging information. 
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2.3 Byte Code Verifier 
 
Java compilers produce platform-independent byte code, executed by the Java Virtual Machine. Compilers and 

a byte code verifier ensure that only legitimate Java byte codes are executed. At runtime, a compiled code fragment 
can come from anywhere on the net, and it is unknown if the code fragment comes from a trustworthy compiler or 
not. So, the Java runtime simply does not trust the incoming code, and instead subjects it to a series of checks which 
are undertaken by the byte code verifier. These checks are:- 

 
• The code compiled is in appropriate format. 
• Internal stacks do not overflow or underflow. 
• Invalid data conversions should not occur. This ensures that variables will not be granted access to 

restricted memory areas. 
• Byte-code instructions will have appropriately typed parameters. 
• All class member accesses must be right. For instance, an object's private data must always remain private. 

 

The byte code verifier ensures that the code passed to the Java interpreter is in a fit state to be executed and can run 
without fear of breaking the Java interpreter.  

2.4 Sand Box Model 

Java's security model is focused on protecting end-users from hostile programs downloaded from untrustworthy 
sources across a network. To accomplish this goal, Java provides a customizable "sandbox" in which Java programs 
run. A Java program can do anything within the boundaries of its sandbox, but it can't take any action outside those 
boundaries. In short, the sandbox provides limited number of privileges to Java applets, for example, prohibits the 
applets to perform a number of activities, including the following:-  

 

• Reading or writing to the local disk. 

• Making a network connection to any host, except the host from which the applet came from. 

• Loading a new dynamic library and directly calling a native method. 

• Creating a new process. 

 

The original sandbox model was deployed through the Java Development Kit (JDK), and was generally 
adopted by applications built with JDK 1.0. This model provided a very restricted environment in which deceitful 
code obtained from the open network was executed. The essence of the 1.0 sandbox model is that local code is 
trusted to have full access to vital system resources while downloaded remote code is not trusted and can access only 
the limited resources provided inside the sandbox, that is, the privileges listed above.  
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Fig. 1 Example of a Sandbox Model 

 

The Java 2 Platform sandbox ensures these features:- 

• Dynamic, extensible security model. 
• Fine-grained access control to protect resources. 
• Easily configurable security policy. 
• Easily extensible access control structure. 
• Extension of security checks to all Java programs, including applications and applets. 

 

By making it impossible for downloaded code to perform certain actions, Java's security model protects users from 
the threat of a hostile code. 

3. Conclusions 

After conducting the analysis of the various layers of Java Security Model, one may conclude that java is one the 
most secure web development languages. Even though there are people constantly working on exploiting the minute 
loopholes that are present in Java, it will still remain more secure than other languages. 
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