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Abstract 

A hash function is any algorithm or subroutine that maps large sets of data of variable length, called keys, to smaller sets of data 
of fixed length. Cryptographic hash functions take an input of arbitrarily length and produce an output of fixed length. Since the 
hash is short, using the hash instead of the original input is much faster. Cryptographic Hash functions are used to achieve a 
number of security objectives. In this paper, I brought out the importance of hash functions, did comparative study of various 
types of secure hash functions introduced so far, design techniques, attacks on these hash functions and the progressive recent 
development in this field. 

Keywords: Cryptography, Hash function, SHA, Brute Force attack.  

1. Introduction 

A cryptographic hash function is a hash function that takes an arbitrary block of data and returns a fixed-

size bit string, the cryptographic hash value, such that any change to the data will (with very high probability) 

change the hash value. The data to be encoded are often called the message, and the hash values is sometimes called 
the message digest or simply digest. The ideal message digest algorithm would possibly alter 50% of the bits in the 
resulting hash if one bit was altered in the plaintext message. 

The ideal cryptographic hash function has four main properties: 

• it is easy to compute the hash value for any given message 

• it is infeasible to generate a message that has a given hash 

• it is infeasible to modify a message without changing the hash 

• it is infeasible to find two different messages with the same hash. 
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Cryptographic hash functions have many information security applications, notably in digital 

signatures, message authentication codes (MACs), and other forms of authentication. They can also be used as 

ordinary hash functions, to index data in hash tables, for fingerprinting, to detect duplicate data or uniquely identify 

files, and as checksums to detect accidental data corruption. Indeed, in information security contexts, cryptographic 

hash values are sometimes called (digital) fingerprints, checksums, or just hash values, even though all these terms 

stand for more general functions with rather different properties and purposes. 

Cryptographic techniques mainly encryption & decryptions have been used for centuries to protect military and 

political secrets and D.Kahn has given comprehensive study of this history. Throughout this history of cryptology, 

confidentiality has taken the primary seat and it was believed that if the secrecy is maintained (using symmetric 

encryption and secret key) then the authentication will automatically be achieved. The logic was if decryption of an 

encrypted text results in a meaningful message it must have been constructed by someone who knows the secret key. 

During all this period the field of cryptology was kingdom of selected few i.e. it was studied and practiced by few. 

The trend changers were Diffie and Hellman, who are credited for advent of public key cryptography in mid 70s. 

Their seminal paper “New Directions in Cryptography” introduced a number of relevant concepts like Digital 

Signatures and differentiated Confidentiality from Authentication and to quite an extent initiated the development of 

cryptographic schemes for the protection of authenticity. These schemes use a very important cryptographic 

primitive named ‘Cryptographic Hash Functions’. However cryptographic hash functions have received much less 

attention from the crypto logic community than encryption schemes in the past. Bert Rompay in his thesis quoted the 

example of NESSIE (New European Scheme for Signature Integrity and Encryption) project to illustrate how 

cryptographic hash functions have been ignored in the past.  

 
2. Cryptographic Hash Functions 

A cryptographic hash (sometimes called digest) is a kind of signature for a text or a data file. A hash is not an 
encryption, it cannot be decrypted back to the original text (it is a one-way cryptographic function, and is a fixed 
size for any size of source text). A hash function takes a variable sized input message and produces a fixed-sized 
output. The output is usually referred to as the hash code or the hash value or the message digest. This makes 
suitable when it is appropriate to compare existing hashed of texts, as opposed to decrypting the text to obtain the 
original version. Such types of applications include digital signatures stored passwords, and challenge handshake 
authentication. An existing hash algorithm has many requirements; the first is to produces a digest that is unique to 
the best of its ability. The second is similar inputs does not produce output that is similar, commonly called the 
cascade effect. The cascade effect is described as a single change to the input will result in a completely different 
hash.  
A series of SHA algorithms has been developed by the National Institute of Standards and Technology and 
published as Federal Information Processing Standards (FIPS). This Standard specifies four secure hash algorithms - 
SHA-1, SHA-256, SHA-384, and SHA-512 for computing a condensed representation of electronic data (message). 
SHA algorithms can be used with various cryptographic algorithms, like digital signature algorithms and keyed-hash 
message authentication codes, or random numbers (bits) generation. There are four hash algorithms have specified 
in this standard are called secure because, for an existing algorithm, it is computationally infeasible in two way 

1) To calculate a message that corresponds to a given message digest,  

2) To calculate two different messages that produce the same message digest.  

Single change to any message wills, with a very high probability, result in a different message digests. 
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Cryptographic Hash Function 

 

3. Comparative Analysis 

Comparative Study of Existing Hash Function (SHA-160 and SHA-192):  

SHA-160 Hash Function: From an input message the SHA-1 produces a single output of 160-bit message digest (the 
output hash value). The input message is composed of multiple blocks. The input block, of 512 bits, is divided into 
80 of 32-bit words, denoted as, one 32-bit word for each computational round of the existing SHA-1 algorithm. 
Every round comprises various operation like additions and logical operations, and bitwise logical operations and 
bitwise rotations to the left. Total calculation of the algorithm depends on the round being executed, as well as the 
value of the constant. The SHA-1 80 iteration are splits into four groups of 20 iteration, each with different values 
for and the applied logical functions. 
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One iteration within the SHA-1 compression function: 
A, B, C, D and E are 32-bit words of the state; 

F is a nonlinear function that varies; 

n denotes a left bit rotation by n places; 

n varies for each operation; 

Wt is the expanded message word of round t; 
 

3.1 SHA-192 Hash Function: SHA-192 is the extension of the SHA-160 algorithm. In this algorithm chaining 
variable is increased by one more variable. Due to this change message digest generated is of 192 bits. The extended 
sixteen 32 bit into eighty 32 bit words are given as input to the round function and some changes has been done in 
shifting of bits in chaining variables, computation structure of this algorithm. SHA-192 Hash Function: SHA-192 
is the extension of the SHA-160 algorithm this algorithm are chaining variable in the existing algorithm increased by 
one more variable. 

3.2 Comparatively Analysis of SHA-160 and SHA-192: This section is providing comparatively analysis between 
two algorithms on the basis of different parameters like out size in bits, number of round; block size, maximum 
message size and word size all are measurable in bits. These two hashing algorithms SHA-1 and a SHA-192 were 
tested based on the security and time. Dot Net implementation has used to compare algorithms. For experiment, 
Intel Pentium Dual Core E2200 2.20 GHZ, 1 GB of RAM and Window-XP SP2, have used in which performance 
data is collected. Based on the simulation results, it was found that SHA-192 needs more time to generate a message 
digest when compared with SHA-1 because the message digest generated by the SHA-192 longer than the existing 
SHA-1. But in SHA-192 have an extra block of 32 bits in the elementary function and so it produces message digest 
of length 192 bits. Hence the security of the SHA-192 algorithm gets improved. Time to break 192 bit message 
digest will be more when compared with the SHA-160. From the simulation it has analyzed that strength of SHA-
192 algorithm is more as compared to strength of SHA-160. An existing hash function is called secured if the 
following two conditions are satisfied: one if it is computationally infeasible to find a message that corresponds to a 
given hash code. This is sometimes denoted to as the one-way property of a hash function. And another if it is 
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computationally infeasible to find two different messages that hash to the same hash code value. This is also referred 
to as the strong collision resistance property of a hash function. Furthermore the input message is partitioned into L 
bit blocks, each of size b bits. If necessary, the final block is padded suitably so that it is of the same length as 
others. The final block also includes the total length of the message whose hash function is to be computed. This 
step enhances the security of the hash function since it places an additional constraint on the counterfeit messages. 
All the results are showing in the following table. Table 1 is showing bits wise comparison between SHA-160 and 
SHA-192 algorithm. Table 2 is showing timing wise comparison and table 3 is showing block size wise 
comparisons.  
 

Bits wise comparison between Existing SHA-160 and SHA-192 algorithm 

Algorithms Output Size(bits) Rounds 

SHA-1 160 80  

SHA-192 192 80 

 

Timing Comparison between Existing SHA-160 and SHA-192 algorithm for 7KB file 

Algorithms Hashing Timing (in ms) Message digested      

SHA-1 1404 49309899  
BD8144E6  
3FCB7543  
64413F3F  
5B154BAE 

SHA-192  1560  F6B4ABFC  
90202B89  
77FDCFE  
F2B6D476  
E56961F0  

9FEE95FF 

 

4. Analysis of Hash Code:  

If there use of n bits to represent the hash code, there are only 2n distinct hash code values. If there place no 
constraints whatsoever on the messages and if there can be an arbitrary number of different possible messages, then 
definitely there will exist multiple messages giving rise to the same hash code. But then considering messages with 
no constraints whatsoever does not represent reality because messages are not noise they must possess considerable 
structure in order to be intelligible to humans. Collision resistance refers to the likelihood that two different 
messages possessing certain basic structure so as to be meaningful will result in the same hash code. Given a block 
of k messages, the question “What is the probability that there exists at least one message in the pool whose hash 
code is equal to a specific value?” the answer is that select a block of k messages, each of which has a hash code 
value from N possible such values, the probability that the block will contain at least one pair of messages with the 
same hash code is given by 
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1 − N! / (N − k)! Nk 
So if there use an n-bit hash code, then it has N = 2n. In this case, a message pool of 2n/2 randomly generated 
messages will contain at least one with a specified value for the hash code with a probability of 0.5. For example 
consider the case of 64 bit hash codes. Now N = 264. So a pool of 232 randomly generated messages will have at 
least one pair with identical hash codes with a probability of 0.5.  
 

5. Generic Attacks on Hash Functions 

5.1 Brute Force Attack 

For an ideal hash function with a hash result of bit length n, a (second) preimage takes (2n) evaluations of 
the hash function. However, if one considers multiple targets, then the expected cost to and a (second) preimage for 
one of these 2t targets is reduced to (2n t) (note that for t = n=2 this corresponds to (2n=2)). If one intends to and a 
(second) pre image for all 2t targets, one can apply Hellman's time-memory]: after a pre computation of (2n), 
additional (second) pre images can be found at a cost of (22n=3); this method requires a storage of (22n=3). Wiener 
provides a detailed analysis in the full cost model The answer to this degradation in security is to parameterize the 
hash function with a salt (also known as spice, tweak or key) so that each application can get a different function. 

 
5.2 Hash functions based on arithmetic primitives 

 
Public key cryptology, and in particular modular arithmetic, has also been a source of inspiration for hash 

function constructions. This has resulted in hash functions with a security proof based on number theoretic 
assumptions such as factoring and discrete logarithm. One example is the constructions by Bell are all based on the 
discrete logarithm problem in a group of large prime order. An interesting construction is VSH for which collisions 
is provably related to factoring; however, due to structural properties by Saarinen ,VSH does not have the properties 
expected from a general purpose hash function. In the area of `ad hoc' constructions, a large number of proposals 
were broken; eventually MASH-1 and MASH-2 were standardized in ISO/IEC 10118-4 they use squaring and 
raising to the power 28 + 1 respectively. Schemes based on additive or multiplicative knapsacks attractive 
performance results. However, in spite of theoretical support (e.g. Ajtai's work) practical constructions have not 
fared well until now: see for example the attack by Patarin on an additive knapsack scheme, the attack by Tillich and 
Zemor on the LPS hash function and the cryptanalysis by Grass et al. of the 1994 scheme of Tillich and Zemor.  

 
6. Progressive Recent Work: SHA-3  
 
6.1 Background of SHA-3 
 

In December 9, 2010, NIST selected five finalists for the final round of the competition;  BLAKE, Grostl, 
JH, Keccak and Skein. BLAKE is proposed by Jean-Philippe Aumasson from FHNW, ETHZ Switzerland 
universities, and it has four versions; BLAKE224, BLAKE256, BLAKE384 and BLAKE512. Where, Gristle is an 
AES-based hash function and one of the five finalists of the NIST SHA-3 competition, designed by Praveen 
Gauravaram and his team. It combines characteristics of the wide-pipe design and chop-Markel-Dagmar to construct 
an arbitrary message size of n bits digest size in {224, 256, 384, and 512} for the larger size of the hash output. JH is 
an iterative hash function designed by Handgun Wu, which process a message blocks of 512 bits and produce the 
hash algorithms in JH-224, JH-256, JH- 384 and JH-512. In addition, Keccak is a cryptographic hash function 
designed by Guido Bertoni, Joan Daemon, Michael Peters, and Gilles Van Assche. It supports at least four different 
output lengths n {224,  256, 384, and 512} in a high security levels. Lastly, Skein is a new family of SHA-
candidates that proposed by Niels Ferguson and his team from Microsoft and Intel Companies; it has three different 
internal state sizes: 256, 512, and 1024 bits to produce message digests of any length from 1 to 296 bytes. SHA-3 is 
in progress and is believed to yield better performance results in future. 
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7. Conclusion 
 

In this paper, I have shown how cryptographic hash functions slowly gained its importance in the field of 
cryptology. All the attempts have been made to give a complete picture of cryptographic hashes, its design 
techniques and vulnerabilities. This paper also gives the overall view about the exiting SHA algorithms. It focuses 
on general observation of SHA algorithms and the security enhancement of existing one due some changes. It has 
been observed that SHA-160 and SHA-192 are better in respective field. SHA-192 algorithm is more secure in terms 
of the number of brute force attacks needed to break it and SHA-160 is fast when compared to the other secure hash 
algorithms. SHA-3 which is under development can give better performance. Future work can be made on this to 
optimize the time delay and it can also be implemented more efficient SHA algorithm.  
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