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Abstract 

Many protocols for sensor network security provide confidentiality for the content of messages, usually remains exposed. 
Such contextual information can be exploited by an adversary to derive sensitive information such as the locations of monitored 
objects and data sinks in the field. Attacks on these components can significantly undermine any network application. Existing 
techniques defend the leakage of location information from a limited adversary who can only observe network traffic in a small 
region. However, a stronger adversary, the global eavesdropper, is realistic and can defeat these existing techniques. 

Previous work focuses on either an active local attacker that traces back to a real source in a hop-by-hop fashion, or a 
passive global attacker that eavesdrops/analyzes all network traffic to discover real sources. Providing source privacy is a critical 
security service for sensor networks. However, privacy preserving in sensor networks is a challenging task, particularly due to the 
limited resources of sensor nodes and the threat of node capture attack. On the other hand, existing works use either random walk 
path or fake packets injection, both incurring tremendous overhead. 

In this paper, we study how various security services are essential and certain algorithms for implementation in Wireless 
Sensor Networks. 

 

Keywords—Sensor Networks, Eaves Dropper, Global Attacks, Attacker, Security Services. 

 

1. INTRODUCTION 

 
Wireless Sensor Networks (WSNs) are explored to be used in many applications ranging from military strategy 

to civilian purposes. Although a sensor node has certain limitations like low processing capabilities and battery 
supplement, the smaller size and the cost of the sensor node helps to be unspectacular in the sensing area and is 
useful for tracking events without being recognized. 

The sensor nodes usually adopt wireless communications mode when deployed in open and harsh 
environments, which makes data transmissions overheard by the vicinity sensor nodes or other wireless devices. 
Without precaution, the adversary can overhear packet transmission and trace back the packet to the source. This can 
lead to the leakage of source position and the time of event packet taken place. In view of a mission critical military 
application, any revelation of information such as time or event location can be   beneficial to the adversary and 
costly to the network   goal. Therefore, privacy of the monitored event holds great importance that requires 
providing privacy to source nodes. 
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Source location privacy is an important privacy issue in both civilian and military applications of sensor 
networks, because the exposure of source location information may result in catastrophic damages. In an asset 
monitoring network when an endangered animal (e.g., panda) appears in the network, an event notification message 
will be delivered to the base station (BS). A nonconforming hunter may identify the source location and capture the 
animal by monitoring network traffic. In a battlefield scenario, the communication between soldiers and their 
surrounding sensors could reveal the positions of the soldiers, putting them in great danger as the opposing force 
may locate and accurately attack them. 

Prior work on sensor source location privacy has explored two different adversarial models. In an active local 
attack model, an attacker’s hearing range is assumed to be comparable to that of regular sensors. The attacker tries to 
trace back to the real source in a hop-by-hop fashion, given that the real event source emits packets continuously for 
a period of time. Countermeasures in this category focus on confusing or misleading the attacker by introducing 
random or additional paths. Although such solutions have been shown to be effective, the local adversarial model is 
relatively weak. An attacker, with a hearing range more than three times of individual sensors, may locate the real 
source with a chance as high as 97%. 

Recently, a passive global attack model has been studied, where the attacker is assumed to be capable of 
monitoring all the network traffic by either deploying simple sensors covering the network or employing powerful 
site surveillance devices with hearing range no less than the network radius. With the collected network-wide traffic, 
the attacker can conduct traffic analysis to identify the potentially real sources. Under such a strong attack model, 
the corresponding countermeasures focus on making all sensors or k sensors transmit (dummy) messages at the 
same or similar pattern to disguise the real source location. In general, such approaches are more robust to traffic 
analysis, at the cost of higher message overhead. This passive global attack model, however, is not realistic because 
it assumes that an attacker merely monitors the traffic without taking any action. Thus, although it is theoretically 
interesting, its real world application is unclear. We believe in a real attack, an attacker will try to locate the real 
source by all means, as in the local attack model. 

In this work, we focus on an active global attack model, in which the attacker is not only a global eavesdropper 
but also a realistic tracker that devises an optimal route to traverse suspicious spots one by one to find real events, 
under certain constraints, such as time, resource, and event duration. Compared with previous attack models, this is 
a more practical and powerful attack model. We formalize such a strong attack model, analyze it, and propose 
countermeasures against it. 

 

2. RELATED WORK 
 
Recently, source privacy in sensor networks has drawn widespread concern. Kamat et al. proposed a phantom 

routing protocol for flooding and single path routing. They were the earliest researchers to study source privacy and 
present multiple techniques to guarantee the objective. One technique uses fake sources with nodes sending fake 
packets to mislead the adversary. The other technique is called phantom routing which takes a random walk before 
forwarding the packet towards the base station in order to increase the cost of the adversary to backtrack to the 
source. Although the schemes are robust, they have a large overhead involved and can not withstand the 
collaborative attacks. 

Mehta et al. similarly propose two schemes called per iodic data aggregation and source simulation to overcome 
global eavesdropping attacks. The source simulation scheme is similar to the fake sources technique proposed. In 
per iodic aggregation scheme, each node reports back to the base station per iodically, regardless of whether it 
detects an event or not. The drawback of per iodic collection scheme is the latency incurred as well as overhead, 
while in source simulation scheme, it is the overhead introduced. 

Wang et al. propose a parallel-routing protocol to maximize the time for adversary trace back to source. The 
packets from the same source are passed through different paths to the base station. Furthermore, a weighted random 
stride routing is presented that breaks the entire routing into rounds. Li et al. adapt the conventional function of data 
mules to design a new protocol for securing source location privacy, namely, the Mules-Saving-Source (MSS) 
protocol, which provides a-angle anonymity. Although they are nice schemes, one of the prerequisites is that the 
sensor location should provided for determining the forwarding angle. Moreover, they be fail in protecting source 
privacy in case of a global eavesdropping adversary. 

Techniques for hiding the base station (message destination) from an external global adversary are studied. In 
their schemes, secure multi-path routing to multiple destination base stations is designed to provide intrusion 
tolerance against isolation of base station and anti-traffic analysis is proposed to disguise the location of base station. 
The previous research proposes a location privacy routing protocol that provides path diversity combined with fake 
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packet injection to protect receiver-location privacy. Complementary to their work, we are interested in source 
location privacy. 

A random walk based phantom routing scheme is proposed to defend against an external adversary who 
attempts to trace back to the data source in a sensor network, where sensor nodes report sensing data to a fixed base 
station for a certain period. A more recent work proposes a two way random walk algorithm, in which the routing 
path is obfuscated from both the source and sink. A path confusion algorithm is presented to increase source location 
anonymity. Note that these schemes work for a local adversary model. In our scheme, we consider a global attacker 
who has the view of all the network traffic. 

 

3. MODELS AND DESIGN GOALS 
 
3.1. Network Model. We consider the sensor network comprised of homogeneous sensor nodes spread over a wide 
area. The sensor nodes are responsible for detecting events and reporting back to the base station. The base station is 
assumed to be secure and has unlimited resources when compared to the general sensor nodes. The occurrence of the 
events can be irregular and random in nature. ELSP can be used for many applications requesting source node 
privacy protection. A class of applications is used to track endangered animals or birds. The existences of such 
species need to be preserved from hunters or poachers as they have potential market value; meanwhile, they need to 
be studied. In a word, we consider the sensor network deployed in a wild for sensing endangered animals (e.g., 
South China tiger). It is a homogeneous network with small size sensor nodes dispersed over a vast area. Sensor 
nodes sense their environment for the presence of endangered species and report back to the base station. Note that 
multiple sensor nodes can detect the event simultaneously, and they will independently report it back to the base 
station. 

The base station collects the packets and identifies the emergence of the tracked object and studies the hunting 
way and their living conditions. Given the tracked object being swoop and swift, we can have multiple nodes 
detecting the event in a specified time, and then not having any detection for a long time. We are based on the 
following consideration: if the animal appears somewhere, it did so to either prey or to have a rest, and this increases 
the possibility of the animal haunting to that location thereby needing source location privacy for the detecting 
packet. The event in some applications can be sporadic, but there are still other communications between the sensor 
nodes, resulting in the generation of packet traffic. 
3.2. Attack Model. Since the high profits are brought from animal hunting, it is no wonder that the adversaries would 
equip themselves with advanced equipment, which means they have overwhelming technical advantages over 
general sensor nodes, such as sufficient energy resource, powerful computation capability, and large storage space. 
Therefore, the adversaries can overhear communication at much larger distances compared to a sensor node. They 
also possess the ability to compromise nodes. Specifically, the adversaries can operate the following two modes. 
3.2.1. Global Eavesdropping Mode (External Attacks). The adversary in this mode can carry out passive attacks, 
such as eavesdropping of the communications and can correlate the transmission of the packet over multiple hops. 
Although the adversary may not able to as certain the contents of the packet, it has the capability to compare two 
packets. Note that the adversary will not interfere with the function of the network, such as destroying sensor nodes, 
altering the routing path, or modifying packets because such activities can be easily identified. 
3.2.2. StealthMode (Internal Attacks). The adversaries in this mode can compromise sensor nodes and get access to 
all the cryptographic information stored on them. They can further decode the packet and get information as 
available to any rightful sensor node. The adversary can compromise sensor nodes randomly from the network or 
geographically close to each other (e.g., neighboring nodes). 
The goal of an attacker is to acquire the location and time of event occurrence, either by passive eavesdropping or 
active node compromise. In the worst case, the adversary may employ both. 
3.3. Design Goals. The objective of this paper can be summarized as follows. 
(1) The adversary can not get the source information by analyzing the traffic pattern. 
(2) The adversary can not get the source information, even though a few network nodes are compromised. 
(3) Only the base station can distinguish the source location through the messages received. The recovery of the 
source information from the received message should be very efficient. 
(4) The length of each message must be as short as possible to save the energy of sensor node. 
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4. ACTIVE GLOBAL ATTACK MODEL 
In this section, we formalize the active global attack model and discuss details of the attacker’s investigation. The 

attacker may employ a dynamic programming algorithm or a greedy algorithm to devise an optimal route for the 
investigation. We compare the results of these two algorithms through simulation and make clear the application 
scenario for each algorithm. 

Modeling of Network  

We consider a cell-based (or grid-based) network model. Deployment area of the network is partitioned into cells, 
which is the smallest unit of event detection: N = {c1, c2,···,cn}, where n is the total number of cells. Every cell has a 
unique id i(1 ≤ i ≤ n) and multiple sensors may reside in one cell. Each pair of sensors in neighboring cells could 
directly communicate with each other. A cell head, which is elected and rotated among all sensors in the cell, 
coordinates all the operations inside the cell. A base station (BS), connecting to the outside infrastructure such as the 
Internet, collects data from the network and reports them to a remote commander. 

Modeling of Events  

We assume that the total information quantity of a real event is y0(> 0) and a real event will last for time t0(> 0) 
once it happens. We model the information quantity of a real event at any time t as a function f(t). In general, the 
choice of f(t) is subject to the characteristics of the application. To be concrete, here we select a linear decrease 
function, as shown in Figure 1. If the attacker checks a real event after time t, the remaining information quantity 
could be modeled by: 

  ( 1 ) 

This means that if the attacker reaches the spot at the very first beginning of the real event then the attacker can get 
the maximum information y0. The quantity of information that the attacker may obtain decreases after that. If the 
attacker reaches the real event spot after t0, then he cannot obtain any information. 

 

Figure 1: Events Information Quantity Function 

C. Investigation of Attacker  

Although an attacker may have resources to check all the cells one by one, this is not an intelligent choice because 
real events often last only for a short time period. If the attacker spends too much time on fake sources and thus 
reaches the real source too late, real events may have already disappeared. Hence, the attacker faces the following two 
challenges:  

• First, how many suspicious cells to check?  

• Second, what is their visiting sequence to maximize the attacker’s gain in information quantity?  

Next, we discuss how these challenges can be addressed. After observing and collecting network traffic for some 
time, the attacker first determines a suspicious level for each cell through traffic analysis. Then, the attacker decides a 
threshold. If a cell’s suspicious level is higher than this threshold, this cell will be marked as a suspicious cell. The 
determination of this threshold value depends on many factors, e.g., the balance between the attacker’s gain and the 
cost involved to achieve that gain. Note that even in the worst case for the attacker: every source has the same 
communication pattern, the attacker can still randomly select places for investigation and there is a certain chance for 
the attacker to find out the real sources. 
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Figure 2: The Attacker traversal suspicious cells 

Given the positions of all suspicious cells, the attacker optimizes the checking route. Clearly, the attacker’s 
ultimate goal is to maximize the overall gain. Therefore, suspicious cells with higher suspicious levels should be 
checked at higher priorities. As shown in Figure 2, we assume that the attacker always starts from the center of the 
deployment area, traversing along a predetermined checking path under a specific velocity v. The main constraints of 
the attacker are time and resources. For each round of the real event investigation, there is a time limit τ, by which the 
attacker shall return to the starting point to start the next-round investigation based on newly collected data. τ could be 
the same as t0 or other values determined by the attacker’s resources. 

Here we define weighted gain, which equals to the infor- mation gained from the suspicious cell if this cell is a 
real source times the probability of the cell being a real source. Assume there are totally s suspicious cells. The 
weighted quantity of information that the attacker could obtain from the jth (1 ≤ j ≤ s) suspicious cell is: 

     (2) 

where tj is the time to reach the jth suspicious cell and ξj is the suspicious level of the jth cell. Note that tj =Pj k=1τk, 
in which τk = distance(ck1,ck)/ v is the time to travel from the (k-1)th cell to the kth cell. Therefore, the total 
information quantity that the attacker could obtain is 

   (3) 

Given all the suspicious cells, intuitively, we can have a brute force method to design an optimal route for the 
attacker’s investigation. In this brute force method, the attacker permutes all the possible traverse sequences and finds 
one with the maximum gain. For s suspicious cells, there is s! Permutations. For each permutation, the total number of 
summations is s. Hence, the time complexity of a brute force solution is O(s ∗ s!). Since the factorial time complexity 
in brute force is too high, in the following we discuss other two more efficient algorithms 

Before you begin to format your paper, first write and save the content as a separate text file. Keep your text and 
graphic files separate until after the text has been formatted and styled. Do not use hard tabs, and limit use of hard 
returns to only one return at the end of a paragraph. Do not add any kind of pagination anywhere in the paper. Do not 
number text heads-the template will do that for you. 

Finally, complete content and organizational editing before formatting. Please take note of the following items 
when proofreading spelling and grammar: 
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ENERGY EFFICIENT LOCATION PRIVACY SCHEME 

 
In this section, we first explain the proposed E-LPG algorithm, then discuss several aspects of the E- LPG 

approach, especially with limited deployment of wormholes. 
The E-LPG algorithm is illustrated in Algorithm. For simplicity of presentation, we assume that a sensor 

network has already been deployed, and each node knows it neighbor nodes by its neighbor discovery mechanism 
and identifies which neighbors are wormhole nodes. As discussed, when a sensor node senses a target event, it sends 
out a report message toward a sink node to update the target movement. We assume that the sensor nodes within a 
small communication area have already agreed upon their designated node that can create and send a report 
message. 

A wormhole node may sense a target event or receive a report message. When a wormhole node senses a target 
event, it creates a report message that includes target event information and original source information within its 
payload that is encrypted. It also puts a null in the next forwarding node value within its message header. It selects a 
wormhole port to forward the report message to the other side’s wormhole node. When a wormhole node receives a 
report message, if the messages next forwarding node field is empty, then the wormhole node recognizes itself as a 
forwarding node sending the message using its regular communication port. It applies a regular routing algorithm to 
select the next forwarding node of the message. Since a wormhole can shorten the hop count toward a sink node, a 
wormhole neighbor node is likely to be chosen as the next forwarding node, when available. The report message 
header is updated with a newly selected next forwarding node. 
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In addition, a sensor node may perform a temporal scatter where it selectively controls the timing of 
report messages before forwarding. The added random latency will confuse global attackers in the order 
of messages observed. For instance, in Figure 3, the original order of events occurred in the sensor 
network is node 1, 2, 3, then 4. With the random latency in each node, lis at node i, a global attacker will 
observe traffic in the order of nodes 1, 3, 4, then 2 which breaks the original trace of the target 
movements. We use the temporal scatter scheme only when an application allows some latency of the 
message delivery. The latency can be controlled so that it conforms to the requirement of the application. 
For example, the maximum delay per node is bounded, or the expectation of the random delay variable is 
to be a given value, say _del. 

 

 
 

Figure 3: Temporal Scatter Distorted Sequence of Packet Transmission 
 
Let us illustrate example scenarios of E-LPG usage with Figure 4. The degree of a spatial scatter with 

wormholes would be decided by the privacy requirement and the available budget of specific applications. For 
instance, life-critical military applications may deploy at least one wormhole for each area to completely eliminate 
the target traceability. As depicted in Figure 4 (a), the global attackers’ view (notated as red explosion marks with 
attached numbers to display the emporal order of observation) does not reveal a soldier’s original movement pattern 
from X to Y at all. Meanwhile, a small number of wormholes may be used to partially hide the source locations. In 
some cases, a sophisticated global attacker may be able to find the original target movement pattern from a series of 
network traffic observations and analysis. In Figure 4 (b), the global attackers may observe unrealistic target 
movement patterns from the spatial and temporal correlation. They can then deduce a soldier’s original movement 
pattern by filtering out a couple of outliers such as the events on times 3 and 6 in Figure 4 (c). For the given same 
degree of the spatial scatter, Figure 4(d) illustrates a case where a temporal scatter of messages effectively preserves 
the privacy of the original movement pattern. 
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Figure 4: Source trace scatter examples 
 

The privacy level can be further enhanced by employing E-LPG complementarily with other schemes. 
Specifically, we discuss how a limited number of wormholes, along with the Source Simulation technique can 
effectively preserve the privacy of target movement against the global attacker’s observation. The Source Simulation 
algorithm alone, as illustrated simulates and generates three additional movement patterns (k = 3) along with an 
original movement pattern (i.e., the trajectory of an elephant). The numbers next to the nodes indicate the timing 
information of observed communication signals. A global attacker can observe all the four potential movement 
patterns including the original source trace. Although it may take time (a longer safety period), it can detect the 
original movement pattern eventually by an exhaustive search from the patterns. Even worse, due to the difficulty of 
simulating a realistic object movement trajectory in fake Source Simulation, some simulated fake sources may be 
filtered out easily. In contrast, an example of observed signals with 25% of wormhole (yellow line) proportions (that 
is, on average 2 wormholes out of 8 sensor areas) are used together with the Source Simulation (k = 3). We observe 
that the sequential traces have been eliminated by a spatial scatter. As the simulated sources benefit from the 
wormholes, the impact of a spatial scatter is synergistically multiplied, and the privacy level is significantly 
improved. In addition, a temporal scatter can be also used to further enhance the privacy level. In the following 
sections, we analytically quantify and evaluate that E-LPG, with a limited wormhole deployment, can 
 
5. CONCLUSION 

 
Sensor node detecting the event is important, as it can reveal the event occurrence location and time occurrence; 

thus, needs to maintain source privacy. Previous works consider an eavesdropping adversary and do not provide 
counter measures to an intrusive node compromise attack with global eavesdropping capabilities. In this paper, we 
presented the design and evaluation of a novel anonymous mechanism for WSNs. By utilizing the grouping, the self 
generated pseudonym, and the Identity-Based Cryptography, the proposed protocol is demonstrated to achieve 
desired security objectives and efficiency. As future work, we will seek to analyze the security of our scheme under 
other adversary models. 

Previous work in sensor source location privacy mainly considers either a local tracker or a global eavesdropper 
in the attack model. We study a even more powerful and realistic attack model, in which a global attacker goes to 
suspicious spots and check real events by himself after monitoring all the network traffic. We formalize such a 
strong attack model and discuss countermeasures against it.  

 
6. FUTURE ENHANCEMENTS 

  
An important future direction will be the development of a distributed way to solve the handoff problem under a 

mobile object in the dynamic source anonymity scheme. Other adversary models such as insider attackers are also of 
interest to us. 
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