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 Abstract 

Recent advances have given rise to the popularityand success of cloud computing.However,the boom in cloud computing has 
brought lots of security challenges for the consumers and service providers. Outsourcing thedata and business application to a 
third party causes the securityand privacy issues to become a critical concern.The rapid growth in field of “cloud computing” also 
increases severe security concerns.  Privacy is a critical concern with regards to cloud computing due to the fact that customers’ 
data and business logic reside among distrusted cloud servers, which are owned and maintained by the cloud provider. Therefore, 
there are potential risks that the confidential data (e.g., financial data, health record) or personal information (e.g., personal 
profile) is disclosed to public or business competitors. Current solutions are based on encryption methods which are quite 
complex & may increase the file size. Due to this more resources will be used at cloud. We propose a simple & a powerful 
method using geometry partition for data privacy in cloud. 

Keywords: cloud computing; cloud computing security; cloud computing security management 

 
1. Introduction 

Enterprises and other organizations often have to store and operate on a huge amount of data. Cloud computing 
[1][2][3]offers infrastructure and services on demand for various customers on shared resources. Services that are 
offered range from infrastructure services such as Amazon EC2 (computation) or S3 (storage), over platform 
services such as Google App Engine or Microsoft database services SQL Azure, to software services such as 
outsourced customer relationship management applications by salesforce.com.CLOUD computing has begun to 
emerge as a hotspot in both industry and academia; It represents a new business model and computing paradigm, 
which enables on demand provisioning of computational and storage resources. Economic benefits consist of the 
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main drive for cloud computing due to the fact that cloud computing offers an effective way to reduce capital 
expenditure (CapEx) and operational expenditure (OpEx). The definition of cloud computing has been given in 
many literatures [1], [2], [3], [10], but nothing has gained wide recognition. Throughout this working text, we cite 
[1], which defines cloud computing as:”A large-scale distributed computing paradigm that is driven by economies of 
scale, in which a pool of abstracted, virtualized, dynamically scalable, managed computing power, storage, 
platforms, and services are delivered on demand to external customers over the Internet.” 

Throughout this text, we regard privacy-preservability as the core attribute of privacy. A few security attributes 
directly or indirectly influence privacy-preservability, including confidentiality, integrity, accountability, etc. 
Evidently, in order to keep private data from being disclosed, confidentiality becomes indispensable, and integrity 
ensures that datacomputation is not corrupted, which somehow preserves privacy. Accountability, on the contrary, 
may undermine privacy due to the fact that the methods of achieving the two attributes usually conflict. 

In some sense, privacy-preservability is a stricter form of confidentiality, due to the notion that they both prevent 
information leakage. Therefore, if cloud confidentiality is ever violated, privacy-preservability will also be violated. 
Similar to other security services, the meaning of cloud privacy is twofold: data privacy and computation privacy. 
The enthusiasm for cloud infrastructures is not only present in the business world, but also extends to government 
agencies. Federal Chief Information Officer(CIO) Vivek Kundra of United States recently released Federal Cloud 
Computing Strategy (February 8, 2011) document [9] calling for about a quarter of federal IT spending committed 
to cloud systems. 

In this paper we focus on the data privacy issue. The current solutions proposed for data privacy is based on 
complex encryption methods which require lot of space & computation power. In this paper we propose a simple 
geometry partitioning method to split the file to partitions. The partitions are then distributed in the cloud, during the 
read, the reverse operation happens to assemble the file.  

The remainder of the paper is organized as follows. In the section II we have explained the literature review on 
various papers related to the problem. The proposed method is explained with architecture in detail in the sections 
III and IV. We have concluded in the section V. 

 

2. Literature Survey 
 

La‘Quata Sumter et al. [1] says: The rise in the scope of ―cloud computingǁ has brought fear about the ―Internet 

Securityǁ and the threat of security in ―cloud computingǁ is continuously increasing. Consumers of the cloud 

computing services have serious concerns about the availability of their data when required. Users have server 
concern about the security and access mechanism in cloud computing environment. To assure users that there 
information is secure, safe not accessible to unauthorized people, they have proposed the design of a system that will 
capture the movement and processing of the information kept on the cloud. They have identified there is need of 
security capture device on the cloud, Chow et al. [21] have classified the privacy-preserving approaches into three 
categories, which are shown in Table I. 

Table 1: Privacy preserving approaches 
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Approach 

 

 

Description 

 

Example 

Information 
centric security 

Data objects have access-
control policies with them 

A data outsourcing 
architecture combining 
cryptography and access 
control 

Trusted 
computing 

The system will consistently 
behave in expected ways with 
hardware or software 
enforcement 

Trusted cloud computing 
platform; Hardware 
Token; Privacy -AAS 

Cryptographic 
protocols 

Cryptographic technique and 
tools are employed to preserve 
privacy. 

Fully homomorphic 
encryption and its 
application 

 

 

Gentry proposed Fully Homomorphic Encryption (FHE) to preserve privacy in cloud computing [15][16]. 
FHE enables computation on encrypted data, which is stored in the distrusted servers of the cloud provider. Data 
may be processed without decryption. The cloud servers have little to no knowledge concerning the input data, the 
processing function, the result, and any intermediate result values. Therefore, the outsourced computation occurs 
under the covers in a fully privacy-preserving way. FHE has become a powerful tool to enforce privacy preserving 
in cloud computing. However, all known FHE schemes are too inefficient for use in practice. While researchers are 
trying to reduce the complexity of FHE, it is worthwhile to consider alleviating the power of FHE to regain 
efficiency. Naehrig et al.has proposed somewhat homomorphic encryption [16], which only supports a number of 
homomorphic operations, which may be much faster and more compact than FHE.  

Pearson et al. ([17] and [18]) propose privacy manager that relies on obfuscation techniques. The privacy 
manager can provide obfuscation and de-obfuscation service to reduce the amount of sensitive information stored in 
the cloud. The main idea is to only store the encrypted form of clients’ private data in the cloud end. The data 
process is directly performed on the encrypted data. One limitation is that cloud vendors may not be willing to 
implement additional services for privacy protection. Without provider’s cooperation, this scheme will not work.  

Another line of works tries to solve these problems by establishing trusted execution environments where 
the cloud client can verify the integrity of the software and the configuration of the cloud provider’s hardware 
platform. This requires, however, secure software such as secure hypervisors for policy enforcement and attestation 
mechanisms for integrity verification. The use of trusted computing based remote attestation in the cloud scenario 
was recently discussed in [19]. 

Squicciarini et al. [19] explores a novel privacy issue that is caused by data indexing. In order to tackle data 
indexing and to prevent information leakage, the researchers present three-tier data protection architecture to offer 
different levelsof privacy to cloud customers.   
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Itani et al. [20] presents a Privacy-as-a-Service so it may enable secure storage and computation of private data by 
leveraging the tamper-proof capabilities of cryptographic coprocessors, which, in turn, protect customer data from 
unauthorized access. 

Sadeghi et al. [14] argue that pure cryptographic solutionsbased on fully homomorphic and verifiable encryption 
sufferhigh latency for offering practical secure outsourcing ofcomputationto a distrusted cloud service provider. 
They propose tocombine a trusted hardware token with Secure FunctionEvaluation (SFE) in order to compute 
arbitrary functionson data when it is still in encrypted form. The computationleaks no information and is verifiable. 
The focus of this workis to minimize the computation latency to enable efficient,secure outsourcing in cloud 
computing. A hardware token istamper-proof against physical attacks. If the token is underthe assumption of being 
trusty, the clients’ dataprocessingmay be performed in the token that is attached to a distrustedcloud server. The 
property of a token can guarantee that thedata computation is confidential as well as being verifiable.The solution 
presented in [18] only needs to deploy a tamperprooftoken in the setup pre-processing phase. In the follow up online 
phase, only symmetric cryptographic operations are performed in the cloud, without requiring further interaction 
with the token. 

 

3. Overview of Proposed Solution 
 

Our proposed solution consists of two stages. 

I. Data storage 
II. Data retrieval  

 

In the data storage part, we treat the File as an image fitting into a frame & split the File into partitions. The split 
partitions are then saved as separate files in the cloud. In the date retrieval part, the partitions are assembled to form 
the file.   

 

4. Details of Proposed Mechanism 

4.1 Data Storage  

 

In cloud there is a data storage agent responsible for data storage with privacy. User gives the file to store 
in cloud to the data storage agent. The File is treated like an image & split into multiple non-intersecting partitions. 

The partitions starting (X, Y) position, length & breadth is stored in a metadata file. The file content is split along 
the partitions & stored as separate files. The split file names are also written to the metadata file. The metadata file is 
then encrypted with the key& sent to the users registered email id. The key is delivered to user mobile number. The 
key & the metadata is delivered to different targets (mobile number & email id) to ensure double protection. Without 
both the information it will be difficult to retrieve the file.  
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Figure 1: Storage of data in the cloud 

 

From the partitions, inference attack can be launched to find the file contents. To protect from the inference attack, 
the file contents can be stegnograped to an image & partition applied to that image.  The kind of partitions to apply 
to the file can be a random pattern or one of pattern chosen randomly from a set of patterns. 

 

4.2 Data retrieval 

To retrieve the file from the cloud, the user has to provide both the key & the encrypted metadata file to the data 
retrieval agent.  The data retrieval agent takes the partition files by using the embedded information in the metadata 
file by decrypting it. Partitions are placed in order to retrieve the file contents.   

 

 

Figure 2: Retrieval of data from the cloud 

 

4.3 Optimization in our proposed Scheme 

The partitions can be further split to sub-partitions in the same pattern as followed for the file. This will look like 
fractals. Applying fractal geometry to partition the file would make the data retrieval a very difficult job for the 
attackers without the meta data file. 

The patterns to split the file to partition can be formed based on the content of the file. This will make the inference 
attacks very difficult. Though we have proposed only rectangular partitions, partitions based on more complex 
shapes can make the attack practically impossible.  

To make the inference attacks even more difficult, the data can be encrypted using simple algorithm or 
stegnographed to an image & then partioning is applied  
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5. Conclusion and Enhancements 

In this paper, we have detailed our proposed method for ensuring data privacy. Our mechanism has the advantage 
that the space occupied for the data stored in cloud is same as the original file. Even for bigger files, the time taken 
to split to partition & then reassemble is lower.  
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