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Abstract 

Cloud computing could be a  compilation of existing techniques and technologies, packaged within a new infrastructure paradigm 
that gives improved scalability, elasticity, business agility, faster startup time, reduced management costs, and just-in-time 
availability of resources. Cloud computing is a recent trending in IT wherever computing and data storage is completed in data 
Centre’s instead of personal portable PC’s. It refers to applications delivered as services over the internet as well as to the cloud 
infrastructure – specifically the hardware and system software in data Centre’s that offers this service. The sharing of resources 
reduces the cost to individuals. During this paper principally specialize in readying models, service models and characteristics of 
cloud computing as a literature survey. 
 
Key words—Cloud computing, Cloud Storage, Verifiability, Attribute based encryption and Re-encryption 
methods. 
 
 
 
1. Introduction 
 

Cloud computing, or something being in the cloud, is a mien used to describe a spread of dissimilar forms 
of computing ideas that involve a large number of computers connected through a real-time 
communication network such as the Internet. Cloud computing could be a term without a commonly accepted 
unequivocal scientific or technical definition. In science, cloud computing is a synonym for distributed 
computing over a network and means the ability to run a program on many connected computers at the same time. 
The phrase is also more commonly used to refer to network-based services which appear to be provided by real 
server hardware, which in fact is served up by virtual hardware, simulated by software running on one or more real 
machines. Such virtual servers do not physically exist and can therefore be moved around and scaled up or down on 
the fly without affecting the end user—arguably, rather like a cloud. The popularity of the term can be attributed to 
its use in marketing to sell hosted services in the sense of application service provisioning that run client 
server software on a remote location. Cloud computing shares characteristics with: 

 
• Client–server model — Client–server computing refers generally to any distributed application that distinguishes 

between service providers and service requestors.  
• Grid computing — "A sort of distributed and parallel computing, whereby a 'super and virtual computer' consists 

of a cluster of networked, loosely coupled computers acting jointly to perform very large tasks." 
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• Mainframe computer — Powerful computers used mainly by large organizations for essential applications, 
typically bulk data processing such as: census; industry and consumer statistics; police and secret intelligence 
services.  

•  Utility computing — The  packaging of computing resources, such as computation and storage, as a metered 
service similar to a traditional public utility, such as electricity.  

• Peer-to-peer — A distributed architecture without the need for central coordination. Participants are both 
suppliers and consumers of resources. 

• Cloud gaming — Also known as on-demand gaming, is a way of delivering games to computers. Gaming data is 
stored in the provider's server, so that gaming is independent of client computers used to play the game. 

 
 
 
2. Characteristics Cloud computing 
 
• Agility:  improves with users' ability to re-provision technological infrastructure resources. 

• Application programming interface (API): accessibility to software that enables machines to interact with 
cloud software in the same way that a traditional user interface (e.g., a computer desktop) facilitates interaction 
between humans and computers. Cloud computing systems typically use Representational State Transfer 
(REST)-based APIs. 

• Cost: cloud providers claim that computing costs reduce. A public-cloud delivery model converts capital 
expenditure to operational expenditure. This purportedly lowers barriers to entry, as infrastructure is typically 
provided by a third-party and does not need to be purchased for one-time or infrequent intensive computing 
tasks. Pricing on a utility computing basis is fine-grained, with usage-based options and fewer IT skills are 
required for implementation (in-house). The e-FISCAL project's state-of-the-art repository contains several 
articles looking into cost aspects in more detail, most of them concluding that costs savings depend on the type 
of activities supported and the type of infrastructure available in-house. 

• Device and location independence: which enable users to access systems using a web browser regardless of 
their location or what device they use (e.g., PC, mobile phone). As infrastructure is off-site (typically provided 
by a third-party) and accessed via the Internet, users can connect from anywhere.  

• Virtualization : Is the technology allows sharing of servers and storage devices and increased utilization. 
Applications can be easily migrated from one physical server to another. 

• Multitenancy: It enables sharing of resources and costs across a large pool of users thus allowing for: 

• Centralization of infrastructure in locations with lower costs (such as real estate, electricity, etc.) 

• peak-load capacity increases (users need not engineer for highest possible load-levels) 

• Utilization and efficiency improvements for systems that are often only 10–20% utilized.  

• Reliability:  improves with the use of multiple redundant sites, which makes well-designed cloud computing 
suitable for business continuity and disaster recovery.  

• Scalability and elasticity: via dynamic provisioning of resources on a fine-grained, self-service basis near real-
time, without users having to engineer for peak loads.  

• Performance is monitored and consistent and loosely coupled architectures are constructed using web 
services as the system interface.  

• Security can improve due to centralization of data, increased security-focused resources, etc., but concerns can 
persist about loss of control over certain sensitive data, and the lack of security for stored kernels. Security is 
often as good as or better than other traditional systems, in part because providers are able to devote resources 
to solving security issues that many customers cannot afford to tackle. However, the complexity of security is 
greatly increased when data is distributed over a wider area or over a greater number of devices, as well as in 
multi-tenant systems shared by unrelated users. In addition, user access to security audit logs may be difficult or 
impossible. Private cloud installations are in part motivated by users' desire to retain control over the 
infrastructure and avoid losing control of information security. 
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• Maintenance of cloud computing applications is easier, because they do not need to be installed on each user's 
computer and can be accessed from different places. 
 
 

3. Service models 
 

Cloud computing providers offer their services according to several fundamental models: infrastructure as a 
service (IaaS), platform as a service (PaaS), and software as a service (SaaS). 
 
3.1 Infrastructure as a service (IaaS) 

In the most basic cloud-service model, providers of IaaS offer computers – physical or (more often) virtual 
machines – and other resources. IaaS clouds often offer additional resources such as a virtual-machine disk 
image library, raw (block) and file-based storage, firewalls, load balancers, IP addresses, virtual local area networks 
(VLANs), and software bundles. IaaS-cloud providers supply these resources on-demand from their large pools 
installed in data centers. Forwide-area connectivity, customers can use either the Internet or carrier clouds . To 
deploy their applications, cloud users install operating-system images and their application software on the cloud 
infrastructure. In this model, the cloud user patches and maintains the operating systems and the application 
software. Cloud providers typically bill IaaS services on a utility computing basis cost reflect the amount of 
resources allocated and consumed. 

 

 
 

3.2 Platform as a service (PaaS)  

In the PaaS model, cloud providers deliver a computing platform, typically including operating system, 
programming language execution environment, database, and web server. Application developers can develop and 
run their software solutions on a cloud platform without the cost and complexity of buying and managing the 
underlying hardware and software layers. With some PaaS offers, the underlying computer and storage resources 
scale automatically to match application demand so that the cloud user does not have to allocate resources manually. 
The latter has also been proposed by an architecture aiming to facilitate real-time in cloud environments.  

 
3.3 Software as a service (SaaS)  

In the business model using software as a service (SaaS), users are provided access to application software 
and databases. Cloud providers manage the infrastructure and platforms that run the applications. SaaS is sometimes 
referred to as "on-demand software" and is usually priced on a pay-per-use basis. SaaS providers generally price 
applications using a subscription fee. 
In the SaaS model, cloud providers install and operate application software in the cloud and cloud users access the 
software from cloud clients. Cloud users do not manage the cloud infrastructure and platform where the application 
runs. This eliminates the need to install and run the application on the cloud user's own computers, which simplifies 
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maintenance and support. Cloud applications are different from other applications in their scalability—which can be 
achieved by cloning tasks onto multiple virtual machines at run-time to meet changing work demand. Load 
balancers distribute the work over the set of virtual machines. This process is transparent to the cloud user, who sees 
only a single access point. To accommodate a large number of cloud users, cloud applications can 
be multitenant, that is, any machine serves more than one cloud user organization. It is common to refer to special 
types of cloud based application software with a similar naming convention: desktop as a service, business process 
as a service, test environment as a service, communication as a service. 
 
 
4. Deployment models 
 
4.1 Private cloud 

Private cloud is cloud infrastructure operated solely for a single organization, whether managed internally or by a 
third-party and hosted internally or externally. 
 
4.2 Public cloud  

A cloud is called a 'Public cloud' when the services are rendered over a network that is open for public use. 
Technically there may be little or no difference between public and private cloud architecture, however, security 
consideration may be substantially different for services (applications, storage, and other resources) that are made 
available by a service provider for a public audience and when communication is effected over a non-trusted 
network.  

 

 
Figure 1: Cloud computing types 

 
4.3 Community cloud 

Community cloud shares infrastructure between several organizations from a specific community with common 
concerns (security, compliance, jurisdiction, etc.), whether managed internally or by a third-party and hosted 
internally or externally.  
 
4.4 Distributed cloud 

Cloud computing can also be provided by a distributed set of machines that are running at different locations, while 
still connected to a single network or hub service. Examples of this include distributed computing platforms such 
as BOINC and Folding Home. 
 
 
5. Literature survey 
 
5.1 Attribute based Proxy Re-Encryption for Data Confidentiality in Cloud Computing Environments  
 

Two forms of Attribute based mostly cryptography (ABE) are Key Policy ABE and Cipher text Policy 
ABE. In key-policy ABE schemes (KP-ABE), attribute sets are wont to annotate cipher texts and 
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personal keys are related to access structures that specify that cipher texts the user are going to be entitled to rewrite. 
Cipher text- policy ABE (CP-ABE) return within the twin method, by distribution attribute sets to 
personal keys associated lease cipher text specify an access policy that receivers' attribute sets ought 
to accommodates. Key Policy Attribute based mostly cryptography is employed for fine grained 
access management over encrypted information. In system the info is keep within 
the cloud victimization attribute based mostly cryptography. Initially the info file is split into header and body. 
Body is that the cipher text and header is that the cryptography key won’t to write the info into cipher text. In 
Attribute based mostly cryptography information is encrypted by a group of attributes and user secret key are related 
to access structure in ABE. Encryption Key, DEK is employed for encrypting information into body. The header is 
encrypted victimization Key Policy -ABE. The higher than theme prevents the collusion attack by dividing and 
storing file into header and body. this is often achieved by a trustworthy authority known as privilege 
manager cluster. That is, the header is shipped to privilege manager cluster, and also the body to the cloud 
service supplier. Through this theme, information confidentiality is secure by the user cluster since they need to 
realize admission by privilege manager cluster. The encrypted information is accessed from the Cloud 
Service supplier (CSP). The user will rewrite the encrypted header as long as the attribute of the user matches with 
the access policy fixed throughout the cryptography time (of the header). Once rewriting the 
header approved users acquire the DEK to decrypt the body. Re-encryption key management is enforced in 2 ways 
in which – with the key manager or at intervals the cloud. the strategy planned in cloud-based re-encryption model is 
secure, efficient, and extremely climbable in an exceedingly cloud computing context. 
This theme provides associate Attribute based mostly cryptography, Fine grained access, immune to collusion 
attack, information Confidentiality. 
 
5.2 Reliable Re-encryption in Unreliable Clouds  
 

Since a cloud computing atmosphere is comprised of the many cloud servers, commands might not be 
received and dead by all of the cloud servers attributable to unreliable network communications. the 
matter is solved by proposing a time-based re-encryption theme, that permits the cloud servers to mechanically re-
encrypt information supported their internal clocks. {The solution the associate swer} is constructed on prime of an 
attribute based mostly cryptography (ABE) theme. ABE permits information to be 
encrypted victimization associate access structure comprised of various attributes. A cloud is actually an 
oversized scale distributed system wherever {a informational knowledge an information} owner’s data is replicated 
over multiple servers for top accessibility. every cloud server can severally re-encrypt information while 
not receiving any command from the info owner. the strategy extends associate ABE theme by incorporating 
timestamps to perform proxy re-encryption. The higher than answer doesn't need good clock synchronization among 
all of the cloud servers to keep up correctness. It’s a mix of your time based mostly and ABE. Time based 
mostly user revocation is feasible and it handles dynamic information. Information and keys don't seem to 
be divided and shared. This theme provides, Time based mostly re-encryption; Attribute based mostly cryptography, 
User revocation and information confidentiality and potency.  
 
5.3 Quorum controlled asymmetric proxy re-encryption  
 

In Quorum controlled asymmetric proxy re-encryption scheme, re-encryption is secure as long as there is 
no dishonest quorum of proxy servers. This paper introduces the asymmetric proxy re-encryption scheme is an 
improvement over a symmetric proxy encryption. This is an efficient method for multiparty communication since it 
transforms encrypted message to recipients with different public keys. The recipients can be physically clustered in 
the network. This method also incorporates publicly verifiable translation certificate which does not reveal any plain 
text to the reviewer. The re-encryption scheme mentioned here is state as gradual and simultaneous. Each proxy 
server performs a unit of operation which is the combination of one partial decryption and one partial encryption. 
This process is continued by all proxy servers gradually. In any of the stages of operation, the plain text is not 
obtained and the system is assumed to be safe. Publicly verifiable translation certificate can be used by the public to 
verify the correctness of the original message and re-encrypted message. Using translation certificate anyone can 
verify the correctness of the method without the knowledge of the private key of recipient. This scheme provides an 
Asymmetric re-encryption; Private Key is shared as quorum and Verifiable translation certificate. 
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5.4 Improved Proxy Re-encryption Scheme.  
 

Ateniese et al. mentioned on linear maps. The cryptography method is custom-made. With identical public 
key, the sender is given alternative of the recipient set. Re-encryption keys are generated by 
sender victimization receiver’s public key; no trustworthy third party or interaction is needed. The algorithmic 
program is collusion-resistant, ie., it's exhausting for the proxy to extract b from re- cryptography key, even with the 
assistance of Alice (sender). Options of this theme are uneven re-encryption, Non interactive, Collusion 
resistant, unofficial, No secret key pre-sharing required.  
 
5.5 Secure Erasure Code Based Cloud Storage System with Secure Data Forwarding.  
 

In this methodology information storage victimization erasure code is planned. Erasure writing is that 
the writing methodology that includes error correcting info in information. every user is assigned a public-secret 
key try (PKa, SKa) created by the user itself. User distributes his secret key SKa to key servers such every key 
server holds a key share. Encrypted message M is sent as shares into storage servers. A message M is rotten into k 
blocks and encrypted to cipher shares C1, C2…Ck. and sent to indiscriminately chosen storage 
servers. Throughout information storage in Storage Servers, erasure code is employed for error correction. 
Codeword image could be a block of information in conjunction with error correcting bits for the 
required block. The info forwarding is achieved by victimization re cryptography key. i.e.; the key fashioned from 
Secret key (SKa) of sender (A) and Public Key (PKb) of receiver (B). every storage server uses the re-encryption 
key to re-encrypt its code word image for later retrieval requests by B. within the information retrieval message is 
either retrieved back by the sender or forwarded to receiver. For retrieving the info, user A requests key server to 
retrieve a message from storage servers. The message is either keeps by him or forwarded to him. User A sends a 
retrieval request to key servers. Upon receiving the retrieval request and corporal punishment a 
correct authentication method with user A, every key server requests indiscriminately chosen storage servers to 
induce code word symbols and performs partial coding on the received code word symbols by victimization the key 
shares. Finally, user A combines the part decrypted code word symbols to get the first message M. 
This theme provides Secure key sharing, Erasure writing, Signature verification and Reduced user overhead 
in coding. 

 
6. Conclusion 
 

This study paper  focus on cloud computing, cloud models, deployment models, service models and Re-
encryption methods as a literature survey, in order to avoid the disadvantages of existing schemes we would be 
attempting a new concept called Ensuring Data Storage Security in Cloud Computing in future dissertation of our 
course work 
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