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Abstract 
Mobile devices has become an attractive target for the malicious and intrusive applications, because of their popularity 

and advance functionality. Though mobile systems has strong security provisions, but this system fails when it comes 

to the reliance on user for the decision affecting the application security. Android relies on the user to check the 

permissions that an application is requesting for and the installation decision, based on this list of permissions. 

Android‟s main defence mechanism against malicious apps is a risk communication mechanism. With this mechanism, 

before installing an application, user gets a warning about the permissions the app requires, trusting these permissions, 

the user will make the right decision. Research has shown that, reliance on users is ineffective, as most of the users do 

not understand or consider the permission information seriously. Android‟s current permission warning approach 

system has been very ineffective in blocking malicious applications. A method to assign a risk score to each app and 

display a summary of that information to users can be a solution to this situation. 

Keywords: Risk score, mobile, Risk communication, Android. 
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1. Introduction 

Anomaly detection or outlier detection is the identification of items, events or observations which do not 

confirm to an expected pattern or other items in a dataset. 

The risk communication mechanism for permissions relies on the assumption that a user understands and 

makes an informed decision when presented with a list of permissions requested by an app. While Android 

has a large number of permissions restricting access to advanced functionality on devices, only a small 

number of these permissions are actively used by developers. The analysis identifies permissions those are 

overly broad (i.e., controlling access to a large set of features). 

Existing mobile anti-virus software are inadequate in their reactive nature by relying on known malware 

samples for signature extraction. . It finds that 93% of free and 82% of paid applications have at least one 

Dangerous permission, i.e., generate at least one permission prompt [5]. Applications installed on the user‟s 

device may have more privileged access to the user‟s data, compared to applications running in a browser. 

Android‟s current permission warning approach has been very ineffective in curbing malicious 

applications. This is partly because the current mechanism of displaying permissions fails as an effective 

risk communication mechanism, as it warns the user about dangerous permission on almost all permissions 

[1]. Many applications may have a legitimate need to access fine-grained GPS locations, for example, an 

application for reporting local weather can provide a benefit to the user by accessing their location. 

Smartphone prevents the users by alerting them before installing any sensitive information. Permissions 

are not responsible to inject the spyware as the malware attacker gives the permissions while installation 

itself. The permission system of Android is very extensive. Users often approve the permissions like access 

to contacts, Bluetooth, camera, messages, gallery, etc.[11] 

To present a technique to generate both risk signals and risk scores which are based on heuristics as well 

as principled machine learning techniques. To investigate permission-based risk signals that uses the rarity 

of critical permissions and pairs of critical permissions. In this approach, initially reported in permissions 

that have significant security or privacy impact are identified as critical, and if an app requests a critical 

permission (or a pair of critical permissions) that is rarely requested by apps in the same category as the 

app, the app is labelled as risky. Using a binary risk signal, that is labelling each app as either risky or not 

risky. This risk scoring function assigns to each app a numerical score, which indicates how risky the app 

is. With the given risk scoring function, one can construct a risk signal by choosing a  

threshold value, above which the signal is raised and one can compute a risk ranking for each app. This 

ranking can be presented in a more user-friendly fashion, e.g., translated into categorical values such as 

high risk, medium risk, low risk, and very low risk. 

The remainder of this paper is organized as follows. We present the literature survey in Section 2.  

Section 3 discusses about the general system design for anomaly detection in android app and concluding 

in Section 4. 

 

2. Literature Survey  

Android‟s current permission warning approach has been very ineffective in curbing malicious 

applications. This is partly because the current mechanism of displaying permissions fails as an effective 

risk communication mechanism, as it warns the user about dangerous permission on almost all permissions. 

Many applications may have a legitimate need to access fine-grained GPS locations, for example, an 

application for reporting local weather can provide a benefit to the user by accessing their location. Many 

other applications use the FINE_LOCATION permission to provide a benefit to the user; hence the user 

will see the same warning again and again. When a malicious app comes along, a user has already been 

conditioned to ignore such information and most likely does not even look at the permission. A user-

permission construct declares the permissions granted to the application by the user at install-time. 

Permissions are associated with applications rather than their individual components. The basic permission 

function µ: A → 2
P
 is a function that maps an application to the permissions it is granted where A is the set 

of applications and P is the set of permissions [2]. 
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A. Investigating User Privacy in Android Ad Libraries 

Applications installed on the user‟s device may have more privileged access to the user‟s data, compared to 

applications running in a browser. Browsers assume external code is untrusted and sandboxes it from a 

great deal of the functionality of the underlying operating system [3]. For example, JavaScript code is 

typically unable to communicate with applications beyond the browser, and does not know what other 

applications may be running on the user‟s machine. 

The Android platform has about 130 application level permissions that govern access to resources [4]. The 

determination of which permissions to request is left solely to the application developer. Users are 

prompted to approve all application permissions at install time, and permissions are silently enforced at 

execution time. Although many applications make use of a wide range of permissions, it is observed that 

some applications request permissions that are not required for the application to execute, and that existing 

developer APIs make it difficult for developers to align their permission requests with application 

functionality.  

The android permissions are grouped into functionality categories. The prevalence of the INTERNET 

permission means that most applications with access to personal information also have the ability to leak it. 

 

B. TaintDroid 

 

TaintDroid is an efficient, system-wide information flow tracking tool that can simultaneously track 

multiple sources of sensitive data. This performs dynamic taint tracking of data in Android, and reveal to a 

user when an application may be trying to send sensitive data off the phone [6]. This can handle privacy 

violations since it can determine when a privacy violation is most likely occurring while allowing benign 

access to that same data. 

Existing mobile anti-virus software are inadequate in their reactive nature by relying on known malware 

samples for signature extraction. The proposed system works on a proactive scheme to spot zero-day 

Android malware [7]. Without relying on malware samples and their signatures, our scheme is motivated to 

assess potential security risks posed by these untrusted apps. 

 

C. Empirical Analysis of Permission 

 

While Android has a large number of permissions restricting access to advanced functionality on 

devices, only a small number of these permissions are actively used by developers [8]. The analysis 

identifies permissions those are overly broad (i.e., controlling access to a large set of features). Furthermore 

it identifies that application clusters based on requested permissions, and extract the prominent permissions 

within each cluster. 

The risk communication mechanism for permissions relies on the assumption that a user understands and 

makes an informed decision when presented with a list of permissions requested by an app [9]. 

Over privileged applications expose users to unnecessary permission warnings and increase the impact 

of a bug or vulnerability. Developers attempt to obtain least privilege for their applications but fall short 

due to API documentation errors and lack of developer understanding [10]. 

 

D. Support Vector machine (SVM) 

 

The Support Vector Machine (SVM) classifier is a machine learning approach based on the structural risk 

theory. In particular, an SVM classifier is capable of finding the optimal hyperplane that separates two 

classes. This optimal hyperplane is a linear decision boundary which separates the two classes and leaves 

the largest margin between the samples of the two classes.  

Moreover, unlike most learning algorithms based on empirical risk, the SVM does not depend on 

probability estimation. This characteristic makes it more robust against the well-known curse of 

dimensionality, mainly for small data sets, since classification success does not depend on the dimensions 

of the input space. 

 

E. SVM  with divide  and  conquer  strategy 
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The support vector machine (SVM) is one of the most widely used classification methods; however, the 

amount of computation required becomes the bottleneck when facing millions of samples. Divide-and-

conquer solver for SVMs (DC-SVM) can be used to overcome this problem. In the division step, the kernel 

SVM problem is partitioned into smaller subproblems by clustering the data, so that each subproblem can 

be solved independently and efficiently. Support vectors identified by the subproblem solution are likely to 

be support vectors of the entire kernel SVM problem, provided that the problem is partitioned appropriately 

by kernel clustering.[12] In the conquer step, the local solutions from the sub problems are used to initialize 

a global coordinate descent solver, which converges quickly. A multilevel Divide-and-Conquer SVM 

algorithm with adaptive clustering and early prediction strategy which gives good training speed, testing 

accuracy, and memory usage can be implemented. As an example, on the covtype dataset with half-a-

million samples, DC-SVM is faster and achieves 96% prediction accuracy.[12] 

 

F. Parallel SVM 

 

Support vector machines (SVM) algorithm can be parallelized efficiently and scaled to very large 

problems with hundreds of thousands of training vectors. Instead of analysing the whole training set in one 

optimization step, the data are split into subsets and optimized separately with multiple SVMs. The partial 

results are combined and filtered again in a „Cascade‟ of SVMs, until the global optimum is reached.[13] 

The Cascade SVM can be spread over multiple processors with minimal communication overhead and 

requires far less memory, since the kernel matrices are much smaller than for a regular SVM. Convergence 

to the global optimum is guaranteed with multiple passes through the Cascade, but already a single pass 

provides good generalization. 

3. System Design  

Mobile devices are becoming ubiquitous, and they provide access to personal and sensitive information 

such as phone numbers, contact lists, geolocation, and SMS messages, making their security an especially 

important challenge. Compared with desktop and laptop computers, mobile devices have a different 

paradigm for installing new applications. For mobile devices, one often downloads and uses many 

applications (or apps) with limited functionality from multiple unknown vendors. Therefore, the defense 

against malicious applications must depend to a large degree on decisions made by the users. An important 

part of malware defense on mobile devices is to communicate the risk of installing an app to users, and to 

enable the user to make informed decisions about whether to choose and install specific apps. 

The majority of Android apps request multiple permissions. When a user sees what appears to be the 

same warning message for almost every app, warnings quickly lose any effectiveness as the users are 

conditioned to ignore such warnings. 

 

 

 
 

 

 

The architecture consists of different blocks such as input apk file, check requested permission, SQLite 

DB, Check threshold, calculating score. Some of them can be explained as follows: 

 

Fig. 1 System Architecture 
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Input apk File: This takes the application as a input which user is trying to install. Android applications 

require downloading of .apk files, for installation. This .apk file is then extracted here and these extracted 

permissions are provided for further checking.  

Check Requested Permission: This takes the extracted list of permissions as an input and chooses the set 

of permissions to be processed for risk score calculations. This set of permissions is then considered for all 

the further calculations required.  

 

Calculating Score: This is an important part of the system. This particular block interacts with more than 

one system unit and provides the essential scoring, which is key of the system. The score is calculated 

using Risk Score Function and SQLite DB. Calculated score is checked for threshold value, and 

accordingly the application is categorized.  

SQLite DataBase (DB): This android based database stores the permissions which are widely used to 

invoke malicious applications. Database also contains the statistics of these permissions. 

4. Conclusions 

The importance of effectively communicating the risk of an application to users, and propose several 

methods to rate this risk. The methods are tested on large real-world data sets to understand each method‟s 

ability to assign risk to applications. This study contributes evidence in support of application permission 

systems. Our large-scale analysis of Google Chrome extensions and Android applications finds that, real 

applications ask for significantly fewer than the maximum set of permissions. There is no way of restricting 

the usage of resources based on runtime constraints such as the location of the device or the number of 

times a resource has been previously used. 
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