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Abstract 
The Role of Data Mining is identified and managed for business organizations to realize its application to solve 

business needs. This is due to the availability of huge volumes of data and the continuous evolution in Web services 

functions in the Web service domain. This paper studied several data mining applications that can leverage problems 

concerned with the web services discovery and monitoring. This paper also discusses the challenges that arise when 

applying data mining to Web services usage data and abstract information. 
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1. Introduction 

Some Millions of Zeta bytes of data with simplified representation has brought upon the success of the 

Web. Web has evolved as a big repository that provides access to information for human expectations, 

interpretation and use. These Web service oriented components are emerging as the key enabling 

technology for today‟s B2B applications, e-commerce. This implication of transformation is generating a 

huge volume of data Web. And the other side, human users have been generating huge volumes of data 

from using the Web and warranted a myriad of research in the area of data mining.  

With this huge volume of accesses, the amounts of data usage logs that can be collected make a 

feasible source for data mining. Data mining (DM) provides few methods to search for distinct trends and 

patterns to extract the data is was „hidden‟. As we know, the hidden data which need to be identifying, 

collecting, and organize in such a fashion so that the end-users can make use of it to make business 

decisions. This all need to be done in web and make it a platform to serve the needy. Since Web service is a 

relatively new technology, there are a lot of areas where we need to improve the current state of the art. Not 

only these improvements enhance the technical workings, they can also generate new business start-up 

opportunities. Through this paper, we have studied that some of these improvements can be made possible 

through data mining. For example, It becomes increasingly important to provide a scalable infrastructure of 

registries that allow both the end-users and the developers can perform service discovery. 

Keeping the current business market place in mind, the need to exploit data sources for business 

intelligence is greater than ever before. Web should make to serve a business to obtain previously unknown 

knowledge (data) about itself and its customers which could be a valuable asset. Business needs, the 
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availability of very huge volumes of data, and in particular, the possible improvements in the areas of web 

services form the premises for the application of data mining. In this paper, we set up a goal to exhibit how 

Web services data can be utilized in the area of data mining and the various kinds of benefits that can be 

gained from such operations. This paper also studied the web services in the context of data mining. It first 

focus on the data mining basics, and then recommends a set of data mining applications with the discovery 

and monitoring of web services that can used as a support to leverage problems concerned.  

 

The text must be in English. Authors whose English language is not their own are certainly requested to 

have their manuscripts checked (or co-authored) by an English native speaker, for linguistic correctness 

before submission and in its final version, if changes had been made to the initial version. The submitted 

typeset scripts of each contribution must be in their final form and of good appearance because they will be 

printed directly. The document you are reading is written in the format that should be used in your paper. 

2. Existing Work 

There are many researchers who have applied the concepts of data mining into service discovery and Web 

service mining. Researchers have worked in addressing direction of UDDI by finding relationships between 

search terms and service descriptions, and of WSDL to represent semantics while describing service. 

Sajjanhar et al (2004) applied Regression Analysis function called singular value decomposition to discover 

semantic relationships on services for matching best services. Their result has shown a significant increase 

in correct matching between service descriptions and the search terms after application of their algorithm 

with IBM UDDI. The results matched are not merely based on the number of matched keywords within the 

service descriptions. The algorithm evaluates the keyword global weights within the SVD procedure and 

aggregates services containing the highest global weight words to find semantic matched services. Wang 

and Stroulia (2003) developed and applied a method for assigning value of similarity to WSDL documents. 

They have used Vector-Space and WordNet to analyze the semantic identifiers in order to compare the 

structures of their operations, messages, types, and determine the similarity among WSDL documents. This 

helped them and had a support to automatic process for localizing Web services by distinguishing among 

the services that can potentially be used and are irrelevant to a given situation. Dong et al (2004) build a 

Web-service search engine (Woogle) to support the similarity search for Web services along with key-word 

searching with utilizing clustering and association mining. Starting with a keyword search, a user can drill 

down to a particular Web service operation. However, when unsatisfied, instead of modifying the 

keywords, user can query for Web service operations according to the most similar and semantically 

associated keywords suggested by the engine using the data mining techniques. 

Some preliminary works have also been conducted to employ semantic languages and techniques in 

the description of Web services resources. Web Ontology Language for Services (OWL-S) and DARPA 

Agent Semantic Markup Language for Web Services (DAML-S) are high-level ontology at the application 

level meant to answer the „what‟ and „why‟ questions about a Web Service (Alesso & Smith 2004). 

Ontology-based semantic Web describes its properties and capabilities so that: (1) software can 

automatically determine its purpose thus automating service discovery; and (2) software can verify and 

monitor service properties thus automating service monitoring. As the future of Web Services greatly 

depends on their ability to automatically identify the Web resources and execute them for achieving the 

intended goals of user, OWL-S and DAML-S can achieve what UDDI cannot. 

Gruninger et al (2005) propose the process models to be described as first order ontology, and then 

automate the searching and composition of Web services. Mandell and MacIlraith (2003) present a 

technology for the customized and dynamic localization of Web services using the Business Process 

Language for Web Service (BPWS4J) with the semantic discovery service. It provides semantic translation 

of services to match the user requirements. Soyaden and Singh (2004) develop a repository of Web services 

that extends the UDDI current search model. The repository in the form of ontology of attributes (based on 

DAML) provides a wide variety of operations such as the publication of services, costs of services and 

services selection based on their functionality. Li et al (2005) propose an approach of DAML based 

ontology use in ecommerce service search. The ontology positioning above WSDL relates service 

description of a WSDL document to descriptions of other WSDL documents. Benatallah et al (2005) 

propose a matching algorithm that takes as input the requirements to be met by the Web services and an 
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ontology of services based on logic descriptions, and recommends the services that best comply with the 

given requirements. 

 

3. Data Mining and its Applications   

 
Data mining is the concept to search for distinct patterns and trends that exist in datasets which are hidden 

among the vast amount of data. A data mining tasks include problem identification, data preprocessing, 

data modeling and pattern evaluation. With the association of high costs with data mining operations, it is 

more essential for businesses to know for their worthwhile investments. This requires the analysts to have 

an application domain understanding, relevant prior knowledge, available data for mining, and the goals of 

the end user. Once the data mining objective task is identified, then our next step is to prepare the data for 

mining. This preprocessing step involves basic operations like removal of noise, handling missing values 

inconsistencies to ensure the data set quality, and transforming it into data structures based on the data 

mining task. The next step is particularly relevant to this study as it assists to determine how to mine the 

Web services data. Data modeling, which refer to the application of a DM technique for identifying 

patterns from the derived data sets. The kinds of patterns that can be mined depend on the data mining 

operation as listed in table 1. 

 

Table 1: DM Operations and Approaches 

 

 
 

 
Predictive modeling solves a problem by looking the previous experiences with known answers, and 

then projecting to new cases. This process enables us to predict unknown value of a variable with the given 

known values of other variables. Clustering or segmentation solves a problem by identifying objects with 

similar data sets characteristics, and thus forming the groups of similar objects. The link analysis 

establishes association among objects by identifying items that imply presence other items in the given data 

set. Link analysis specialization is similar sequence of time discovery that identifies similar occurrences, in 

sets of time-series data. This analysis identifies the temporal relationship between sets of time series data 

by matching all data sequences which are similar to a given sequence, or by matching all data sequences 

that are similar to one another. Deviation analysis is concerned with identifying anomalies, unusual 

activities or events within a data set, which are indicated by the outlier‟s presence. The last step involves 

the interpretation of derived models or rules.  

 
3.1 Applications of Data Mining in Web Services 
 
The benefits of the data mining applications can be seen as two broad categories – those that deliver 

business value and those that have technical value. Applications with business values are those that can be 

used by management to assist in strategic decisions making. 

 

1. Business Applications 
2. Web Services Cost and Savings Prediction 
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3. Performance Monitoring 
 

Technical Applications 
 

1. Service Innovation  
2. Service Recommendation 

4. Data Mining Performance on Web Services Data 

Data fusion and data collection 

 

The Extraction-Transform-Loading (ETL) process precedes data mining operations is typically complex 

and costly. With businesses with their operations across the globe, as well as having multiple servers that 

provide mirrored services, the Web server access logs from Web servers located at different sites must need 

to be consolidated to facilitate data mining. There is a need of controlled and reliable data collection 

because of the huge data volume has to be consolidated, and a scheme must be in place to coordinate the 

data transfer and storage, while reducing the associated costs. Meanwhile, the scheme should minimize 

network traffic to its extent so that it does not interfere with the service providers normal operations. By 

compressing the data before transfer, and scheduling the transfer process during off-peak hours that need to 

be transported can be reduced to a maximum extent. Additionally, with the growing dependency on Web, 

services are not only used in performing simple functions but also automated solution generation. To do so, 

a Web service needs to consolidate many operations and manage system interactions. Meanwhile, the 

abstract information of Web services in communicating various operations are required to be considered.  

 

Computing resources 

 

A data mining task is usually resources-consuming and at the same time, web services are often large scale 

distributed applications. Asynchronous data mining operations and Web clients request will be considered, 

otherwise a client application may be undesirably blocked until the results of the services are returned. 

With the mining functionality, the Web services should be more flexible enough to run on any server 

reliably and accurately. 

 

Analysis results interpretation 

 

Results from DM operations often require specialist domain knowledge to obtain the complete benefits of 

the discovered knowledge and to maximize the end user‟s understanding. The data mining outputs must be 

translated to a language appropriate for the user‟s need. On the other hand, performance monitoring 

application must be done for the users to find useful and similar sub-sequences graphical representation of 

time series while determining similar usage patterns services. Furthermore, the results should be easy to 

comprehend and display only the details that are relevant. By removing the complexity, users can focus 

their efforts on gaining insight from the result. 

 

Proprietary nature of data 

 

Data is a valuable asset for business organizations and is not released into the public domain. Many data 

mining tasks require data collection from multiple sources. Unless there are secure mutual agreements 

between the parties for obtaining the data in sufficient volume, otherwise may be a problem. The quality of 

the input data in determining the quality of the final model is a key factor. Reputable research companies 

may provide an answer. With the resources to arrange the necessary legal agreements, these research firms 

can perform mining on data collected from multiple business organizations to discover knowledge that 

cannot be gained from many other ways. This will be benefitted to all business parties while preserving the 

privacy of the businesses involved, as it is the nature of data mining to produce results that are 

generalizations of the input data.  

 

Privacy and security 
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Although as mentioned above that data mining produces generalizations of data, it does have the problem 

that some sensitive information can be inferred. This is called the problem of inference and arises when 

users submit queries and deduces sensitive information from the legitimate response they receive. This can 

be a hindrance when collecting data from many businesses, as well as a problem while mining web server 

access logs that record the services used by certain clients. Data integrity and confidentiality could be 

compromised. Therefore, even if data can be collected, measures must be in place to ensure that businesses 

contributing to data mining such as the service recommendation application are not disadvantaged. 

5. Future Enhancement 

A case study is needed to present and to demonstrate the improvement in the Web discovery with a 

proposed clustering data mining method on using the Web query logs. Some of the challenges that arise 

while mining Web services data are also need to be observed. We should also have a close look at the 

current technologies in use for web service discovery and log mining. In particular, we focus on the use of 

data mining techniques in Web services discovery. 

6. Conclusion 

It‟s been a very cheap exercise for data collection due to the vast advancement in storage technology. 

Especially in web services, it‟s all about automated process which records, classify and cluster the 

generated data. However, the process makes unknown to its keeper and may provide insights about the 

current situation showing importance of hidden data are patterns and trends. For businesses, the results of 

these trends and patterns can represent new opportunities to provide better services to customers and to 

improve their operations. With the emergence of Web services, the next step is the mining of e-commerce 

data will naturally turn from Web sites to Web services. In this paper, a number of data mining applications 

that make use of Web services data have been studied. In particular, we focused on applications that would 

facilitate and improve directly the use of Web services.  
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