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Abstract 

 
This is the Information Age and cyber technology has infiltrated all walks of life all around the world. We can say that 
the computer technology, especially the Internet has turned the whole world into a global village and truly helped give 
a new meaning to the word “globalization”. But with all great technological advances comes the threat of malicious use 
of the power. Just as the Industrial revolution helped create guns, tanks & other instruments of warfare, the outcomes of 
Information revolution can be used to cause harm, and they are being used to that end. Every individual, organization 
and country need to take safeguards do defend themselves against cyber attacks. This paper attempts to explore the 
dark side of the cyberspace. We try to introduce the cybercrimes and categorize them. Then we look at the causes & 
preventive measures that can be applied to prevent them. 
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1. Introduction 

A simple reading of history shows that the relationship between crime and technology is by no means new 
and that the potential for creating harm never seems to be far away from any beneficial technological 
development. Today’s technological cat-and-mouse game between the offender and investigator remains 
much the same as in the past. What has changed significantly in the late modern times, however, has been 
the greatly increased personal computing power within a globalized computer network. The time frames 
during which the crimes occur in the cyberspace are much shorter. 
 

The term “Cyberspace” was coined by William Gibson & then became popular due to his 1984 novel 
“Neuromancer”. The term has become quite a popular descriptor of a mentally constructed virtual 
environment within which networked computer activity takes place. Unlike most computer terms, 
“cyberspace” does not have a standard, objective definition. Instead, it is used to describe the virtual world 
of computers. For example, an object in cyberspace refers to a block of data floating around a computer 
system or network. With the advent of the Internet, cyberspace now extends to the global network of 
computers. So, after sending an e-mail to your friend, you could say you sent the message to her through 
cyberspace. “Cybercrime” broadly describes the crimes that occur in that space and the tern has come to 
symbolize insecurity and risks online.  

 
Cyberspace as an internet metaphor [13]:  While cyberspace should not be confused with the Internet, the 
term is often used to refer to objects and identities that exist largely within the communication network 
itself, so that a website, for example, might be metaphorically said to "exist in cyberspace". According to 
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this interpretation, events taking place on the internet are not happening in the locations where participants 
or servers are physically located, but "in cyberspace". 
 

2. Cyber Crime 

A generalized definition of cyber crime may be “Unlawful acts wherein the computer is either a tool or 

target or both”. A cybercrime is defined as an intended act involving the use of computers or other 
technologies, and the criminal activity must take place in a virtual setting, such as the Internet. 
The Cambridge English Dictionary defines cyber crimes as “Crimes committed with the use of computers 

or relating to computers, especially through internet.” Crimes involving use of information or usage of 
electronic means in furtherance of crime are covered under the scope of cyber crime. 
Internet Crime which has become synonymous with Cyber Crime is on the rise. We present some stats 
obtained from the Internet Crime Complaint Center (IC3) website http://www.ic3.gov. But first an 
introduction of the source is in order. 
 

The IC3 is a valuable resource for both victims of Internet crime and the law enforcement agencies 
identifying, investigating and prosecuting these crimes. For the victims, the IC3 provides a convenient and 
easy-to-use reporting mechanism that alerts authorities to suspected criminal violations. For law 
enforcement agencies, the IC3 serves as a conduit to receive Internet-related complaints, to conduct 
research related to them and to develop analytical reports based on them for state, local, federal, tribal or 
international law enforcement and regulatory agencies [11]. In 2013, the IC3 received 262,813 consumer 
complaints with an adjusted dollar loss of $781,841,611 1, which is a 48.8 percent increase in reported 
losses since 2012 ($581,441,110). The IC3 continues its efforts to inform the general public about online 
scams by publishing public service announcements and providing tips for Internet consumers [11]. 
 
The first figure shows the increase in the complaints received by IC3 in the past 14 years. It is clearly 
visible that cyber crime is on the rise. The slight decrease in the recent past may be contributed to 
increasing awareness among the populace. 
 

 
Figure 1: IC3 Complaints by Year [11] 

 
 
The next two figures show the top countries from which the complaints originated. As expected most of the 
complaints are coming from the first world nations which are developed and their citizens have broad and 
deep access to internet & other computer technologies. India is also one of the top five countries as it is an 
IT superpower, although not a developed country like USA, Australia or western European countries. 
Surprisingly China is missing but this can be corroborated when we look at the strict laws governing the 
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Internet in that country and the secrecy it maintains in handling its internal problems in-house. USA shows 
an unnaturally large hold over the percentage of complaints but as IC3 is an organization which works 
closely with the Federal Bureau of Investigation (FBI) and is geographically located in that country, this 
can be expected to happen. 
 

 
Figure 2: Top 10 Countries by Count: Individual Complainants in 2011 (Numbered by Rank) [9] 

 
 

 
Figure 3: Top Five Countries Ranked by the Total Number of Complaints Received by IC3 in 2013 [11] 

 
 

3. Categories of Cyber Crime 
There are many types of cyber crime prevailing in the system; broadly we can classify them in to four 
major categories as discussed below: 
 

3.1 Crime against Individuals 
Cybercrimes committed against individual persons include such types of crimes like transmission of Child 
Pornography, Harassment of any one with the use of a computer such as e-mail, Cyber Defamation, 
Hacking, Indecent exposure, E-mail spoofing, IRC Crime (Internet Relay Chat), Net Extortion, Malicious 
code, Trafficking, Distribution, Posting, Phishing, Credit Card Fraud and Dissemination of obscene 
material including Software Piracy. The potential harm of such a crime to individual person can hardly be 
bigger. 
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3.2 Crime against Property 
Another classification of Cyber-crimes is that, Cybercrimes against all forms of property. These crimes 
include computer vandalism (obliteration of others' property), Intellectual Property Crimes, Threatening, 
Salami Attacks. This kind of crime is normally prevalent in the financial institutions or for the purpose of 
committing financial crimes. An important feature of this type of offence is that the amendment is so small 
that it would normally go unobserved. 
 

3.3 Crime against Organization 
The third type of Cyber-crimes classification relate to Cybercrimes against organization. Cyber Terrorism 
is one discrete kind of crime in this kind. The growth of internet has shown that the standard of Cyberspace 
is being used by individuals and groups to pressure the international governments as also to terrorize the 
citizens of a country. This crime elevates itself into terrorism when a human being "cracks" into a 
government or military maintained website. It is across the world agreed that any and every system in the 
world can be cracked. 
 

3.4 Crime against Society 
The forth type of Cyber-crimes relate to Cybercrimes against society. In this category forgery, cyber 
terrorism, web jacking, polluting the Youth through Indecent, Financial Crimes, Sale of Illegal Articles, 
Net Extortion, Cyber Contraband, Data Diddling, Salami Attacks, Logic Bombs types of crime is included. 
Forgery currency notes, revenue stamps, mark sheets etc can be forged using computers and high quality 
scanners and printers. Web Jacking hackers gain access and control over the website of another, even they 
change the content of website for fulfilling political objective or for money. 

4. Types of Cyber Crimes 

The Australian Institute of Criminology describes 9 types of Cyber Crimes [14]: 
i. Theft of telecommunications services 

ii. Communications in furtherance of criminal conspiracies 
iii. Telecommunications piracy 
iv. Dissemination of offensive materials 
v. Electronic money laundering and tax evasion 

vi. Electronic vandalism, terrorism and extortion 
vii. Sales and investment fraud 

viii. Illegal interception of telecommunications 
ix. Electronic funds transfer fraud 

 
The American Institute of CPAs describes top 5 cyber crimes as [15]: 

i. Tax-refund fraud 
ii. Corporate account takeover 

iii. Identity theft 
iv. Theft of sensitive data 
v. Theft of intellectual property 

 
We discuss the various types of cyber crimes as follows... 
 

4.1 Hacking: A hacker is an unauthorized user who attempts to or gains access to an information system. 
Hacking is a crime even if there is no visible damage to the system, since it is an invasion in to the privacy 
of data. There are different classes of Hackers. 

i. White Hat Hackers - They believe that information sharing is good, and that it is their duty to 
share their expertise by facilitating access to information. However there are some white hat 
hackers who are just “joy riding" on computer systems. 

ii. Black Hat Hackers - They cause damage after intrusion. They may steal or modify data or insert 
viruses or worms which damage the system. They are also called ‘crackers’. 
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iii. Grey Hat Hackers - Typically ethical but occasionally violates hacker ethics Hackers will hack 
into networks, stand-alone computers and software.  
 

Network hackers try to gain unauthorized access to private computer networks just for challenge, curiosity, 
and distribution of information. Crackers perform unauthorized intrusion with damage like stealing or 
changing of information or inserting malware (viruses or worms). 
 

4.2 Cyber Stalking: This crime involves use of internet to harass someone. The behavior includes false 
accusations, threats etc. Normally, majority of cyber stalkers are men and the majority of victims are 
women. 
 

4.3 Spamming: Spamming is sending of unsolicited bulk and commercial messages over the internet. 
Although irritating to most email users, it is not illegal unless it causes damage such as overloading 
network and disrupting service to subscribers or creates .negative impact on consumer attitudes towards 
Internet Service Provider. 
 

4.4 Child Pornography: Women and children are victims of sexual exploitation through internet. 
Especially pornographic materials depicting underage boys and girls in lewd or explicitly nude form are 
illegal throughout the world.  
 

4.5 Phishing: It is a criminally fraudulent process of acquiring sensitive information such as username, 
passwords and credit card details by disguising as a trustworthy entity in an electronic communication. 
 

4.5 Vishing: Vishing is the criminal practice of using social engineering and Voice over IP (VoIP) to gain 
access to private, personal and financial Information from the public for the purpose of financial reward. 
The term is a combination of "voice" and phishing [7].  
 

4.7 Software Piracy: It is an illegal reproduction and distribution of software for business or personal 
use. This is considered to be a type of infringement of copy right and a violation of a license agreement. 
Since the unauthorized user is not a party to the license agreement it is difficult to find out remedies. 
 

4.8 Corporate Espionage: It means theft of trade secrets through illegal means such as wire taps or 
illegal intrusions. 
 

4.9 Money Laundering: It means moving of illegally acquired cash through financial and other systems 
so that it appears to be legally acquired. eg. Transport cash to a country having less stringent banking 
regulations and move it back by way of loans the interest of which can re-deducted from his taxes. This is 
possible prior to computer and internet technology; electronic transfers have made it easier and more 
successful. 
 

4.10 Embezzlement: Unlawful misappropriation of money, property or any other thing of value that has 
been entrusted to the offender’s care, custody or control is called embezzlement. Internet facilities are 
misused to commit this crime. 
 

4.11 Password Sniffers: Password sniffers are programs that monitor and record the name and password 
of network users as they log in, jeopardizing security at a site. Whoever installs the sniffer can impersonate 
an authorized user and log in to access on restricted documents.  
 

4.12 Spoofing: It is the act of disguising one computer to electronically “look” like another compute, in 
order to gain access to a system that would be normally is restricted. Spoofing was used to access valuable 
information stored in a computer belonging to security expert Tsutomu Shimomura. 
 

4.13 E-Mail Spoofing: A spoofed e-mail may be said to be one, which misrepresents its origin. It shows 
it’s origin to be different from which actually it originates.  
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4.14 Credit Card Fraud: In U.S.A. half a billion dollars have been lost annually by consumers who 
have credit cards and calling card numbers. These are stolen from on-line databases. 
 

4.15 Carding: It means false ATM cards i.e. Debit and Credit cards used by criminals for their monetary 
benefits through withdrawing money from the victim’s bank account. There is always unauthorized use of 
ATM cards in this type of cyber crimes [6]. 

 

4.16 Web Jacking: The term refers to forceful taking of control of a web site by cracking the password.  
 

4.17 Cyber terrorism: The use of computer resources to intimidate or coerce government, the civilian 
population or any segment thereof in furtherance of political or social objectives is called cyber terrorism. 
Individuals and groups quite often try to exploit anonymous character of the internet to threaten 
governments and terrorize the citizens of the country. 
 

4.18 Sexting:  In simple terms, it is self photographing nude body or body parts and sending to others, as 
well texting obscene words to known persons (in most cases) using mobile phone [12]. Mostly sexting is 
done by teenagers, though there are some cases of adults involving in it. Unfortunately, sexting is 
considered by many countries as Child pornography and laws related to child pornography have been 
applied in cases of sexting. But sexting is relatively different from conventional child pornography. 
 

4.19 Identity Theft: Identity theft is a form of stealing someone's identity in which someone pretends to 
be someone else by assuming that person's identity, generally as a strategy to get access to assets or get 
credit and different profits in that individual's name. The victim of identity theft (here meaning the person 
whose identity has been assumed by the identity thief) can endure antagonistic results on the off chance that 
they are considered in charge of the culprit's activities. Identity theft occurs when someone uses another 
person's personally identifying information, like their name, identifying number, or credit card number, 
without their consent, to carry out misrepresentation or different unlawful acts. 
 

4.20 Cyber Bullying: In October 2006, the world was introduced to a new type of crime known as cyber 
bullying. Similar to cyber stalking, cyber bullying is typically described as continued harassment and 
torment with the use of an electronic communications device, most often via the Internet. The main 
difference is that cyber bullying most often involves adolescents as victims and/or offenders. 

5. Causes of Cyber Crime 

There are many reasons why cyber-criminals commit cyber-crime, chief among them are these three listed 
below:  

• Cyber crimes can be committed for the sake of recognition.  This is basically committed by 
youngsters who want to be noticed and feel among the group of the big and tough guys in the 
society.  They do not mean to hurt anyone in particular; they fall into the category of the Idealists; 
who just want to be in spotlight. 

• Another cause of cyber-crime is to make quick money.  This group is greed motivated and is 
career criminals, who tamper with data on the net or system especially, e-commerce, e-banking 
data information with the sole aim of committing fraud and swindling money off unsuspecting 
customers. 

• Thirdly, cyber-crime can be committed to fight a cause one thinks he believes in; to cause threat 
and most often damages that affect the recipients adversely.  This is the most dangerous of all the 
causes of cyber-crime.  Those involve believe that they are fighting a just cause and so do not 
mind who or what they destroy in their quest to get their goals achieved.  These are the cyber-
terrorists. 
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6. Tips for Prevention of Cyber Crime 

In this section we present some tips and guidelines which can be utilized in safeguarding against 
cybercrime: 

i. Keep your computer system up to date. 
ii. Maintain a secure configuration of the system. 

iii. Choose a strong password and keep it secret. Don’t use same password on every site. 
iv. Always keep your firewall turned on. 
v. Install or update your antivirus software regularly. 

vi. Protect your personal information. 
vii. Read the fine print on website privacy policies. Only then click on any buttons that say “Agree”. 

viii. Review financial statements regularly. 
ix. If it seems too good to be true, it is. So beware. 
x. Turn off your computer when not using it or moving away from it. 

7. Conclusions 

Cybercriminals are definitely not the same as their firearm toting partners, whose threatening vicinity 
and scaring disposition assume key parts in the execution of their wrongdoings. Cybercriminals once in a 
while are in close physical contact with, and frequently not in geographic closeness to, their targets. 
Notwithstanding, their separation and secrecy lessen not one or the other the episodes of their law 
violations nor the harm they can deliver. A remarkable opposite, it is their extremely remoteness that helps 
them perpetrate the law violations that can be of equivalent or more prominent size than customary 
unlawful acts, and conceal their conduct and wrongdoings from their exploited people and parts of law 
implementation. Cybercrimes likewise impart various regular attributes:  

• Cybercriminals typically are located universally, which makes discovering and removing 
them troublesome.  

• Cybercrimes regularly are steered and focused to a particular person(s) or element.  

• Digital assaults are multifaceted as far as their apparatuses, vectors and sort, and on occasion, 
can prompt a cybercrime that is really a blend of wrongdoings.  

 
Digital wrongdoing has high potential and along these lines makes high effect when it is carried out. It 

is not difficult to carry out without any physical presence needed as it is worldwide in nature because of 
this it has turned into a test and danger to the wrongdoing contender and the other way around. 
Accordingly, worldwide laws and regulations joined with dependence on advances are vital to counter the 
wrongdoing race.  

 
It is general acknowledged implying that clients of the internet and their systems are not ensured from 

digital assaults. Additionally, it is insufficient information about digital dangers and dangers and what sorts 
of suggestion are created to the national, local and worldwide security. Notwithstanding, specified above 
stands to reason that are expected to do huge endeavors in creating systems against digital dangers as new 
kind of unbalanced dangers.  

 
As a conclusion it is reasonable to perceive that general "blended nature" of the internet press on 
characterizing consolidated definitions and gauges if digital security is created on national, local and 
worldwide level. 
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