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Abstract 

Cloud has become a well known place for storage. Many vendors are rendering cloud storage services. When 

data is outsourced in cloud storage duplication of storage for many reasons is possible. In such cases storage 

space is wasted. To reduce duplication in cloud many deduplication techniques came into existence. However, 

many techniques did not focus on the reliability of the process. In this paper we proposed architecture for secure 

and distributed deduplication which considers reliable deduplication so as to ensure that valuable data is not lost 

for any reason. We built a prototype application that demonstrates the proof of concept. The empirical results 

revealed that the proposed system is useful. 

Index Terms – Cloud computing, deduplication of data, reliability, cloud storage 

1. INTRODUCTION 

Secure deduplication is the aim of this paper. In case of cloud computing and real world enterprises data is 

duplicated at different places. Deduplication techniques with reliable performance are very important to save 

storage place in cloud. In this paper we implemented a framework that has different modules as follows.  

System Model, Data Deduplication, File level Deduplication Systems, and Block level Deduplication systems.  

 

1.1System Model 

In this first module, we develop two entities: User and Secure-Cloud Service Provide. User: The user is an entity 

that wants to outsource data storage to the S-CSP and access the data later. In a storage system supporting 

deduplication, the user only uploads unique data but does not upload any duplicate data to save the upload 

bandwidth. Furthermore, the fault tolerance is required by users in the system to provide higher reliability. S-

CSP: The S-CSP is an entity that provides the outsourcing data storage service for the users. In the 

deduplication system, when users own and store the same content, the S-CSP will only store a single copy of 

these files and retain only unique data. A deduplication technique, on the other hand, can reduce the storage cost 
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at the server side and save the upload bandwidth at the user side. For fault tolerance and confidentiality of data 

storage, we consider a quorum of S-CSPs, each being an independent entity. The user data is distributed across 

multiple S-CSPs. 

 

2. Data Deduplication 

Data Deduplication involves finding and removing of duplicate data without considering its fidelity. Here the 

goal is to store more data with less bandwidth. Files are uploaded to the CSP and only the Data owners can view 

and download it. The Security requirements are also achieved by Secret Sharing Scheme. Secret Sharing 

Scheme uses two algorithms, share and recover. Data are uploaded both file and block level and the finding 

duplication is also in the same process. This is made possible by finding duplicate chunks and maintaining a 

single copy of chunks. 

 

 

2.1File Level Deduplication Systems  

To support efficient duplicate check, tags for each file will be computed and are sent to S-CSPs. To upload a file 

F, the user interacts with S-CSPs to perform the deduplication. More precisely, the user firstly computes and 

sends the file tag ϕF = TagGen(F) to S-CSPs for the file duplicate check. If a duplicate is found the user 

computes and sends it to a server via a secure channel. Otherwise if no duplicate is found the process continues, 

i.e. secret sharing scheme runs and the user will upload  a file to CSP. To download  a file the user will use the 

secret shares and download it from the SCSP’s . This approach provides fault tolerance and allows the user to 

remain accessible even if any limited subsets of storage servers fail. 

 

2.2 Block Level Deduplication Systems 

In this module we will show to achieve fine grained block-level distributed deduplication systems. In a block-

level deduplication system, the user also needs to firstly perform the file-level deduplication before uploading 

his file. If no duplicate is found, the user divides this file into blocks and performs block-level deduplication. 

The System setup is similar to the file level deduplication except the parameter changes. To download a block 

the user gets the secret shares and downloads the blocks from CSP. 

The remainder of the paper is structured as follows. Section II provides review of literature. Section III presents 

the proposed system in detail. Section IV presents experimental results while section V concludes the paper.  

 

 

3. RELATED WORKS 

Data is being duplicated in organizations for many reasons. This section provides review of deduplication 

techniques that can prevent unnecessary duplications of data in the real world. There are many reliable data 

deduplication techniques available. Duplication of data occurs for many reasons including backup in enterprise 

environments. Deduplication techniques can help in reducing overhead on the storage by removing duplicate 

copies carefully without affecting the purpose of taking backup. Now it is given importance research 

community. In [1] the reliability of deduplication was addressed. However, their focus was on the files that are 

available without subjected to encryption and without having consideration for any such ciphered files.  

Li et al. [2] explored the concept of achieving reliable key management in the process of deduplication. 

However they did not take care of reliability in deduplication with respect to encrypted files. Later on the same 

authors in [3] extended their method of [2] and tried to construct reliable deduplication method for user files that 

are encrypted. Nevertheless, they could not reach the consistency level expected in the methodology used. There 

is an encryption technique known as convergent encryption as explored in [4] which ensures that data privacy is 

retained in the process of deduplication.  

Bellare et al. [5] on the other hand formalized the concept known as message-locked encryption and explored 

the application level secure storage that has been outsourced. It is also understood that there are some cloud 

vendors providing commercial service on convergent encryption. For instance Bitcasa deploys that kind of 

encryption as shown in [5]. Li et al. [2] focused on block-level deduplication issues besides handling key 

management. This is achieved by distributing keys across many servers once encryption is taken place on the 

files in question. Ballare et al. [6] also focused on the protection of data confidentiality by converting message 

into un-understandable format. A third party known as key server is involved in the process for achieving 

deduplication checking.  
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Stanek et al. [7] proposed a new encryption technique that has provision for differential security that can be 

employed to secure popular and unpopular data. For data which is not sensitive, traditional security primitives 

are applied. For unpopular data a strong two layered encryption technique was employed. Thus there is trade off 

between the security of data which has been outsourced and the efficiency achieved. Harnik et al. [8] explored 

on different kinds of attacks that can lead deduplication in the client side of cloud storage. In order to prevent 

such attacks, Halevi et al. [9] focused on the concept of proofs of ownership (PoW) which is employed to 

reduplication systems. This ensures the proof of ownership to end users when they outsource their data to cloud 

server. Many PoW methods came into existence based on the Merkel Hash Tree as explored in [9]. Sorniotti 

[10] explored yet another approach for PoW where the proof of ownership of a file is projected into selected bit 

positions of file.  

All the schemes reviewed above are not supporting data privacy. Xu et al. [11], recently, focused on PoW 

scheme that also takes care of client side deduplication and data privacy. Later on Ng et al. [12] improved PoW 

in order to make it to support for encrypted files as well. However, they did not focus on the minimization of 

overhead pertaining to key management. Proof of Data Possession (PDP) was another schemed proposed by 

Ateniese et al. [13] for implementing the notion of PDP on the outsourced data in cloud. This paper throws light 

into the deduplication technique for efficient management of storage space in cloud.  

 

 

4. PROPOSED SYSTEM 

We proposed a deduplication method with reliability and confidentiality parameters. When User sends a request 

,this request act as input to the Web server. This web server communicates with the web client, where web client 

contains services like data storage service, security service. Data storage service helps in storing data along with 

security. Web client verify the input whether the input data contains duplication or not and send back to web 

client & then it gives response to the web browser then from browser to user that response will transfer.  

 

 

Figure 1 – Shows architecture of the proposed system 

As shown in Figure 1, it is evident that the application has DB profiler, data storage service and security service 

besides normal web flow and deduplication detection. The user makes use of web based interface to perform 

actions. And the user is not aware of server side security mechanisms and deduplication techniques that are 

implemented reliably.  

5. IMPLEMENTATION  
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Implementation of the proposed system is done using Java programming language. It is a simulation application 

that demonstrates the proof of concept. Figure 2 shows sequence and activity models of UML that show system 

dynamics.  

In this paper, we show how to design secure deduplication systems with higher reliability in cloud computing. 

We introduce the distributed cloud storage servers into deduplication systems to provide better fault tolerance. 

To further protect data confidentiality, the secret sharing technique is utilized, which is also compatible with the 

distributed storage systems. In more details, a file is first split and encoded into fragments by using the 

technique of secret sharing, instead of encryption mechanisms. These shares will be distributed across multiple 

independent storage servers. Furthermore, to support deduplication, a short cryptographic hash value of the 

content will also be computed and sent to each storage server as the fingerprint of the fragment stored at each 

server. Only the data owner who first uploads the data is required to compute and distribute such secret shares, 

while all following users who own the same data copy do not need to compute and store these shares any more.  

To recover data copies, users must access a minimum number of storage servers through authentication and 

obtain the secret shares to reconstruct the data. In other words, the secret shares of data will only be accessible 

by the authorized users who own the corresponding data copy. Four new secure deduplication systems are 

proposed to provide efficient deduplication with high reliability for file-level and block-level deduplication, 

respectively. The secret splitting technique, instead of traditional encryption methods, is utilized to protect data 

confidentiality. Specifically, data are split into fragments by using secure secret sharing schemes and stored at 

different servers. 

 

 

Figure 2 – Sequence showing user activities and data owner activities and overall activity diagram 

As shown in Figure 2, it is evident that there is registration process, login process, and file upload deduplication, 

besides other activities. Distinguishing feature of our proposal is that data integrity, including tag consistency, 

can be achieved. To our knowledge, no existing work on secure deduplication can properly address the 

reliability and tag consistency problem in distributed storage systems. Our proposed constructions support both 

file-level and block-level deduplications. Security analysis demonstrates that the proposed deduplication 

systems are secure in terms of the definitions specified in the proposed security model. In more details, 

confidentiality, reliability and integrity can be achieved in our proposed system. Two kinds of collusion attacks 

are considered in our solutions. These are the collusion attack on the data and the collusion attack against 

servers. In particular, the data remains secure even if the adversary controls a limited number of storage servers. 



IJRIT International Journal of Research in Information Technology, Volume 4, Issue 8, August 2016, Pg 24--31 

Zafrul Islam, IJRIT-28 
 

We implement our deduplication systems using the Ramp secret sharing scheme that enables high reliability and 

confidentiality levels. Our evaluation results demonstrate that the new proposed constructions are efficient and 

the redundancies are optimized and comparable with the other storage system supporting the same level of 

reliability. 

 

 

Figure 3 – Main UI of the application 

As shown in Figure 3, the main application UI is shown. It has provision for secure distributed dedpuplication 

with features to facilitate browsing for files, uploading files, file deduplication, block deduplication and so on.  

6. EXPERIMENTAL RESULTS 

Experiments are made to know dynamics of data encoding and decoding. The encoding and decoding are the 

processes involved in the security process and also used for the deduplication for higher reliability. Number of 

service providers for storage and the time for encoding and decoding are observations in the experiments. 

Confidentiality level and reliability level are also observed under same experimental settings.  

 

Figure 1 – Shows impact of S-CPS on encoding and decoding 
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As shown in Figure 1, it is evident that the proposed system is evaluated with the performance of encoding and 

decoding. The horizontal axis represents number of storage service providers while the vertical axis represents 

time taken. The results show that there is relationship between the time taken and the number of service 

providers being used.  

 

 

Figure 2 – Shows the confidentiality level vs. time for encoding and decoding 

As shown in Figure 1, it is evident that the proposed system is evaluated with the performance of encoding and 

decoding at different confidentiality levels. The horizontal axis represents confidentiality level while the vertical 

axis represents time taken. The results show that there is relationship between the time taken and the 

confidentiality level.  

 

 

Figure 3 – Shows the confidentiality level vs. time for encoding and decoding 
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As shown in Figure 3, it is evident that the proposed system is evaluated with the performance of encoding and 

decoding at different confidentiality levels. The horizontal axis represents reliability level while the vertical axis 

represents time taken. The results show that there is relationship between the time taken and the reliability level.  
 

7. CONCLUSIONS  

In this paper we studied the duplication of data and its related issues in cloud storage. When there are many 

vendors having storage space provided, there is ever possibility of data duplicated. This results in unnecessary 

waste of storage. To overcome this problem, many techniques came into existence for removing duplicates 

carefully. Such techniques are known as data deduplication techniques. These techniques were focusing on 

removal duplicates abut many of them did not consider reliability. When reliability is missing, it causes 

problems if data is lost. Therefore it is essential to focus on reliability. In this paper we proposed and 

implemented a technique that takes care of reliability as well. Our empirical results revealed the usefulness of 

the application.  

 

REFERENCES 

[1] C. Liu, Y. Gu, L. Sun, B. Yan, and D. Wang, “R-admad: High reliability provision for large-scale de-

duplication archival storage systems,” in Proceedings of the 23rd international conference on Supercomputing, 

pp. 370–379. 

[2] J. Li, X. Chen, M. Li, J. Li, P. Lee, and W. Lou, “Secure deduplication with efficient and reliable convergent 

key management,” in IEEE Transactions on Parallel and Distributed Systems, 2014, pp. vol. 25(6), pp. 1615–

1625. 

[3] M. Li, C. Qin, P. P. C. Lee, and J. Li, “Convergent dispersal: Toward storage-efficient security in a cloud-of-

clouds,” in The 6
th

 USENIX Workshop on Hot Topics in Storage and File Systems, 2014.  

[4] J. R. Douceur, A. Adya, W. J. Bolosky, D. Simon, and M. Theimer, “Reclaiming space from duplicate files 

in a serverless distributed file system.” in ICDCS, 2002, pp. 617–624. 

[5] “Message-locked encryption and secure deduplication,” in EUROCRYPT, 2013, pp. 296–312. 

[6] M. Bellare, S. Keelveedhi, and T. Ristenpart, “Dupless: Serveraided encryption for deduplicated storage,” in 

USENIX Security Symposium, 2013. 

[7] J. Stanek, A. Sorniotti, E. Androulaki, and L. Kencl, “A secure data deduplication scheme for cloud 

storage,” in Technical Report, 2013. 

[8] D. Harnik, B. Pinkas, and A. Shulman-Peleg, “Side channels in cloud services: Deduplication in cloud 

storage.” IEEE Security & Privacy, vol. 8, no. 6, pp. 40–47, 2010. 

[9] S. Halevi, D. Harnik, B. Pinkas, and A. Shulman-Peleg, “Proofs of ownership in remote storage systems.” in 

ACM Conference on Computer and Communications Security, Y. Chen, G. Danezis, and V. Shmatikov, Eds. 

ACM, 2011, pp. 491–500. 

[10] R. D. Pietro and A. Sorniotti, “Boosting efficiency and security in proof of ownership for deduplication.” in 

ACM Symposium on Information, Computer and Communications Security, H. Y. Youm and Y. Won, Eds. 

ACM, 2012, pp. 81–82. 

[11] J. Xu, E.-C. Chang, and J. Zhou, “Weak leakage-resilient client-side deduplication of encrypted data in 

cloud storage,” in ASIACCS, 2013, pp. 195–206. 

[12] W. K. Ng, Y. Wen, and H. Zhu, “Private data deduplication protocols in cloud storage.” in Proceedings of 

the 27th Annual ACM Symposium on Applied Computing, S. Ossowski and P. Lecca, Eds. ACM, 2012, pp. 441–

446. 



IJRIT International Journal of Research in Information Technology, Volume 4, Issue 8, August 2016, Pg 24--31 

Zafrul Islam, IJRIT-31 
 

[13] G. Ateniese, R. Burns, R. Curtmola, J. Herring, L. Kissner, Z. Peterson, and D. Song, “Provable data 

possession at untrusted stores,” in Proceedings of the 14th ACM conference on Computer and communications 

security, ser. CCS ’07. New York, NY, USA: ACM, 2007, pp. 598–609. [Online]. 

Available:http://doi.acm.org/10.1145/1315245.1315318 

http://doi.acm.org/10.1145/1315245.1315318

