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Abstract: 

A typical Organization can have multiple building, offices in various locations where Wi-
Fi networks are used. The employees and all other visitors can access the network. These 
networks are not managed centrally. The Organization doesn’t provide any user based or location 
based security policies. We proposing a User Location based Access and Security Management 
Application for Organizations which can assign access privileges to the end devices based on 
location and priority (level of access) while keeping track of visitors and attackers and providing 
real-time protection using intrusion detection. For example, Employee of ABC Hyderabad 
branch can has full access, with a certain defined Software compliance, file sharing privileges, 
privileged VLAN so forth, whereas ABC in Chennai  doesn’t get full access, enhanced software 
compliance, restricted VLAN assignment, Dual-homing, Wi-Fi Intrusion Detection, software 
compliance so forth. This ensures that the network is protected from software hackers and 
attackers.  

 
I. Introduction 

This paper is about granting Wi-Fi access to the end users based on their location and 
their roles in an organization. Rapid progress of wireless communication and mobile computing 
has enabled people to gain resource access almost from everywhere. Location of the user and 
Role of the user now becomes a factor to be considered when granting access. Role based Access 
has been extended to include location information into the process of granting access to user. 
Only Role based access model does not give strict instruction on how to determine which roles 
have to be granted to the user when he/she loges into the system. So, in this paper, we propose a 
new model for location-based and role based access control and show detailed mechanism on 
how to use underlying location structure information to select appropriate roles for user in a 
specific session. 



IJRIT International Journal Of Research In Information Technology, Volume 3, Issue 8, August 2015, Pg. 104-109 

S. CHANDRASEKHAR, IJRIT-105 

 

A typical Enterprise Organization has multiple offices, buildings and locations. In each 
office, building and location it maintains Wi-Fi networks to share internet services to the visitors 
and organization related stuff for the employees. The organization doesn’t manage the Wi-Fi 
network centrally (e.g. Giving certain level of access to the user based on location, restricting up 
to some level based on role of the employee, VLAN Assignment etc..). The organization doesn’t 
provide any individual user based security policies for the Wi-Fi connections. 

 
For example, employee of ABC from location X can has full access or certain level of 

access with a certain defined S/W Compliance, file sharing privileges, VLAN so forth. Whereas 
if the same employee goes to the office of ABC in location Y, his level of access will change. 
He/She can’t get full access because the security settings of that location may be different. He 
may be restricted with enhanced S/W Compliance, restricted VLAN Assignment, Dual-Homing, 
Sharing privileges etc. 

 
We propose User Location based access and Security Management Application for 

Organizations which can assign access privileges to the end devices based on role and location 
while keeping track of visitors. 
It can also provide the following security features: 

 Restrictions on File sharing 
 Restrictions on Printer sharing 
 Dual-Homing 
 S/W Compliance 
 User tracking etc. 

 
II.  System Architecture 

 

Fig 1. System Architecture 
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III.  Existing and Proposed System 

 
A. Existing System 

An Organization can have multiple offices, buildings and locations. In each office, 
building and location it maintains Wi-Fi networks to share internet services to the visitors and 
organization related stuff for the employees. The organization doesn’t manage the Wi-Fi network 
centrally (e.g. Giving certain level of access to the user based on location, restricting up to some 
level based on role of the employee, VLAN Assignment etc..). The organization doesn’t provide 
any individual user based security policies for the Wi-Fi connections. 

For example, employee of ABC from location X can has full access or certain level of 
access with a certain defined S/W Compliance, file sharing privileges, VLAN so forth. 

 

 
Fig 2. Employee at home branch 

 Whereas if the same employee goes to the office of ABC in location Y, his level of 
access can change.  

 
Fig 3. Employee at other branch 
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He can’t get full access because the security settings of that location may be different. He may be 
restricted with enhanced S/W Compliance, restricted VLAN Assignment, Dual-Homing, Sharing 
privileges etc. 

 
B. Proposed System 

 
We propose User Location based access and Security Management Application for 

Organizations which can assign access privileges to the end devices based on role and location 
while keeping track of visitors. 
It can also provide the following security features: 

 Restrictions on File sharing 
 Restrictions on Printer sharing 
 Dual-Homing 
 S/W Compliance 
 User tracking etc. 

 

IV.  Technology Overview 
A. Windows Server:  

On Microsoft Servers, a domain controller (DC) is a server that responds to security 
authentication requests (logging in, checking permissions, etc.) within the Windows Server 
domain. A Domain is a concept introduced in Windows NT whereby a user may be granted 
access to a number of computer resources with the use of a single username and password 
combination. 

Windows Server used to create a domain maintain users list to authenticate and to give 
access to particular things. All the users who wants to get access to Wi-Fi network must be 
registered with the domain and get valid user credentials. Users can be of two types: 

1. Employees under the Organization 
2. Visitors/ Guests 

Employees have to get valid user credentials from the Organization and attach their device to 
domain. Whereas, when visitors requests for Wi-Fi they can get captive portal web page that 
asks required details of the user to register with the domain. Once the user connected to the 
domain they can get required credentials to gain access to Wi-Fi. 

B. Group Policy: 

Group Policy is an infrastructure that allows us to implement specific configurations for 
users and computers. Group Policy settings are contained in Group Policy objects (GPOs), which 
are linked to the following Active Directory directory service containers: sites, domains, or 
organizational units (OUs). The settings within GPOs are then evaluated by the affected targets, 
using the hierarchical nature of Active Directory. 
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C. Visual C++: 

Microsoft Visual C++ (often abbreviated as MSVC or VC++) is a commercial (free 
version available), integrated development environment (IDE) product from Microsoft for 
the C, C++, and C++/CLI programming languages. It features tools 
for developing and debugging C++ code, especially code written for the Microsoft Windows 
API, the DirectX API.  

D. Captive Portal: 

A captive portal is a special web page that is shown before using the Internet normally. 
The portal is often used to present a login page.[1] This is done by intercepting most packets, 
regardless of address or port, until the user opens a browser and tries to access the web. At that 
time the browser is redirected to a web page which may require authentication and/or payment, 
or simply display an acceptable use policy and require the user to agree. Captive portals are used 
at many Wi-Fi hotspots, and can be used to control wired access (e.g. apartment houses, hotel 
rooms, business centers, "open" Ethernet jacks) as well. 

E. Automa: 

Automa is a tool for Windows that lets you automate repetitive tasks in the graphical user 
interface (GUI) of your computer. It enables you to control your PC with simple commands such 
as start, click and write. You use these commands just like you would when giving instructions 
to someone looking over their shoulder at a screen - the only difference is that you type them. 
Once you have entered a few commands, you can save them to a file that can be played back at 
the click of a button, at a specified interval or from within a build/test management tool. 

V. Implementation: 

 This application maintains a Windows Server that contains a Domain Controller to 
manage/authenticate list of users and computers. It can create various Group Policies to apply on 
users and computers. 

 Every user must connect to the domain to access the Wi-Fi. The employee working under 
the organization can get valid user credentials from their administration where as the visitors 
must get their user credentials by connecting threw captive portal. Once the user requested for 
the registration, the server can give user credentials and that can be valid for certain period only. 

 Once the user connected with the domain, the domain administrator can determine the 
location. Based on the location and role of the user security policies can be applied.   

Location of the user can be found by Trilateration. This can calculate the location of the 
user. All Access Points are fixed and those locations can be known by the server/ domain 
controller. The user can have visible/ nearest access points and their signal strengths. With these 
details the server can estimate the location of the user. 

Apart from this, it can perform: 

1. Software Compliance 
2. Dual Homing 
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3. Restriction  on file/printer sharing 
4. Role based access control 
5. User tracking etc. 

 
VI. Conclusion:  

The User Location based Access and Security Management application assures that network 
is protected, by applying various security policies based on their roles and location. As the user 
changing the location, the policies on that user also changes. It can also provide various security 
policies like access control, restriction on sharing and Dynamic VLAN allocation. Therefore we 
can ensure that the network is protected. 
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