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Abstract- Many files are needed to be transmitted over internet in today’s scenario due to various important purposes. 
So it is an important issue to protect these files. The art of information hiding has received much attention in the 
recent years as security of information has become a big concern in this internet era. As sharing of sensitive 
information via a common communication channel has become inevitable, Steganography – the art and science of 
hiding information has gained much attention. We are also surrounded by a world of secret communication, where 
people of all types are transmitting information as innocent as an encrypted credit card number to an online-store 
than and as insidious as a terrorist plot to hijackers. To protect data efficient cryptographic method are there but 
everything depends on the protection of encryption key which leads to single point failure. Shared cryptography 
becomes more popular in order to overcome this drawback.  
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1. INTRODUCTION 

Cryptography is the art of protecting information by transforming it (encrypting it) into an unreadable format, called cipher 

text. The message can be deciphered (or decrypted) into plain text only by those who possess a secret key. Encrypted 

messages sometimes can be broken by cryptanalysis which is also called code-breaking, although modern techniques are 

virtually unbreakable. Electronic security is becoming increasingly important as the Internet and other forms of electronic 

communication become more prevalent. Pretty Good Privacy is one of the most popular cryptography systems used on the 

Internet because it's effective and free. Cryptography is used to protect e-mail messages, corporate data and credit card 

information etc. Cryptography has had a long and colourful history. Generally speaking the earliest forms of secret writing 

required only pen and paper, and are now collectively termed classical cryptography. The two main categories are 

transposition ciphers, which rearrange the order of letters in a message, and substitution ciphers, which systematically replace 

groups of letters with others. Classical ciphers tend to leak varying amounts of information about the statistics of the 

plaintext, and because of this they are easily broken, for example by frequency analysis. Classical ciphers still enjoy 

popularity today, though mostly as puzzles.  
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The first visual cryptographic technique was pioneered by Moni Naor and Ad Shamir in1994. It involved breaking up the 

image into n shares so that only someone with all n shares could decrypt the image by overlaying each of the shares over 

each other. Practically this can be done by printing each share on a separate transparency and then placing all of the 

transparencies on top of each other. In their technique n-1 shares revealed no information about the original image. 

Cryptography is the science of using mathematics to encrypt and decrypt data. Cryptography is the art of secret writing. It 

enables to store information or transmit it across insecure networks, so that it cannot be read by anyone except the intended 

recipient. Cryptography is the practice of using encryption to conceal text. 

Visual Information system significantly enlarges the applications scope of information systems and typically deals with the 

general purpose multimedia operating system that is supported by multimedia hardware and high bandwidth network. Visual 

information system involves variety of facilities for efficient visual information presentation and visualization. This system 

actually provides inter related visual and multimedia information to support the operations, management and decision making 

functions in an organization. These are text oriented which provides reports, decision-making information and documents for 

all levels of hierarchy in the organization. With the increase in multimedia platforms, visual information has become more 

available. In recent years, there has been a rapid growth of information technology for human to communication on the 

Internet. Since Internet is public, with the advancement of information technology, communication through internet has 

increased rapidly. As internet can be accessed by everyone and anyone can easily access the information and transmit it 

without any protection there is possibility of grabbing the information as it became secondary data. So in order to avoid 

hacking of sensitive information, it should be encrypted before transmission. In order to protect the information Diffie and 

Helman (D-H) proposed a key agreement scheme that is implemented when two parties agree on a common session key. This 

key agreement also helps in improving the reusable process. This method is used to compute a common image for encryption 

and decryption with two parties (Chao-Wen Chan and Yi-Da Wu, 2008). The D-H algorithm does not encrypt data or make a 

digital signature. This is exclusively used for the generation of shred secrets. The DH key agreement can be split into three 

parts; they are parameter generation that generates non secret public value and is expensive process, next is phase1generatres 

two key exchange values for the parties and phase2 is the originator and recipient that computes the functions in the given 

image. DH key agreement has a nice property that it is not sensitive to off-line attacks but it is sensitive to man-in-the-middle 

attacks. In Diffie and Hellman (D-H) key agreement method both the secret and symmetry key are represented in binary 

image. It is simple and easy to be implemented especially for shadow images. Thus, it can be applied in many electronic 

business applications. There after Naor and Shamir proposed a methodology named visual secret sharing that provides 

secrecy to the information and avoids illegal activities; this process is called as Visual Cryptography. This process provides 

secrecy by partitioning the secret digital image into several shadow images that are recovered by the human visual system by 

piling all those images together. Hence it can be stated that in order to safeguard the images visual cryptography and DH key 

agreement are used where the images are split into shadow images and sent which then will be combines and viewed by the 

human visual system. It is secured by encryption and decryption of images with a key to be presented. 

Encryption 

Encryption has long been used by militaries and governments to facilitate secret communication. It is now commonly used in 

protecting information within many kinds of civilian systems. For example, the Computer Security Institute reported that in 



IJRIT International Journal Of Research In Information Technology, Volume 3, Issue 8, August 2015, Pg. 116-123 

Ravi Kumar Goel, IJRIT-118 

 

2007, 71% of companies surveyed utilized encryption for some of their data in transit, and 53% utilized encryption for some 

of their data in storage. Encryption can be used to protect data "at rest", such as files on computers and storage devices (e.g. 

USB flash drives). In recent years there have been numerous reports of confidential data such as customers' personal records 

being exposed through loss or theft of laptops or backup drives. 

 

Decryption        
Decryption is the reverse process. The process of decoding or transforming an encrypted message or data (ciphertext) back to 

its readable and original form (plaintext) is called decryption. In other words, decryption helps us reveal the original message 

from the secret message. 

Cryptanalysis  

Cryptanalysis is the study of methods for obtaining the meaning of encrypted information without access to the secret 

information which is normally required to do so. Typically, this involves finding the secret key. In non-technical language, 

this is the practice of trying to break any ciphertext message to obtain the original message called plaintext. The person who 

attempts to break the security is called the cryptanalyst. 

Visual Cryptography 

Visual Cryptography is a graphical form of information concealing. It can be seen as a cryptographic primitive, since it offers 

methods and technologies for building more complex information security systems. The techniques of visual cryptography 

are inspired from the general secret sharing schemes as presented by Adi Shamir and G.R. Blakley. The main difference 

between the visual and the general secret sharing schemes is that for the first ones the secret will be visually reconstructed in 

the decryption phase. 

In its simplest scenario, a visual cryptography scheme involves a dealer and two participants to the scheme. The dealer 

chooses a secret message that can be written text, a picture, a scheme, a spreadsheet calculation etc. and splits it in two 

“shadow images” called shares. Every participant to the scheme will receive a separate share printed onto a transparency. In 

the decryption process, the participants only have to carefully superimpose their shares and the secret will be visually 

revealed. Such a scheme will be called a two–out–of–two visual cryptography scheme. 

Novelty contributions are provided in implementing general k–out–of–n visual cryptography schemes. In such schemes the 

secret information can be reconstructed if and only if a minimum of k participants in a set of n participants will superimpose 

the shares they own. An adversary analyzing less then k shares can obtain no information (from the theory of information 

point of view) considering the secret message, no matter her computing power and analysis method used.  

Hierarchical visual cryptography schemes based on access structures and graph theory are also considered. In this type of 

visual cryptography schemes, some definite sets of qualified participants from a general set P of participants can be chosen. 

The qualified subsets are the only ones that can reconstruct the secret information.   
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Secret Sharing Cryptography 

In cryptography, secret sharing refers to any method for distributing a secret among a group of participants. Each of the 

participants is allocated a share of the entire secret. When the shares are combined together only then the secret could be 

reconstructed; individual shares are of no use on their own. 

Only when specific conditions are fulfilled the secret is opened. Each of the n participants is given a number of share, and 

any group of “t” (threshold) or more shares together could open the secret whereas no group having less than t shares can. 

A secured SSS(Secret Sharing Scheme) distributes shares so that anyone having lesser than t shares has no more information 

about the secret than someone having 0 shares. Consider the naive secret sharing scheme in which the secret phrase 

"password" is divided into the shares "pa------," "--ss----," "----wo--," and "------rd,". The password consists of eight letters is 

the only information known by a person having 0 shares. He/she would have to guess the password from the available 268 = 

208 billion possible combinations. However, a person with only one shares, would have to guess just the six letters from the 

available 266 = 308 million combinations. Thus this system is not a secure secret sharing scheme, because a person with less 

than “t” shares can gain significant information about the contents of the secret. In a secure scheme, even a person missing 

only one share should still face all the available 268 = 208 billion combinations. 

Adi Shamir and George Blakley both in 1979 independently invented secret sharing. 

Proactive Verifiable Secret Sharing Schemes 

The concept of proactive security was introduced in and applied to the secret sharing setting in. Basically the idea is that, if 

the shares held by the participants stay the same for all the lifetime of the system, then an adversary can eventually corrupt a 

sufficient number of participants to learn the secret. On the other hand, if time is divided into periods, and at the beginning of 

each period the stored shares change (while the shared secret stays the same), then the adversary probably does not have 

enough time to corrupt the necessary number of participants. Moreover, the shares he learns during period p are useless 

during period p + i, for i = 1, 2. ... So, he has to start a new attack from scratch during each time period.  

Masking 

We are suggesting a whole new concept, simple masking (ANDing) technique. It is used for segment generation and all the 

segments contain partial secret information and reconstruction is done by simply ORing the predefined minimal set of 

segments. 

The success of the scheme depends upon the mask generation. A step wise algorithm would be suggested for such mask 

design for any (k, n) scheme where n numbers of masks are designed to generate n different segments and any k segments on 

ORing reconstruct the original secret. 

Visual Cryptography In Biometric  
Visual Cryptography is very useful to secure a biometric (science of establishing the identity of an individual based on 

physical or behavioral traits such as face, fingerprints, iris, gait, and voice) database template. A biometric authentication 
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system operates by acquiring raw biometric data from a subject (e.g., face image), extracting a feature set from the data (e.g., 

Eigen-coefficients), and comparing the feature set against the templates stored in a database in order to identify the subject or 

to verify for a claimed identity. The template of a person in the database is generated during enrollment and is often stored 

along with the original raw data. This has heightened the need to accord privacy to the subject by adequately protecting the 

contents of the database. For securing the privacy of an individual enrolled in a biometric database, Davida .and Ratha, 

Proposed storing a transformed biometric template instead of the original biometric template in the database. This was 

referred as a private template or a cancelable biometric. Newton. and Gross, introduced a face de-identification algorithm that 

minimized the chances of performing automatic face recognition while preserving details of the face such as expression, 

gender, and age. Bitouk proposed a face swapping technique which protected the identity of a face image by automatically 

substituting it with replacements taken from a large library of public face images. However, in the case of face swapping and 

aggressive de-identification, the original face image can be lost. Recently, Moskovich and Osadchy proposed a method to 

perform secure face identification by representing a private face image with indexed facial components extracted from a 

public face database.  During the enrollment process, the private biometric data is sent to a trusted third-party entity. Once the 

trusted party receives it, the biometric data is decomposed into two images (shares) and the original data is discarded. The 

decomposed components are then transmitted and stored in two different database servers such that the identity of the private 

data is not revealed to either server. 

2. RELATED WORK 

S.K. AND R.K. Sharma [1] presents the method of recursive information hiding of secret images by random grids, which 

hides the additional secret information in the shares of the larger secret in a recursive manner. The proposed method increases 

the information conveyed per bit of shares to nearly 100%, and has the size of each share same as that of the original secret  

image without any expansion. The smaller size of the shares makes their further processing such as storage and distribution 

more efficient.  

Carlo Blundo, Stelvio Cimato and Alfredo De Santis [2] In this paper we consider visual cryptography schemes satisfying 

the model introduced by Tzeng and Hu. In such a model the recovered secret image can be darker or lighter than the 

background. We prove a lower bound on the pixel expansion of the scheme and, for (2, n)-threshold visual cryptography 

schemes, we provide schemes achieving the bound. Our schemes improve on the ones proposed by Tzeng and Hu.  

Min Wu, Member, Bede Liu [3] studies the issues of hiding multiple bits through a comparison of various modulations and 

multiplexing techniques. Finally, the nonstationary nature of visual signals leads to highly uneven distribution of embedding 

capacity and causes difficulty in data hiding. We propose an adaptive solution switching between using constant embedding 

rate with shuffling and using variable embedding rate with embedded control bits. We verify the effectiveness of our 

proposed solutions through analysis and simulation. And Part II [1] will apply these solutions to specific design problems for 

embedding data in grayscale and color images and video.  

Duo Jin, Wei-Qi Yan, Mohan S. Kankanhalli [4] developed a novel technique which enables visual cryptography of color 

as well as grayscale images. With the use of halftoning and a novel microblock encoding scheme, the technique has a unique 

flexibility which allows a single encryption of a color image but allows three types of decryptions on the same ciphertext. 
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The three different types of decryptions allow for the recovery of the image of varying qualities. The physical transparency 

stacking type of decryption allows for the recovery of the traditional visual cryptography quality image. An enhanced 

stacking technique allows for the decryption into a halftone quality image. And finally, a computation based decryption 

scheme makes the perfect recovery of the original image possible. Based on this basic scheme, we have then established a 

progressive mechanism to share color images at multiple resolutions. We extract shares from each resolution layer to 

construct a hierarchical structure; the images of different resolutions can then be restored by stacking the different shared 

images together. Thus, our technique allows for flexible decryption. We have implemented our technique and present results. 

Zhi Zhou, Member, Gonzalo R. Arce, Fellow, and Giovanni Di Crescenzo [5] gives a novel technique named halftone 

visual cryptography is proposed to achieve visual cryptography via halftoning. Based on the blue-noise dithering principles, 

the proposed method utilizes the void and cluster algorithm to encode a secret binary image into halftone shares (images) 

carrying significant visual information. The simulation shows that the visual quality of the obtained halftone shares is 

observably better than that attained by any available visual cryptography method known to date.  

Mizuho Nakajima and Yasushi Yamaguchi [6] presents a system which takes three pictures as an input and generates two 

images which correspond to two of the three input pictures. The third picture is reconstructed by printing the two output 

images onto transparencies and stacking them together. While the previous researches basically handle only binary images, 

this paper establishes the extended visual cryptography scheme suitable for natural images. Generally, visual cryptography 

suffers from the deterioration of the image quality. This paper also describes the method to improve the quality of the output 

images. The trade-off between the image quality and the security are discussed and assessed by observing the actual results of 

this method. Furthermore, the optimization of the image quality is discussed.  

3. PROBLEM FORMULATION 

The secure and effective protections of sensitive information are primary concern in commercial, research and military 

systems. Today secret data is transferred over internet for various commercial purposes. Therefore ensuring data is not being 

tampered is also very important. 

Assume that a gray image with 256 colors constitute a secret to be hidden. Each color can be represented as an 8-bit binary 

vector. The main idea is to expand each colored pixel into m sub pixels and embed them into n shares. This scheme uses m=9 

as an expansion factor. The resulting structure of a pixel can be represented by an nx9 Boolean matrix S= [Sij] where (1≤ i ≤ 

n, 1≤ j≤ 9) and Sij =1, if and only if, the jth sub pixel in the ith share has a non-white color. To recover the color of the 

original secret pixel, an “XOR” operation on the stacked rows of the n shares is performed. 

This approach uses meaningful shares (cover images) to hide the coloured secret image and the recovery process is lossless. 

The scheme defines a new stacking operation (XOR) and requires a sequence of random bits to be generated for each pixel. 

This scheme can be generalized to an n out of n approach. 

4. Proposed Algorithm 
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The construction can be described by a collection of 2x9 matrices C. If a pixel with color k= (k1k2…k8)2 needs to be shared, 

a dealer randomly picks an integer r between 1 and 9 inclusively as well as one matrix in C. The construction is considered 

valid if the following conditions are satisfied: 

ki = S1 j  S2 j                                                       (1) 

Where ki = S1 j  S2 j and j= i  if i<r 

                                                 i+1 if   i>r} 

The number of 1’s in the first row of S must exceed the number of 0’s by one. 

Steps of the Algorithm 

 Take a colored secret image IHL of size HxL and choose any two arbitrary cover images O 1
HL and  O 2HL of size HxL 

 Scan through IHL and convert each pixel Iij to an 8-bits binary string denoted as k=  (k1k2…k8)2 

 Select a random integer rp, where 1 ≤ rp≤ 9 for each pixel Iij 

 According to rp and k for each pixel, construct S to satisfy equation (1) 

 Scan through O1 and for each pixel of color k1 p, arrange the row “i” in S as a 3x3 same for O2 and construct B2
p. 

The resulting blocks B1
p and B2

p are the subpixels of the pth pixel after the expansion 

 After processing block B1p and fill the subpixels valued “1” with the color k 1
p 

 Do the all the pixels in IHL, two camouflage colored images O1’ and O2’ are generated. In order to losselessly 

recover IHL, both O1’ and O2’ as well as a sequence of random bits R= {r1, r2… r |I|} are needed. 

 This process is repeated for all pixels in IHL to construct both camouflage images O1’ and O2’. 
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