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Abstract—Wireless local area networks (WLANs) have proliferated as enterprises seek to realize the business efficiencies associated with 
wireless mobility. In today’s world with diverse technologies getting introduced daily and the increasing complexities being introduced 
therein, has resulted in a situation wherein the Technical support staff in various organizations are challenged in terms of the availability of 
integrated troubleshooting and diagnostics solutions. An integrated troubleshooting and diagnostics solutions, will help the Technical Staff 
provide better support and turn around time. 
    While the costs of deploying WLAN solutions has declined, the operational expenses associated with maintaining and managing WLAN 
infrastructure continues to rise. As more enterprise applications are added and a greater proportion of the workforce migrates to wireless, 
the cost of troubleshooting and fixing wireless network connectivity and performance issues increases. The ability to effectively analyze and 
respond to wireless problems is critical to ensure you maximize the Return-On-Investment (ROI) of your WLAN solution.The diversity of 
technologies and the aspect of end-to-end troubleshooting and diagnostics, is a complex problem which needs to be addressed. 
    Centralized troubleshooting is an effective approach to WLAN performance management . An integrated network trouble shooting and 
diagnostics framework will be developed, to address the above challenges. Centralized troubleshooting system uses a network of Access 
Points (APs) or dedicated RF sensors that continuously monitor the airwaves – intelligently scanning different frequencies over time and 
space to detect WLAN performance problems and policy violations. The net result is, organizations can maximize the availability of their 
WLAN while simultaneously reducing operational expenses. 
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I.  INTRODUCTION  

IN today’s world, employees want to bring their own Wi-Fi enabled smart devices into the workplace, and businesses have 

much to gain by embracing this bring-your own device (BYOD) trend. While surveys show that most organizations are already 
moving in this direction, many have yet to fully understand much less address the multitude of impacts that BYODs are having on 
enterprise WLAN performance, security and compliance. In this, we show how factoring smart devices – including BYODs – into the 
full WLAN lifecycle can fill this gap, avoiding costly problems and simplifying trouble resolution. WLAN Troubleshooting and 
Diagnostics solution plays an instrumental role by enabling detection, planning, compliance monitoring and troubleshooting of all smart 
devices, helping IT bring BYODs into the fold.[4]  

Like personal computers in the 1980s and the Internet in the 1990s, wireless local-area networks (WLANs) are proving to be 
the next major evolution of technology for businesses. And just as businesses were forced to adopt and provide necessary security 
to keep up with the users of the preceding technologies, WLANs introduce new security concerns while offering similar 
productivity boosting opportunities. However, the benefits far outweigh the risks when appropriate actions are taken to minimize 
those risks.  

The adoption of personal computers in the 1980s led to the creation of local-area networks that laid the initial roads to allow 
communication to flow like automobiles through a city. A decade later the Internet created the highways that efficiently connects 
each locality to the other. Today, wireless LANs introduce the concept of complete mobility provided by air travel; 
communication is no longer limited to the infrastructure of wires. This provides new opportunities and challenges.  

Wireless local area networks (WLANs) have proliferated as enterprises seek to realize the business efficiencies associated 
with wireless mobility. While the costs of deploying WLAN solutions has declined, the operational expenses associated with 
maintaining and managing WLAN infrastructure continues to rise. 
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As more enterprise applications are added and a greater proportion of the workforce migrates to wireless, the cost of 
troubleshooting and fixing wireless network connectivity and performance issues increases. The ability to effectively analyze and 
respond to wireless problems is critical to ensure you maximize the return-on-investment (ROI) of your WLAN solution. 
Centralized troubleshooting is an effective approach to WLAN performance management and is the subject of this project.[1] 
 

II.  RELATED INFORMATION 
  

A. What is WiFi ?  
Wi-Fi stands for Wireless Fidelity. Computers can be equipped with Wi-Fi adapters (which are available as internally-mounted 

cards, cards that fit in lap-top PCMCIA slots, or external devices attached via USB ports). WiFi adapters are fairly inexpensive. The 
adapters seek out signals broadcast by devices called Access Points (APs) that in turn are typically connected to the existing 
wired network. This gives Wi-Fi devices access to the same resources that devices connected to the wired network have. 
Although it is less common, Wi-Fi devices can also communicate directly (one-to-one) with each other. Wi-Fi devices employ 
several different technical standards grouped together and referred to as the IEEE 802.11 specification in order to communicate 
with an AP.[2] 
 
B. How WLANs communicate?  

As a client brings up its wireless connection, it must find an Access Point (AP) that is reachable and that will approve its 
membership. The client must negotiate its membership and security measures in the following sequence: 
1. Use an SSID that matches the AP. 
2. Authenticate with the AP. 
3. Use a packet encryption method (data privacy) (optional). 
4. Use a packet authentication method (data integrity) (optional). 
5. Build an association with the AP. 
 
C. Remote Sensors & Server Appliances?  

A wireless sensor network (WSN) (sometimes called a wireless sensor and actor network (WSAN)) are spatially distributed 
autonomous HYPERLINK  "https///en.wikipedia.org/wiki/Sensor" sensors to monitor physical or environmental conditions, such as 
sound, temperature, pressure, etc. and to cooperatively pass their data through the network to a main location. The more modern 
networks are bi-directional, also enabling control of sensor activity. The development of wireless sensor networks was motivated by 
military applications such as battlefield surveillance; today such networks are used in many industrial and consumer applications, 
such as industrial process monitoring and control, machine health monitoring, and so on. 
 
D. WLAN Performance Challenges 

WLAN  networks  use  a  shared,  license-free,  Radio Frequency (RF) medium for communications. The operational 
challenges of running a wireless network are unique and different from wired networks. 

 
i. Coverage and Capacity 
 
WLANs typically consist of Access Points (APs), which are distributed across the enterprise. RF signal strength wanes as the 
distance from the transmitting source increases and indoor RF propagation is strongly affected by obstacles and building 
characteristics which impact signal scattering and multipath propagation. Indoor RF propagation is strongly affected by scattering 
and multipath in the environment, which in turn depends on the obstacles and building characteristics. As a result, careful site 
survey and planning is needed to optimize the placement of APs to assure robust coverage where needed. 
 
Sometimes, despite good signal strength, users experience reduced throughput from the Wlan. This often happens when other 
users are consuming a disproportionate amount of shared bandwidth or when the AP is overloaded. One slow connection can 
bring down the whole network. This often happens when a user on the periphery of an AP’s coverage (operating at lower data 
rates) is utilizing the network excessively. Since Wlans use a fair channel sharing algorithm, a slow user gets access to the 
channel as frequently as a fast user. The situation is similar to a fast car being stuck behind a slow truck on a single lane highway. 
Another common performance bottleneck is excessive clients connected to a single AP. 
 
ii. Noise & Interference 
 
The RF medium used by WLANs has ambient thermal noise as well as interference introduced by other devices radiating energy in the 
same frequencies being used by the Wlan. Wlans operate in the Industrial, Medical and Scientific (ISM) license free band (2.4 ghz and 5 
ghz), a frequency range shared by other wireless protocols and devices such as bluetooth, cordless phones, microwave ovens, wireless 
cameras, etc. excessive noise and interference will increase the packet error rate in the Wlan leading to reduced wireless throughput and 
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potential loss of connectivity. 
 
Since RF interference is hard to “see” and quantify without sophisticated spectrum analyzers and other costly RF equipment, Wlan 
operators may be unaware of the potential sources of wireless performance degradation within their coverage area. Many interference 
sources are transient and only detected intermittently, exacerbating the complexity of wireless troubleshooting. For example, a 
microwave oven in the office might be on during lunch break, seriously degrading the Wlan in its vicinity during mid-day. 
 
iii. Connectivity Problems 
 
Even with proper coverage and reduced interference levels, enterprise it organizations often receives support calls associated with 
wireless connectivity issues. For example, the Wlan could be healthy but a user may have a wrong security key, a bad wireless driver, 
wireless supplicant issues or other tools preventing wireless connections. alternatively, the user’s client might be fine, but the AP could 
be misconfigured, an antenna might have fallen off or the AP may have a hardware problem. Sometimes a wireless connectivity 
problem may not even be a wireless access issue – the problem may be on the wired side of the network (a bad gateway for example). 
Having to rule out coverage, capacity, noise and interference problems is daunting enough, not to mention user error, device/software 
misconfigurations and wired network issues. 
 
iv. Roaming Issues 
 
Another common problem affecting mobile wireless clients is roaming. This particularly impacts Voice over Wlan (VoWlan) 
clients whose performance is contingent on stringent jitter and latency requirements. When a mobile client roams, it may have to 
switch its AP connection. roaming between APs efficiently and securely is a challenging requirement. troubleshooting roaming 
problems is even more challenging. A static connection between a client and a fixed AP can be analyzed with a laptop analyzer. 
however, a mobile client associating with several APs makes laptop based analysis cumbersome. a distributed monitoring system 
can automatically lock onto a mobile client and provide a centralized, consolidated view of its behavior as the client roams, 
significantly simplifying troubleshooting. 
 

III.  EXISTING AND PROPOSED SYSTEMS 
 
A.  Existing System  

The operational cost of a WLAN increases significantly as performance problems increase. Unlike wired networks, where 
reliability of the communication medium is not as significant a problem and the availability of centralized tools results in quick 
turnaround of networking trouble tickets, enterprise it often struggles with effective resolution of wireless network problems.  

When a user calls a help desk complaining about the lack of wireless connectivity, the inability of the support staff to 
immediate look at the RF medium and analyze wireless traffic around the user often results in inadequate problem resolution or 
necessitates the presence of a field technician with a laptop wireless analyzer to further investigate the problem.  

This method leads to increased cost and longer resolution times for wireless trouble tickets, not to mention decreased 
productivity in the interim. Often, when a field technician shows up on site, the problem might not even manifest itself, especially 
if the root cause is a transient noise source. The ability to remotely troubleshoot and resolve Wlan performance problems, in real-
time, with access to historical data for perspective, is crucial for maximizing the availability, performance, and ROI of your Wlan 
infrastructure. 
 
B. Centralized Troubleshooting appliance (Proposed System)  
 
Centralized troubleshooting is an effective approach to WLAN performance management[3] . An integrated network 
troubleshooting and diagnostics framework will be developed, to address the above challenges. Centralized troubleshooting 
system uses a network of access Points (APs) or dedicated RF sensors that continuously monitor the airwaves – intelligently 
scanning different frequencies over time and space to detect WLAN performance problems and policy violations. The net result 
is, organizations can maximize the availability of their WLAN while simultaneously reducing operational expenses. 
 
The Centralized troubleshooting system uses a network of access points (APs) or dedicated RF sensors that continuously monitor 
the airwaves – intelligently scanning different frequencies over time and space to detect WLAN performance problems and 
policy violations. the remote APs or sensors serve as the “eyes and ears” of the WLAN, observing network behavior 24x7 and 
allowing administrators to “look into” a wireless issue from any location with network access. APs with special firmware 
allowing “promiscuous mode” packet visibility are used as dedicated sensors. Promiscuous mode allows sensors to listen to all 
the packets received by an antenna. 
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The sensors use an intelligent channel-scanning algorithm to detect Wlan traffic and interference sources across the RF spectrum. 
the sensors locally analyze the received packets, collect vital statistics and events of interest and use an efficient application 
Programming interface (API) to communicate over a secure link to the centralized appliance. sensor software can be enabled on 
dedicated radios available in the Motorola WLAN infrastructure – a dual-radio Motorola AP can have AP functions enabled on 
one radio and 24x7 sensing enabled on the second radio. alternatively, sensor only functions can be enabled on a dedicated device 
and the system can be overlayed on any WLAN infrastructure to provide vendor agnostic WLAN performance monitoring and 
troubleshooting. 
 
The appliance correlates events and statistics from the sensors and provides a centralized data repository. the appliance also 
allows the system to be administered and managed from a central point. Performance policies can be specified on the appliance 
and various WLAN performance reports can be automatically generated and archived by the appliance. 

Wireless local area networks (WLANs) have proliferated as enterprises seek to realize the business efficiencies associated with 
wireless mobility. While the costs of deploying WLAN solutions has declined, the operational expenses associated with 
maintaining and managing WLAN infrastructure continues to rise. 

As more enterprise applications are added and a greater proportion of the workforce migrates to wireless, the cost of 
troubleshooting and fixing wireless network connectivity and performance issues increases. The ability to effectively analyze and 
respond to wireless problems is critical to ensure you maximize the return-on-investment (ROI) of your WLAN solution. 
Centralized troubleshooting is an effective approach to WLAN performance management and is the subject of this project. 
 
i. Client Connectivity Troubleshooting:  
 
Client connectivity problems can be caused by a variety of issues, many of which are not related to the wireless network. unfortunately, 
the wireless network often gets faulted for connectivity problems experienced by mobile users. the wireless network support staff is then 
required to devote time troubleshooting issues which may not be a wireless problem. 
 
The Client Connectivity troubleshooting Wizard is designed to assist tier-1 helpdesk personnel, with limited wireless networking 
expertise, to easily identify a connectivity problem. this allows them to either resolve it or escalate it to the appropriate it support staff. 
the Client Connectivity troubleshooting Wizard’s sophisticated analysis engine quickly identifies device level problems, wireless 
network health, wireless network availability, wireless network or client configuration and wired network connectivity issues. 
 
ii. Access Point Troubleshooting (AP): 
 
Connectivity testing Wireless applications rely on the configuration of both wireless and wired network elements to function 
correctly. A simple change to the wired network could render wireless applications inoperable. Troubleshooting can be 
cumbersome and time-consuming since network administrators cannot connect to the wireless network to perform the tests 
required to identify where the problem occurred. The AP Connectivity testing Module addresses these issues by allowing the 
remote testing of network connectivity from the perspective of a wireless station. by utilizing the radio of the wireless sensor to 
simulate a wireless client station, true end-to-end network testing can verify all aspects of the wireless application’s datapath. 
Connectivity tests can be customized to verify the specific wireless configuration, wired network configuration and application 
server availability. These tests can be configured to run automatically on a pre-configured schedule (or on demand as needed) to 
proactively identify and notify configuration changes which impact wireless applications. 
 
Once an AP is chosen for testing, configuration data such as security keys, SSID, IP address settings is obtained via a user input 
or a pre-configured profile from the appliance. a sensor is chosen for the test. this is typically the sensor closest to the AP with the 
best received signal strength. Other sensors in range can also be used. the sensor is then locked on the AP’s operating channel and 
several layer 2 wireless tests and layer 3 wired network tests are performed. 
 
iii.  Spectrum Analysis 
 
The spectrum analysis module, the industry’s first software only solution, can remotely view the physical layer of an enterprise 
WLAN using distributed sensors without requiring any additional specialized hardware. With the spectrum analysis Module, 
network administrators can identify and classify possible sources of interference in the 2.4 and 5 ghz WLAN frequency bands. 
 
Sources of interference could include microwave ovens, bluetooth devices, frequency hopping phones and wireless cameras. 
using the spectrum analysis tool, you can view the impact of WLAN interference sources without sending a technician with 
expensive hardware to a remote location. 
 
The spectrum analysis Module can work silently in the background, periodically scanning WLAN bands for sources of 
interference. If interference is detected, performance alarms are generated. in addition to background scanning, the spectrum 
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analysis tool can be used in real-time to remotely analyze the WLAN spectrum at any deployed location. The tool plots a 
spectrogram in the 2.4 and 5 gh z bands and reports the observed power level in a given time-frequency bin. 
 
Spectrograms are routinely used to analyze the wireless spectrum and determine how much energy is present on a given radio 
frequency at any instant. Wireless devices using different physical layer protocols often have unique spectral signatures that can 
be used to identify them. 
 

IV. EXPERIMENTAL RESULT   
Troubleshooting is a form of problem solving, often applied to repair failed products or processes. 
 

Steps in troubleshooting: 
- Isolate the problem 
- Categorize the problem 
- Apply decision rules( Diagnostics ) 

WLAN APs and WLAN Sensors will be used for troubleshooting. 
All the modules collectively work towards achieving the goal of : 

- Maximize the Return-On-Investment (ROI) 
- Maintain and Manage WLAN Infrastructure 
- Maximize WLAN Performance 
- Troubleshooting and Diagnostics should be performed 

 Troubleshooting a WLAN environment consists of three (3) components : 
2. Check the mobile device for any connectivity, hardware faults. The mobile devices are usually of the client. Check the access 
point (AP) for any connectivity, hardware faults. 
3. Check the radio spectrum in which the access point is using to communicate for any problems such as noise, interference. 
 
The steps involved in troubleshooting : 
1. First check if the mobile device is able to reach the access point (AP). 
2. If it is able to reach to access point AP then run a Speed Test. 
3. If ‘Speed Test’ shows low bandwidth, check the access point for any faults. 

a) Troubleshoot the access point for device driver fault 
b) Troubleshoot the access point for heavily loaded access point 

4. If the mobile device is not able to connect to the access point; 
5. Then check for hardware problems on mobile device. 

a) It can be bad device driver 
b) Incompatible driver 
c) A driver that needs to updated 

6. If everything is fine, then we need to check the RF spectrum i.e troubleshoot the RF. 
a) Check for noise 
b) Check for interference 

 
V.  CONCLUSION  

Managing large distributed Wlans poses unique challenges. unlike wired networks, Wlans have to operate in a shared wireless 
medium that is constantly changing typically, when a user reports connectivity problems, an on-site technician armed with a 
wireless laptop based network analyzer is sent on site to capture wireless traffic and analyze the root cause of the issue. this 
method is costly and time consuming. as a growing number of organizations look to use wireless lans for more demanding 
applications like voice or video, administrators are realizing that managing the performance of wireless networks has become 
crucial to improving business operations because of the transient nature of wireless, network administrators often struggle with 
effective resolution of wireless network problems. 
 
The airdefense network assurance suite offers a unique set of tools for vendor agnostic, remote Wlan performance management 
and troubleshooting. the system features powerful real-time tools to capture and analyze 802.11 frames, detect and classify non-
802.11 sources of interference, monitor performance policy violations and remotely debug client and AP connectivity issues. the 
system also maintains minute-by-minute granular information for all monitored devices and facilitates reporting and historical 
troubleshooting of complex and intermittent problems. the solution proactively optimizes wireless lan performance as well as 
ensure network reliability and offers unmatched remote troubleshooting and network monitoring capabilities. the net result is, 
organizations can maximize the availability of their WLAN while simultaneously reducing operational expenses. 
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