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Abstract:  

Authentication is the first step in information security. It requires the user to memorize their password and remember 

at login time. textual passwords are the most traditional schemes that are used for providing security, but textual 

passwords are vulnerable to dictionary attacks, shoulder surfing. Graphical password schemes overcome the 

shortcomings of textual passwords, but they were vulnerable to shoulder surfing attacks. to solve and overcome this 

problem, text and images are combined to generate passwords for providing higher security for password. A new 

technique called session password is introduced on the combination of text and images to solve the problem of security. 

Session password can be used every time the password is created for authentication. Two techniques are used to 

generate session password which overcomes the attacks like shoulder surfing, dictionary attacks. 
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INTRODUCTION  

Recently there has been a great emphasis to provide more security for passwords. The 21st century is the more advancing 

age of internet and related contents, highly exposing data which innovated before a minute or say as to some seconds. 

The most traditional method for authentication is textual Password. Users first choice for authentication is textual 

passwords. Mostly users choose short and simple password so that they can be easily memorized and can be recalled at 

the login-time. In common it has been surveyed that an average users has to memories at least 3 passwords. again in 

addition to this the user has to remember password for banking, e-commerce, social networking sites and also email 

accounts. Short and simple textual passwords are easy to remember, but can be easily hacked while random and lengthy 

passwords are secured but hard to remember. to overcome this problem graphical authentication schemes were proposed. 

But this schemes had many problem like they were easily prone to shoulder surfing attacks. Many others authentication 

schemes were proposed to overcome the shoulder surfing attacks but they had many drawbacks like they take more time 

to login, usability. In this paper there are two authentication schemes that are designed to provide more security than that 

of textual passwords and graphical passwords. The user is authenticated using session password. Session password are 

the password that is provided to authenticate the user for a session. Session passwords are used only once. Every time the 

users enters a session he has to input different password. once the session is over that password becomes is of no use for 

next session and the current session gets terminated. Session password provide more security as every time the session 

start a new password is created and they are not prone to dictionary attacks ,brute force attacks and shoulder surfing 

attacks. This paper is organized into four sections. The previous section covers the Introduction. Next section describes 

literature review & findings. Section III describes the details of the proposed scheme. Security analysis is included in 

Section IV. 
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     PROBLEM STATEMENT 
 

There are different techniques used for authentication such as textual password, graphical password etc. However they 

have their own disadvantages. Random and lengthy passwords difficult to remember. In this paper , we proposed a two 

level authentication scheme which provide higher security than existing system. Password is generated using text 

password and color rating. This passwords can be used only at that particular instant. As soon as the session expires, the 

password is no longer valid. As such the user, keys in distinct passwords each time the logs into the session. The 

proposed system provides higher security against various attacks. The proposed system using new Authentication 

technique consists of two different techniques textual authentication scheme and color textual authentication scheme. The 

most popular user authentication approach is the text-based password scheme in which a user enters a login name and 

password. Despite of its wide usage, the textual passwords have a number of short comes. The simple and 

straightforward textual passwords are easy to remember, but they are more vulnerable for attackers to break. Whereas the 

complex and arbitrary passwords makes the system more secure, resisting the brute force search and dictionary attacks, 

but the difficulty lies in retaining them [1]. Besides this, textual passwords are liable to the shoulder-sur_ng, hidden 

cameras, and spyware attacks. Consequently, graphical password strategies have been introduced as a substitute for 

textual passwords schemes, as pictures can be easily remembered when compared with words. Furthermore, it is di_cult 

to formulate automated attacks for graphical passwords. Moreover the password space of the graphical password scheme 

may extend that of the textual based password schemes and hence probably providing a higher level of security means 

[2]. On the account of these reasons, there is an intensifying interest in the graphical password methods. However, most 

of the existing graphical password authentication methods suffer from shoulder surfing, a known hazard where an 

intruder can scrutinize the password by recording the authentication session or through direct surveillance. In addition, 

setting up a system that offers the graphical authentication schemes is substantially costlier than the text based password 

methods. Even though some of the graphical password procedures resistant to the shoulder 

 surfing are proposed, yet they have their own downside like usability issues or consuming additional time for user to 

login or having tolerance levels [3]. Based on these various reasons pointed out, session passwords are instigated. Session 

passwords are those that can be used only at that particular instant. As soon as the session expires, the password is no 

longer valid. As such the user, keys in distinct passwords each time he logs into the session.  

GOALS AND OBJECTIVES  

Main objective is to provide security to the confidential files residing in system. Here, any user who needs to the access 

those files has to first get registered by the administrator (admin) of that particular organization. The registered user is 

then allowed to login using session passwords through either of the two authentication techniques that have been 

proposed [4]. Subsequently, the user is allowed for graphical authentication scheme. If the user is ascertained as the 

genuine person then he is given the rights to access the confidential files or else he is regarded as malefactor. 

 

IMPLEMENTATION MODE 

The proposed system uses two modes of authentication namely the Normal mode and the Safe mode. Further the 

proposed system uses Authentication technique consisting of 3 phases: registration phase, login phase and verification 

phase. During registration, user enters his password in first method rates the colors in the second method. During login 

phase, the user has to enter the password based on the interface displayed on the screen. The system verifies the password 

entered by comparing with content of the password generated during registration. 

 

Normal Mode: The Normal mode comprises of the Pair based Authentication scheme and Hybrid Textual Authentication 

scheme. 

Safe Mode: The Safe mode comprises of the Pair based Authentication scheme and the One-Time- Password technique. 

The user can login either through the Normal mode or the Safe mode as per his requirement. During registration user 

submits his password. Minimum length of the password is 8 and it can be called as secret pass. The secret pass should 

contain even number of characters. Session passwords are generated based on this secret pass. During the login phase, 

when the user enters his username an interface consisting of a grid is displayed. The grid is of size 36 x 36 and it consists 

of alphabets and numbers. These are randomly placed on the grid and the interface changes every time. 

User enters the password depending upon the secret pass. User considers his secret pass in terms of pairs. The session 

password consists of alphabets and digits. The first letter in the pair is used to select the row and the second letter is used 

to select the column. The intersection letter is part of the session password. This is repeated for all pairs of secret pass. L 

is the intersection symbol for the pair AN. The password entered by the user is verified by the server to authenticate the 

user. If the password is correct, the user is allowed to enter in to the system. The grid size can be increased to include 

special characters in the password. 
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PROPOSED SYSTEM  

General  

First it will be checked that the user is already registered or not. If yes, then it will go for the step of login, but if user is 

not registered then first he will go through registration and then to the login step. Then at the time of transaction the color 

pairs and grid will be shown and from that the user will enter the session password. This password will be verified at the 

verification phase. If the user wants another session then a new session will be generated and the grid and color pair will 

be shown to the user again. 
 

 
 

Fig. 5 : Working of Proposed system 
 

Hybrid Textual Authentication Scheme 

 
1  During registration, user should rate colors as shown in figure 6. The User should rate colors from 1 to 8 and he can 

remember it as “RLYOBGIP”. Same rating can be given to different colors.  

 
Figure 6 : Rating of colors by the user 

 

During the login phase, when the user enters his username an interface is displayed based on the colors selected by the 

user. The login interface consists of grid of size 8×8. This grid contains digits 1-8 placed randomly in grid cells. The 
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interface also contains strips of colors as shown in figure 7.. The color grid consists of 4 pairs of colors. Each pair of 

color represents the row and the column of the grid. 
 

 
 

Figure 7: Login interface 
 

 

Figure 7 shows the login interface having the color grid and number grid of 8 x 8 having numbers 1 to 8 randomly placed 

in the grid. Depending on the ratings given to colors, we get the session password. As discussed above, the first color of 

every pair in color grid represents row and second represents column of the number grid. The number in the intersection 

of the row and column of the grid is part of the session password. Consider the figure 9 ratings and figure 10 login 

interfaces for demonstration. The first pair has red and yellow colors. The red color rating is 1 and yellow color rating is 

3. So the first letter of session password is 1st row and 3rd column intersecting element i.e 3. The same method is 

followed for other pairs of colors. For figure 10 the password is “ 3573”. Instead of digits, alphabets can be used. For 

every login, both the number grid and the color grid get randomizes so the session password changes for every session. 
 

MATHEMATICAL MODEL 

The system M is mathematically represented as follows : 

M = {∑, δ, O, T} 

Where  ∑ = {C1, C2, C3, C4, C5, C6, C7, C8 } 

 C1 = Red, C2 = Blue, C3 = Green, C4 = Yellow, C5 = Black, C6 = Grey, C7 = Brown,  

C8 = Pink 

(CRi)i=1 to 8  = δ{Cj | 1 ≤ j ≤ 8 and 1 ≤ i ≤ 8} 

;where CRi = Color rating of color Cj 

O = {Display message “Registration successful”, Entry to “Authenticated area”, Display message “Password incorrect”, Display 

message “Contact developer”} 

 

T = {CP,G} 

 ;Where CP = Color Pair 

    G = Grid 

 

G = { } 

;where G = Matrix Array of 8 × 8 

        = values among Color Ratings 

CP = {CP1,CP2,CP3, CP4} 

; where  CP1 = Color Pair 1 

              CP2 = Color Pair 2 

              CP3 = Color Pair 3 

    CP4 = Color Pair 4 

 

   CPi  = x , y 

; where  x,y can be colors from C1,C2,C3,C4,C5,C6, C7, C8 

 

G = {rand (i , j ) | 0 < i < 9 and  0 < j <  9} 

 ; where G = Grid 

 

P2 = {G(i , j )  | where i = CR ( CPi1 ) , j = CR ( CPi2 ) } 
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;where P2 = New password 

 CR = Color Ratings of Color from Color Pair CPi 

ADVANTAGES  

1. Fully Secured System 

2. Easily maintain 

3. High security provided 
 

CONCLUSION 

These techniques generate session passwords and are resistant to dictionary attack, brute force attack and shoulder-

surfing. This technique use grid for session passwords generation. For hybrid textual scheme, ratings should be given to 

colors, based on these ratings and the grid displayed during login, session passwords are generated. However this scheme 

is completely new to the users and the proposed authentication techniques should be verified extensive.  
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