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Abstract 

Today the use of online application increasing so there is need of online security. There are many security primitives are 

present for providing online security. Many of that  security primitives are having mathematical evaluations which are hard to 

solve .So there is need to find the online security other than that. In this paper we are introducing  a new primitive of security 

which is based on hard AI problem. This hard AI problem is in developing state.This primitive is built on top of captcha 

technology we can call it as Captcha as a gRaphical Password(CaRP). In this paper we are introducing the security to data 

stored on cloud. It is type security the data stored by user can be access by only that user by using Captcha as a gRaphical 

Password(CaRP).These security primitive based on hard AI problem is providing security againsts shoulder surfing attack 

online guessing attack, where user is unable to get access even if the password is in his search state. CaRP provides security 

against shoulder surfing attack. The common problem seen image hotspot is handle by CaRP . Captcha is not providing 

security to all online problems but it is providing security to many online practical applications. CaRP is security primitive 

which enhances effectivity and efficiency as concerning  the online security. 

Keywords: Graphical Password, Hotspots, Security Primitive, Password Guessing Attack, 

CaRP, Dictionary Attacks 

1. Introduction 

There are different types of security primitives present. The various security primitives are based on 

different  technologies. The Captcha is a security primitive which is capable to providing the security for 

various online services. In this we used the cryptography.  Cryptography is based on hard mathematical 

problem. The use of hard AI problems for providing security is new and exciting paradigms in area of 

security. Captcha is a security  
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primitive which  differentiate between the human and computer system. It provides security against various 

attacks like shoulder surfing attacks . The captcha is  also protect the online spams and system services to 

be used by unauthorized user. 

In this paper, we have introduce new type of security primitive which is based on captcha as a graphical 

password which  is used for providing the security to files which is uploaded in a database . It can also 

provide the security against online dictionary attacks.  In this primitive we use click image as a grid 

method, Where we provide the image as grid as a password . This is also used for improving the online 

security. This security primitive provide the security for applications also. 

  
     

2. Literature Survey 

In literature survey we studied different papers and from that we concluded with the following results. 

Purely Automated Attacks on PassPoints-Style Graphical Passwords.This paper has introduced and 

evaluated various methods for purely automated attacks against passpoint style.The generation of these 

types of attack is possible due to use of  graph based algorithm for creating the dictionaries which contains 

the patterns of click order. The method used in this paper is not applied to multi image click based 

scheme.The next paper is Revisiting Defenses against Large-Scale Online Password Guessing Attacks. 

PGRP is highly restrictive against brute force and dictionary attacks and it allows large number of free 

failed attempts for legitimate users.It is able to prevent efficiently password guessing attacks. PGRP can 

also be used with remote login services where cookies are not applicable. The  next paper Persuasive 

CuedClick-Points:Design, Implementation, and Evaluation of a Knowledge-Based Authentication 

Mechanism.In this paper it is having integration of the Persuasive Cued Click-Points graphical password 

scheme. Goal of this method  is to support users in selecting passwords of higher security, in the sense of 

being from an expanded effective security space.The next paper The science of guessing: analyzing an 

anonymized corpus of 70 million passwords.In this paper, the method is introduced which is capable to 

provide provide equivalent security against different forms of guessing attack.  

 There are many types of graphical password scheme such as recognition based graphical 

password, Recall based graphical password and Cued-recall based graphical password. Firstly the 

recognition scheme in which the number of faces are presented to user from database for creating a 

password. At the time of authentication a panel of faces are presented to user and user have to make sure 

that  

he is selecting a correct faces during each panel. If user is successful in this then successful login is 

possible. 

 In Recall based scheme, user have to regenerate result without cueing. The Draw A Secret is the 

first Recall based graphical password scheme. The user draws his password on 2D grid then it is encoded 

by system. The another recall based scheme BDAS in which background images are added in DAS to add 

more complexity for password.. 

 The third graphical password scheme is Cued-Recall. In this the external cue is provided  

To user to recognize password and provide password to system. Passpoint, in which user create password 

by sequence of clicks on image and click on same point in sequence during authentication for successful 

login.The second is CCP(Cued Click Points) it is similar to Passpoint only difference is that it uses one 

image per click. 

 

 

 

3. Existing System: 

  
In existing system select the grid on a image as a password but it is difficult to remember and it has many 

limitations. The existing paradigm has achieved just a limited success so overcome this drawback we use 

the image as a grid and develop a new system.  
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 Mathematically, let S be the set of password guesses before any trial, ρ be the password to find, T 

denote a trial whereas Tn denote the n-th trial, and p(T = ρ) be the probability that ρ is tested in trial T. Let 

En be the set of password guesses tested in trials up to (including) Tn. The password guess to be tested in n-

th trial Tn is from set S\En−1, i.e., the relative complement of En−1 in S. If ρ ∈ S, then we have 

 

p (T = ρ|T1 _= ρ, . . . , Tn−1 _= ρ) > p(T = ρ),(1) 

 

 and 

 

En → S 

 

p(T = ρ|T1 _= ρ, . . . , Tn−1 _= ρ) →1 

with n → |S|,                                                 (2) 

where |S| denotes the cardinality of S. From Eq. (2), the password is always found within |S| trials if it is in 

S; otherwise S is exhausted after |S| trials. Each trial determines ,if the tested password guess is the actual 

password or not, and the trial’s result is deterministic. 

 CaRP adopts a completely different approach to counter automatic guessing attacks. It aims at 

realizing the following equation: 

 

p(T = ρ|T1, . . . , Tn−1) = p(T = ρ), ∀n (3) 

 

in an automatic guessing attack. Eq. (3) means that each trial is computationally independent of other trials. 

Specifically, no matter how many trials executed previously, the chance of finding the password in the 

current trial always remains 

the same. That is, a password in S can be found only probabilistically by automatic guessing (including 

brute-force) attacks, in contrast to existing graphical password schemes where a password can be found 

within a fixed number of trials. 

 

4. Proposed System  

In this system a new security primitive is introduced which is based on click image and grid method.In this 

method first we upload the image. Then the which file we want to upload is selected and choose the image 

as grid.This method is able to provide security for file which we want to stored in database.  

 

Recognisation Based CARP: 
 In this there we can find Click Text,C 

lick Animal and Click grid animal method. 

 

1.Click Text: 

 

 

 
A ClickText image with 33 characters. 
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 It is a text based scheme. Its alphabet comprises characters without any visually-confusing 

characters. For example, Letter “O” and digit “0” may cause confusion in CaRP images, and thus one 

character should be excluded from the alphabet. A ClickText 

password is a sequence of characters in the alphabet, e.g., ρ =“AB#9CD87”, which is similar to a text 

password. 

 

2.Click Image: 

 

 

 
Click Image with horses circled 

 

Click image scheme is built on top of captcha zoo. Captcha scheme which uses 3D models of 

horse and dog to generate 2D animals with different textures, colors, lightings and poses, and arranges them 

on a cluttered background. A user clicks all the horses in a challenge image to pass the test. 

 

3.Click grid image: 

 
Click grid image 

 

 The click text method in which user have to type sequence of character in sequential manner as 

they appear so it requires large space as well as time required to this type of primitive is more. The number 

of similar animals is much less than the number of available characters. ClickAnimal has a smaller 

alphabet, and thus a smaller password space, than ClickText. CaRP should have a sufficiently-large 

effective password space to resist human guessing attacks. AnimalGrid’s password space can be increased 

by combining it with a grid-based graphical password, with the grid depending on the size of the selected 

animal. 

 To enter a password, a ClickAnimal image is displayed first.After an animal is selected, an image 

of n × n grid appears, with the grid-cell size equaling the bounding rectangle of the selected animal. Each 

grid-cell is labeled to help users identify. 

4.1 Main modules 

Registration Module: 

Firstly user have to fill the required profile information and set the username and password ,then user have 

to choose the  image on which user going to set a password..Then select the file which we want to upload  
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on to database and simultaneously select the points on a image which is selected as password at the time of 

registration.At that grid(points) file will be stored.  

 

Login Module:                                     

 
After completing the registration process if we want to access the file then we have to login.In login 

process first we have to enter the username and password and  select. Then we have to select the image 

points in same sequence as we we click in registration process. If successful grid(points) selection  is 

successfully performed then the file will be display to user.otherwise user have to try for relogin. 

 

System Architecture:.  

 

 

5.Security Analysis: 

5.1 Automatic Online Guessing Attack: 

 In automatic online guessing attacks, the trial and error process is executed automatically whereas 

dictionaries can be constructed manually. If we ignore negligible probabilities, CaRP with underlying CPA-

secure Captcha has property that Internal object-points on one CaRP image are computationally-

independent of internal object-points on another CaRP image. Particularly, clickable points on one image 

are computationally-independent of clickable points on another image. 

 

5.2 Human Guessing Attack: 

 In human guessing attacks, humans are used to enter passwords in the trial and error process. 

Humans are much slower than computers in mounting guessing attacks. For 8-character passwords, the 

theoretical password space is 338 ≈ 240 for ClickText with an alphabet of 33 characters, 108 ≈ 226 for 

ClickAnimal with an alphabet of 10 animals, and 10 × 467 ≈ 242 for AnimalGrid with the setting as 

ClickAnimal plus 6×6 grids. Human guessing attacks on TextPoints require a much longer time than those 

on ClickText since TextPoints has a much larger password space. Just like any password. 

 

5.3 Relay Attack: 

 The task to perform and the image used in CaRP are very different from those used to solve a 

Captcha challenge. This noticeable difference makes it hard for a person to mistakenly help test a password 

guess by attempting to solve a Captcha challenge. Therefore it would be unlikely to get a large number of 

unwitting people to mount human guessing attacks on CaRP. In addition, human input obtained by 

performing a Captcha task on a CaRP image is useless for testing a password guess. 

 

5.4 Shoulder Surfing Attack: 

 Shoulder-surfing attacks are a threat when graphical passwords are entered in a public place such 

as bank ATM machines. CaRP is not robust to shoulder-surfing attacks by itself. However, combined with 

the following dual-view technology, CaRP can thwart shoulder-surfing attacks. When a CaRP image is 

displayed as the “private” image by the dual-view system, a shoulder-surfing attacker can capture user 

clicked points on the screen, but cannot capture the “private” CaRP image that only the user can see. 
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However, the obtained user-clicked points are useless for another login attempt, where a new, 

computationally-independent image will be used and thus the captured points will not represent the correct 

password on the new image anymore. 

6. Conclusions 

We have proposed a new security primitive which is based on hard AI problem .This security primitive is 

able to provide security to online guessing attack. The security primitive  we have introduced is built on top 

of captcha technology ,we can call it as Captcha as a gRaphical Password(CaRP).In this security the user 

can stored the file or data in a particular grid.The grid is selected by user only. One file can be stored on 

multiple grid. This security primitive is able to provide security in such a way that the data or file stored by 

particular user can be access by that user only. This security primitive is an exciting paradigm which is 

enhancing the quality of online security. CaRP is able to reduce the spam emails send from web email 

service .CaRP is providing security to data stored online. This type of security enhances or upgrades the 

online security. Our work with hard AI problem  is one step forward in security for practical applications. 

This primitive is having scope of invention to improve the available security and other online applications 

and storages.  

In this system concept of cryptography has been integrated with captcha for individual user. The 

user want to store data or file in database, for that user need to complete the registration process. The user 

will first give the profile information, it is saved on database, Then user will select the captcha image, and 

select the file to be upload then select grid to which file is to be stored, Then registration is completed. 

When the user wants to access the uploaded file, then user is authenticated by using stored profile 

information, and the captcha image. If login is successful then user will get access to the stored files, If  

login is unsuccessful, then user will not get access to stored file. So file is get secure from unauthorized 

access. 
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