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Abstract 
From the past few decades, cloud is used to store huge amount of data, so management of data over cloud is an 

important issue .So, to manage huge amount of data we have introduced a data deduplication technique that is deleting 

the duplicate copies of files and storing only one instance of attachment. In many applications, the differential 

authorized duplication checking was not supported. Less amount of security was provided. In our work, to solve this 

difficulty and provide more security we are using deduplication technique. Data De-duplication is an attractive 

technique to reduce duplicates. This method is used to delete similar copies of data. The private cloud, where our data 

is stored has only one copy of a particular file. For security purpose we are using the concept of convergent encryption 

technique. In convergent encryption technique a key is generated for every file. Hence we implement a secure 

duplication system.  
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1. Introduction 

Cloud computing is a network of server which uses internet to store, manage or process the data. It also 

enables us to store large amount of data at low costs. Due to this huge amount of data is stored on cloud. 

Many user can simultaneously access and store data. Cloud storage is popular now-a-days due to is high 

computing power. as many files are stored,  there may be even similar files stored repeatedly. Due to this, 

more space we use technique so to mange this space, we use a technique that is data duplication. Data 

deduplication is a technique where duplicate files are checked and they are eliminated so that there will be 

more space to store another files. As cloud storage utilization was to be increased with the help of 

deduplication more space of the cloud can be utilized by deleting similar copies. Security to our file can 

also be obtained as we are using the convergent encryption technique.  

In convergent encryption only one key is generated while uploading a file and each file has a unique key. 

Whenever a user wants to access the file he can access the file through this key. To prevent unauthorized 

access this key plays important role. For the key generation encryption is been used and to get the file we 

use the decryption technique.  
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2. Literature Survey 
In literature survey we studied different papers and from that we concluded with the following results. 

The first paper secure data deduplication provides data security in single storage and distributed storage 

system but encryption keys are generated in consistent manner. The disadvantage of this paper is the same 

cipher text is generated for a particular same file. The next paper data deduplication and analysis there are 

duplicate record in table which increase unnecessary data storage. The disadvantage is handling such type 

of record, the further paper secure enterprise data duplication in cloud provides two-level data 

deduplication framework but this paper has disadvantage that the file cannot be stored on the cloud for 

more amount of time. Due to this disadvantages of  three papers we purposed a private cloud approach for 

secure authorized deduplication. Here the duplication system is provided with security. 

 

3. Proposed System  

In this deduplication system encryption technique is used to encrypt the data. This convergent encryption 

technique provides security and confidentiality. This system provides authorized duplicate check. The 

duplicate check system checks whether there is any duplicate file while user upload. The file checking is 

based on the content of the file. Whenever the file is upload, the hash value of each file is removed using 

the SHA algorithm. When other file is being uploaded it is checked with the other hash values and if they 

are same then message is prompted ”Deduplication occurs”.Hence the following modules are implemented:   

3.1 Main modules: 

User module: 

The user first register and then logins with user name and password. The user can upload file, view the file, 

send key request to the admin, and see the duplicate. 

 

Admin module: 

 

The admin login and checks if there is any duplicate request if it is there it activates and sends to the 

requested key to the user. The admin controls the cloud files. 

 

Secure deduplication module: 

 

When user upload the file the unique key is generated while uploading the file.Hash value is generated of 

each file.The generated key is visible to only admin, now if the same or other user uploads the file with 

same content then he gets the message that deduplication occurs. If the user wants to view this file then he 

request it to the admin to send the key. 

 

Key Generation: 

                      

This module generates the key as it is convergent encryption a single key is generated which is unique for 

each file.This key is used for encryption and decryption. 

 

4. Conclusion 

 In our project the major advantage of increasing the storage on cloud and utilizing the space on cloud is 

achieved. In this project, authorized data deduplication is  proposed to protect the data security by including 

convergent encryption technique. As a proof of concept, we implemented a prototype of our proposed 

authorized duplicate check scheme and conduct test bed experiments on our prototype. We showed that our 

authorized duplicate check scheme incurs minimal overhead compared to convergent encryption and 

network transfer.  
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