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Abstract: Information centric model is a new approach to networking which enables efficient and application independent 

information caching in networks. However, in a transmission network, there exist redundant bytes in packets that are cached at 

content routers hence exhausting bandwidth and occasioning such problems as bandwidth glitches, low throughput, and denial of 

service among others.  The application of bandwidth management techniques such as bandwidth throttling, middle boxes and 

ENDRE still faces issues such as denial of service slow loading, skipping and stuttering experiences and more network processing 

demands.  In this paper, an enhanced redundancy elimination mechanism is proposed that takes into account minimal network 

memory operations leading to optimum bandwidth management and network power consumption reduction.   
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I Introduction 

In the world today, computer networks are playing a central role in work, business, education, entertainment and social life. 

Organizations and individuals are benefiting greatly as computer networks have made communication faster and reliable through 

applications such as emails and video conferencing among others. Nowadays, it is easier to control machines remotely, share 

peripheral devices, data and programs. Therefore it is important to efficiently manage the way data is transmitted over the network 

in order not to overload the available bandwidth. Even though the capacity and speed of the network are constantly increasing and 

its associated costs are declining, this is still not a good reason for users to ignore the additional investments and efforts needed to 

optimize bandwidth management. The amount of data travelling on the network is also still on the rise and therefore, investments in 

bandwidth optimization are ones that can contribute to a reduction in total cost of ownership, specifically in respect to efficiency 

gains and maximized resources. To achieve this benefits, a shift from host to host to receiver driven content retrieval model have 

been proposed an innovative research called information centric model[3][6][7][11][19][20]. 

II. Information Centric Networks 

This is a network that considers pieces of information as first-class entities of a networking architecture, rather than only indirectly 

identifying and manipulating them via a node hosting that information [3].  This paradigm shift is caused by the tremendous growth 

of information on the Internet and the increased demand for data access [19]. Furthermore the current solution such as TCP/IP 

becomes inefficient and subjects to certain problems. For example, to search for a specific content, the piece of information must be 

mapped to a host, and then the DNS translates the host name to the location i.e. IP address. The two-step mapping incurs access 

overhead. IP address also binds to a location so it does not support node and content mobility. Security is another important issue 

since the security mechanism is tightly coupled to the host. Therefore, host becomes a target of many security threats. In addition, 

because the IP router is stateless and does not provide a caching capability, the same request would be made multiple times through 
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the path, and cause an unnecessary bandwidth usage. This has prompted research into shifting Internet architecture from a host-

centric to information centric [7][11][13]. 

 

Figure 1: host- centric design: sharing network resources 

 

 

Figure 2: Information-centric design: content access and distribution 

Information centric model addresses three key issues namely object naming, caching, routing and forwarding.  

Information/content unit in ICM is generally called Named Data Object (NDO) . NDO can be any kind of  digital content such as a 

video, an image, a document, a webpage, etc, or it can represent a real world object. It consists of a location-independent identifier 

(name), data, and possibly a metadata, which describes an NDO. Named Data Objects are designed differently in each Information 

Centric Approach. Depending on the naming schemes used [7]. The commonly used schemes are flat and hierarchical naming. 

Hierarchical Naming consists of multiple components. Enhancing scalability since name prefix can be aggregated in the same way 

as the URL. The name is user-friendly and conveys meaning to users. However, it imposes security vulnerability since the name is 

visible and does not bind to a hash [6]. Flat Naming offers uniqueness and persistency. There are no structure binds to the name. 

The hash of the content or the hash of the source's key is put as part of the name, which adds self-certifying property. Therefore, the 

name is not human-friendly. Flat naming has a scalability problem since it does not support routing aggregation. Therefore, the 

architecture must add additional structure to solve this issue.  More recent ICN proposals allow a hybrid naming which mix flat 

naming and hierarchical naming to take advantage of both schemes [3]. 

ICN handles NDO packet routing and forwarding through two different methods, Name Resolution  and Name-Based Routing. 

Name Resolution approach provides a means for client to search for NDO by name. It consists of two steps, the name to source 

locators (NDO storage) mapping, and the forwarding of request message to the source. This two step approach needs additional 

entity called Name Resolution System (NRS) to provide the translation. The disadvantage of this approach is that NRS can be a 

point-of-failure, and as a consequence, many NDO registered on that NRS would be inaccessible. Another drawback is that the NRS 

requires a large storage to store NDO mapping. However, this approach guarantees the finding of the requested NDO since NRS 

already provides a pointer to the NDO source[19].Name-Based Routing is a one step approach. NDO request is forwarded by 

content routers (CR), where CR locally decides the next hop of the NDO request based on NDO name. There are two types of 

routing models[3]. The first is the Unstructured Routing, which is similar to the traditional IP routing with some modification. 

Therefore, it does not work well when there is NDO movement and when the number of copies of NDOs is large. The second model 

is the Structured Routing. It uses Distributed Hash Table (DHT) to provide a lookup and routing service. The pros of this method 

are its ability to scale and a small overhead when changes occur. Name-Based Routing approach does not guarantee the discovery of 

the NDO since the resolving and forwarding process is done hop-by-hop [6]. 

ICN offers caching service to improve the performance of NDO access of the subsequent requests. Multiple copies of NDOs can be 

distributed across the networks. It can be stored locally on a node's cache or can be a shared on a network cache. Caching can also 

be classified into in-network caching where the caching is done within the networks, i.e., on the content routers, and the edge 

caching in which the end nodes store the cache [3].  Furthermore, caching can also be divided into 3 levels based on granularity; 

object level (complete NDO), chunk level (part of NDO) and packet level. Each of ICN architecture applies different caching 
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granularity, scheme, and policy depending on its design. Overall, caching helps reducing the request traffic towards the source 

improving the response time of NDO requests [13].  

D. Major Information Centric Models 
Many ICM related projects have been proposed in the past years. TRIAD which proposed name based routing model, and UC 

Berkeley Data Oriented Network Architecture (DONA) are earlier  ICN affiliated projects. Since then, many research efforts on 

ICN have been put forward into the research community.  The ICM projects which have been done  include  Name Data 

Networking (NDN), Network of Information (NetInf), Publish and Subscribe Architecture(PUSUIT), Content Mediation Networks 

(COMET), and CONVERGENCE architecture[11]. 

NDN and CONVERGENCE uses a hierarchical naming and name-based routing. The hierarchical naming allows name to be 

aggregated and hence accommodate a large name space. However, with name-based routing, each content router will have to handle 

a large amount of routing entries. NetInf and PURSUIT  applies a flat scheme and name resolution. The main issue of flat naming is 

scalability. To solve this problem, both SAIL and PURSUIT provide Distributed Hash Tables (DHT) to form a hierarchy of name 

resolution. In addition, SAIL and PURSUIT also use name-based routing for content delivery. COMET does not clearly specify its 

naming scheme, but it supports a name resolution mechanism using scope hierarchy provided by the Content Mediation Plane. It 

also uses content routers to provide name-based routing mechanism.[3][19] 

III. Bandwidth Optimization Techniques 

 

Network congestion is still a challenge in information centric network simply because the price of bandwidth is high hence 

researchers have proposed some of the methods to deal with this challenge. [21][15] has identified bandwidth management as a 

general term given to collection of tools and techniques that institution can use to reduce network congestions.  

Bandwidth throttling is one of the techniques which are being used by network administrators by blocking some links on the 

network over a period of time in order to conserve bandwidth [16].  

 

Figure 4: showing bandwidth throttling. 

Packets are inspected by pre-routing chain to determine those which will be allowed in first. SQUID fine tunes rate at which packets 

are transmitted while Class Based Queuing (CBQ) limits any packet that passes SQUID. OUTPUT CHAIN determines packets 

which will go out according to their priority. However bandwidth throttling sometimes can lead to unavailability or denial of service 

[16]. 

Elimination of redundant data transfers has been deployed to reduce network load and optimize network bandwidth [12]. Major 

techniques which have been deployed are middlebox optimizers, ENDRE and chunk level RE.  
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Middle boxes are placed at network points to detect and eliminate redundant packets [1].  They improve bandwidth consumption 

and perceived latency between dedicated endpoints. Typically they are deployed in large enterprises both sending and receiving 

endpoints of communication. The devices then coordinate to cache and compress traffic that traverses the Internet.  

 

Figure 5: Middle box devices placed in between routers  

 Figure 5 is an example of a network setup with middle box devices such as firewall, proxy server IDS1, Wide area Network 

optimizer and routers s1, s2 and s3. In the figure 2.3, firewall and proxy server provide critical performance, security, and policy 

compliance functions while WAN optimizers provide data redundancy elimination mechanism. However Middle box redundancy 

elimination devices are expensive, complex to manage, and creates new failure modes for the networks that use them.  

END-RE redundancy mechanism has been proposed in information centric networks as a software solution to middle box devices. 

Software which filters incoming and outgoing packets is placed at network endpoint[7]. 

 

Figure 6: showing network setup which has implemented ENDRE mechanism 

In figure Fig 6 software is installed at network center to filter incoming data from data center and outgoing data from enterprise. 

This mechanism uses Rabin Fingerprinting to chunk and analyze packets in transit. Rabin fingerprinting uses a marker after every P 

bytes and then compares the sampled chunks to identify similarities. It has been proven that ENDRE may not be applicable for 

networks consisting of mobile devices which keep on changing positions and IP addresses making them difficult to capture 

redundant data transfers inside network setup [16]. 

V. Experimental Setup 

 

Our  study used six busy network setups s1, s2, s3, s4, s5 and s6 that had proxy server, content routers, switches and gateways. S1 

and s2 were small enterprises, s3 and s4 were medium enterprises and s5 and s6 were large enterprises. We classified the enterprises 

as small, medium or large based on the number of internal host IP addresses seen (less than 50, 50-100, and 100-250, respectively) 

in the entire trace at each of these sites. While this classification was somewhat arbitrary, we used this division to study if the 

benefits depended on the size of an enterprise. Note that the total amount of traffic in each trace was approximately correlated to the 

number of host IP addresses, though there was a large amount of variation from day to day. Typical incoming traffic numbers for 

small enterprises varied from 0.3-10GB/day, for medium enterprises from 2-12GB/day and for large enterprises from 7-50GB/day. 

The access link capacities at these sites varied from a few Mbps to several tens of Mbps. The total size of traffic we study (including 

inbound/ outbound traffic and headers) was about 3.5TB. Packet samples were captured between 1.00 am and 6.30 pm since it was 

found that this is the time networks are utilized by users. 
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Site  Unique 

Client IPs 

Dates(total days) Size(TB) 

Small enterprise(S1-S2 27-37 10/11/2014- 17/11/2014(7 

days) 

0.3 

Medium enterprise(S2-S3) 61-90 16/11/2014-22/11/2014(6 

days) 

1.1 

Large enterprise(S4-S5) 101-210 05/12/2014-14/12/2014(9 

days) 

2 

Table 1: Network sites used for the study 

Table 1 represents content stores of sites S1-S6 which reflected the traffic typically observed at the   access points. The stores 

consisted of YouTube video files, music files, images, and executable files; totaling to 3.4 TB. The study relied on data from both 

real traces and secondary data from other researchers which was vital in our research. Full packet traces were collected in LAN 

access links for six busy sites with high uploads and downloads. Site s1 s2 were cyber cafes while s3 s4 were medium enterprises and 

s5 s6 were busy campus site. The collection consisted of multiple 100 snapshot every hour from 2.00pm to 6.30pm on 10/11/2014 to 

December 14
th

, 2014. We went further to capture and analyze the sample size to determine percentage of file types streaming 

through the internet. We designed HTTP header parser which inspected the initial replies arriving from the server, the parser looked 

for the file types field in the response message and stored there value. 
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The research collected different file types from the content store and found out that 97% of total volume constituted multimedia 

files such as audio, video and pictures. 3% of file the volume constituted text files such as pdf, Microsoft office word, PowerPoint 

and html files.  

VII Experimental Results  

The key to making the most of network links efficient and reliable lies in grooming and reducing the traffic that travels across them, 

and in avoiding as many potential sources of delay as possible. Therefore it’s important to evaluate the performance of each 

bandwidth techniques. 

A. Bandwidth throttling  
We applied a proxy server to filter in and outbound messages. Our goal was to block some sites when bandwidth is exhausted more 

sore video and executable files downloading sites. Among the test was to check if the quality of service has improved or not.  In 

doing this, we connected some workstations to our LAN network. After the connection was established, we tried to download an 

image file from www.ubuntu.com/download and check the speed. The downloading started automatically and the speed was within 

the specified rate i.e. 512Kbps.  

 

Figure 7: downloading speed before applying bandwidth throttling 

 

Figure 8: downloading speed after applying bandwidth throttling 

Test carried out before the bandwidth throttling configuration shows that the downloading speed is low(24%) as compared to when 

bandwidth throttling approach is applied(51%).Moreover, despite the fact that few users were on the network  at the time of testing, 

the speed was still poor. Comparing the network that has applied bandwidth throttling with one that has not shows high level of 

quality of service. Despite great improvement, a user in the network wanted to access a video tutorial but the site was temporary 

unavailable which inconvenienced him a lot. 
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B.  Packet routing redundancy aware algorithm 
We consider network design problems for information networks where the assumption is routers can replicate data but cannot alter 

it. Our main aim is to find out the network cost saving which will be brought about by building redundancy aware routes.  

 

 

 

Assuming 12 packets are being sent from routers in network 1 and 2 in figure 9, and then applying redundancy aware routing will 

have only transmitted 10 packets instead of 12 at a given route saving 20% bandwidth. Consider network design problems for 

information networks where edges can replicate data but cannot otherwise alter it. In this setting our goal is to exploit the 

redundancy in the given traffic matrix to save on routing costs. Formally, we are given a graph over a single server and many 

clients. The server has a universe of data packets available, and each client desires a subset of the packets. The goal is to determine a 

collection of paths, one from the source to each client, such that the total cost of routing is minimized. Here the cost of routing on an 

edge is proportional to the total size of the distinct packets that the edge carries. For example, if the edge belongs to two paths that 

each carry the same packet, then the edge only needs to route the  packet once and not twice. However, constructing redundancy 

aware routes is challenging: it might not be economically viable to deploy redundancy elimination in every link. Also to preserve 

end to end performance and control signaling costs, routes cannot be determined on a per link basis, routes have to be determined 

independent of packet content. 

C.  Byte level redundancy elimination 

If chunking can be applied further to the captured packet, redundancy will be identified as much as possible across the entire content 

at the source. To accomplish this, we can reuse any of finger printing techniques described by [22]. The chunking process proceeds 

as follows: for each file, of size L, a window of size w is moved from the beginning of the file to the end of the file. This window w 

represents the minimum size of the redundant string (or contiguous sequence of bytes) we would like to identify, and it is usually a 

number between 32 and 64. Each of the total L − w + 1 strings are used to compute a Rabin fingerprint generating L−w+1 

fingerprints.Using this method bandwidth savings can be represented  as function of the minimum chunk size C for the network 

traces in sites S1-S6 as shown in table 1.  

Figure 10 shows that for both traces the peak of the bandwidth savings results with the minimum chunk size 

(C=75Bytes).Increasing the value of C has effect of reduceing bandwidth savings, e.g., only 105, 14% and 15% bandwidth saving 

when C=1425Bytes for large, medium and small enterprises respectively; this happens because the efficiency of the RE scheme 

reduces with large chunk sizes, as the probability to find redundant data decreases. Therefore the smaller the chunk size the higher 

redundancy is eliminated.  

Figure 9: Redundancy aware routes 
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Figure 10: Bandwidth saving versus Minimum chunk size 

Although chunking improves bandwidth utilization, network power consumption increases as more memory operations are required 

to perform chunking operation [13]. More need to be done to make sure that network processing load is not compromised. 

VI. Our Enhanced bandwidth management model  

When chunking was done and redundant profiles applied to each file, similarity of the files showed that the binary files were either 

completely similar to each other, or not similar at all (no visible data points between 0% and 100% similarity). This finding lead us 

to the observation that applying RE algorithm over binary files does not pay back well, and bypassing all such flows will allow us to 

achieve virtually same compression rate with much lighter processor load. Therefore if typical binary files such as music, videos  

and executable binary can be exempted from redundancy elimination operations memory operations will be reduced.  This will be 

taken into account by introducing a variable to identify and exempt non-text files. We present a content analyzer to detect and 

exempt binary files from chunking.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 11 Showing UML presentation of the enhanced information Centric Model 
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Current redundant elimination mechanism removes unnecessary content from network by stripping off chunks of data from 

upstream routers which is already in downstream routers. Later reconstruction is done by downstream routers based on headers 

inserted by upstream routers.  In the process every packet has to be chunked which requires massive processing power. Applying 

our enhanced redundancy elimination mechanism means multimedia files will be bypassed from chunking meaning network 

processing load will be reduced. Using table 2 which has 11 different files with a total of 84655MB shows that 97% of our sample 

size contains multimedia files while text files are represented by 3%. Applying minimum chunk size of 75byte derived from figure 

10 to our content and making an assumption that all the packets were chunked, we will have 1,128,733,330 processor cycles if we 

apply byte level RE. However if we apply our enhanced RE mechanism we will have 94413333 processor cycle representing a 

reduction of 91.74% of network memory accesses as shown in figure 12. 

 

 

 

Figure 12: Processing load comparison between RE and our enhanced RE. 

This shows that our enhanced bandwidth management mechanism is efficient in terms of memory usage (94413333) as compared to 

existing RE mechanism (1,128,733,330).  

Comparing percentage of bandwidth saving of  each bandwidth management technique we find that bandwidth throttling achieves 

5% redundancy elimination and this is due to the probability that part of the blocked portion contains redundant data. Middle boxes 

achieve 17% redundancy elimination since they are only placed at the end of network points. The result is also influenced by the 

fact that middle boxes can track redundant traffic between devices connected end to end but not on mobile devices. With packet 

routing redundancy aware routing we were only able to achieve 21% redundancy elimination. But with byte level without bypass 

we were able to achieve 43% redundancy elimination which was as a result of chunking individual packets. Byte level redundancy 

elimination with bypass mechanism however produced high level of redundancy elimination (46%) and produced minimal memory 

operation making our algorithm to be the best in bandwidth optimization as shown in figure 14. 
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VII.   Benefits of the research Model 

Internet users who purchase bundles from ISPs will benefit by saving costs due to Overall bandwidth saving provided by minimal 

redundancy mechanism. Initial network costs required to setup an organization network will also be reduced as this mechanism will 

be implemented as a protocol eliminating purchasing of middle-box devices.  Minimal data redundancy will lead to elimination of 

traffic jams and denial of service which will make internet applications to be downloading and uploading content at a faster rate. 

Applications such as Bit torrent, YouTube, Google Video, over the top Video, social networks and photo sharing sites will benefit 

from this protocol as they require synchronous network setup. These applications will be uploading and downloading more contents 

at a given time as compared to current information centric networks as traffic jams will be reduced. Quality of service (QoS) will be 

high as there will be reduced error rates, better bandwidth saving, increased throughput and minimal transmission delay. These will 

be important for the transport of traffic with special requirements such as video streaming applications, telephone networks for 

audio conversations, as well as supporting new applications with even stricter service demands. 

VIII. Conclusion and future work 

In summary, this paper has presented the promising features of enhanced information centric networks design for the new Internet 

architecture which integrates with ICN key feature such as object naming, data routing, caching, mobility and security. Previous 

researchers have provided valuable and detailed insights into optimization of bandwidth in Information Centric Networks. However, 

this research recommended deployment of byte level redundant content elimination with bypass to exclude multimedia content from 

chunking reducing network processing load. This was due the results that showed that our enhanced redundant elimination 

mechanism would eliminate 46% of redundant traffic a great improvement from the existing mechanisms such as bandwidth 

throttling (5%) middle boxes (17%), packet routing Redundancy aware routing (21%) and byte level RE without bypass (43%). Our 

mechanism also proofed to be efficient interms of memory usage as it reduced 91% of memory operation from existing RE method. 

While this work shows benefits of our enhanced information centric model, it is our future endeavor to explore more on the 

challenges of implementing it in Transmission Control Protocol.  
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