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Abstract- 

Computers are capable of attaching to the Internet from many places are likely to grow in popularity until they 

dominate the population of the Internet. Consequently, protocol research has shifted into high gear to develop 

appropriate network protocols for supporting mobility. This introductory research paper attempts to outline 

some of the many promising and interesting research directions. The papers in this special issue indicate the 

diversity of viewpoints within the research community, and it is part of the purpose of this introduction to frame 

their place within the overall research area. In this paper, we organize the description of mobile networking 

generally according to a classical layered model of network functions . 

 

1. Introduction 
 
This research papers presents the effects of mobility on the Internet. As one might expect, given the diverse 

nature of protocols employed by Internet addressable devices, there are a wide range of effects. This Paper 

provide  new directions and lead the way towards solving the interesting and new problems raised by mobility. 

This paper will touch on current topics in many areas of networking. From cryptography to routing, from billing 

to expanded techniques for automatic configuration, mobility changes the way we think about computing, and 

invalidates some of the design assumptions upon which current network protocols and products have been built. 

        Wireless communications has been another growth area affecting the system design of mobile computers . 

From the beginnings of the Internet, protocol designers have been fascinated by the attractions of wireless 

communications , but the lack of bandwidth and the expense of the equipment has prevented any widespread 

deployment. Adding travel computers to automobiles will provide new opportunities for making productive use 

of the Internet, as well as enabling new applications for increased road safety. If the appropriate wireless 

signposts are added to the automotive transportation infrastructure, wireless Internet computing could possibly  

help realize the age-old dream of automatic piloting on long car trips. Before those dreams come true, however, 

a lot of work has to be done. 

 

 

2. Overview 
 
We organize the description of mobile networking generally according to a classical layered model of network 

functions in this paper . Each layer, from physical to application, is affected in various ways in the new 

operating environments encountered by mobile computer users. There are many mobile computers envisioned 

that will not have hard disks, and many without keyboards, but these more restricted devices are not principal 

drivers for the mobile networking techniques explored in this  paper . The variation in the capabilities of the 

communication devices is one of the main differentiators between mobile computers. 

     Wireless and mobility are not the same, but they are features which are quite synergistic. It is possible to 

have wireless computers that do not move, just as it is possible to move wired computers from place to place. 

Clearly, however, the possibility for wireless data communications creates an irresistible urge to find ways to 

support mobility and network access at the same time. As a rule, wireless dominates the design space at the 

lower levels in the context of mobile computing, because at the lower levels the differences between physical 

media are most visible. At the network layer and above, mobility dominates. These design parameters require 

variability in essential protocol elements in ways not envisioned by the designers of existing network protocols. 
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3. Physical layer considerations 

 
   At the physical layer, the main objective is to detect the signals between the two endpoints of a 

communications link. While physical layer considerations are among the most interesting, they do not form the 

focus of this article or journal issue. Many different media and channel coding schemes have been proposed, for 

instance: 

• Directional infrared; 

• Diffuse infrared; 

• Analog cellular telephone; 

• TDMA; 

• CDMA; 

• Short range radio; 

 

 It is appropriate to understand the nature of wireless communications, and the contrast between wireless and 

wired media. 

 

For wired media, there is typically: 

� Well defined broadcast range; 

� Low bit error rate; 

� High bandwidth; 

� Symmetric connectivity. 

 

For wireless media, there is typically: 

� Point-to-point communication only, or  vague and poorly controllable boundaries for broadcast  range; 

� Variable (time and distance dependent) bit error  rate; 

� Low to medium bandwidth; 

� Possibly asymmetric connectivity. These characteristics make protocol design for wireless 

communications systems challenging. 

 

4. Link layer considerations 
    
   A great deal of attention has been paid to methods for establishing links between mobile computers and base 

stations or access points. One typical method is the creation of telephone links; the popularity of this method 

rests largely on the widespread availability of the physical media which can be used. Cellular telephones using 

various technologies can provide good coverage within the United States, parts of Asia, and Europe, although no 

single technology so far provides sufficient breadth of coverage. 

The following operations are among those sometimes included at the link layer: 

� Handoffs; 

� Compression; 

� Encryption; 

�  Elimination of the hidden terminal problem; 

�  Retransmission of garbled data; 

�  Power control; 

�  Neighbour discovery; 

�  Address resolution; 

�  Adaptive error correction 

5. Network layer considerations 

The Internet Protocol (IP)  offers a convenient design point for introducing the necessary protocol operations for 

supporting node mobility. By now, the network layer operations for mobility support are well understood, and 

are specified in Mobile IP , a freely available 

standard. To understand Mobile IP, it is first necessary to understand IP. For the purposes of this paper, and the 

other papers in this special issue, IP may be considered to offer the following functions: 

� Identifying each network; 

� Identifying each node on a network; 

� Forwarding packets to the correct next hop when they arrive at an intermediate node (router) which is 

not the final destination; 

� Fragmentation and reassembly as needed; 
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� Triggering mechanisms for resolving IP addresses into lower-level (link layer, or MAC) addresses; 

�  Generating appropriate control and status information for handling exceptional link conditions. 

 

Mobile IP can be understand by the three interrelated operations involving the care-of address: 

• Advertising it at the new point of attachment; 

• Registration, or storing it for future use at the mobile node’s home agent; 

• Use by the home agent, to tunnel data traffic from the home network to the network indicated by the 

care-of address. 

 

6. Transport layer considerations 

 
   Supporting mobility at the transport layer usually means modifying the Transmission Control Protocol (TCP); 

other commonly available transport control protocols have not been investigated nearly as often. TCP provides 

for congestion control, reliable delivery, and sequenced reception of datagrams by the destination. 

    TCP, however, offers many interesting possibilities. Careful coordination between the mobile node and TCP 

running at a base station can provide the following benefits: 

• Reduced retransmission delays; 

• Smooth handoffs; 

• Improved throughput. 

For data streams to or from a mobile node, which flow through a base station, several investigators have 

proposed breaking the data stream into two parts which are handled separately; both substreams can be 

terminated at the base station. Some approaches suffer from the problem of providing TCP ACKs to 

correspondent nodes, for packets that are never actually delivered to the mobile node. This violates the well-

understood end-to-end semantics of TCP, and requires very careful handling, or perhaps even making 

modifications to application software. 

 

7. Middleware 
 
For the purposes of this paper, we will define middleware to be the software which does not directly handle 

application protocol needs, but on the other hand fulfills, in a generic way, an intermediate or ancillary role in 

providing network services or environment to network applications. 

    For instance, Mobile IP can be understood as a protocol to allow parameterization of the IP address of the 

mobile node’s current point of attachment (i.e., to allow for variable care-of addresses). But, Mobile IP is not 

invoked by application software, and usually is considered to operate at the network layer; thus it is not 

middleware. Nomadic computer users, by definition, change their locality and thus need to periodically re-

establish their link and connectivity to the Internet. Since the parameters of such connectivity typically depend 

upon the characteristics of the current point of attachment, nomadic users require that their connectivity be 

parameterized by those relevant characteristics. 

 

 

8. Security 
 
Security is an increasing concern in the design of mobile networking protocols and systems. The link layer can 

be augmented to supply encryption; the need for encryption is increased because of the frequently untrustworthy 

nature of the mobile computer’s surroundings. Privacy takes on added importance, when the mobile user does 

not wish to divulge his or her current whereabouts. 

Modern approaches to authentication and encryption use cryptographic approaches. The algorithmic results are 

made unforgeable by including secret keys (possibly with some additional unique data, such as a timestamp, to 

avoid matching any previously authenticated data) along with the data to be authenticated or hidden. 

Distribution of the secret key is a difficult problem in today’s Internet. 

 

9. Ad hoc networking 

 
Ad hoc networking is a name given to the creation of such dynamic and multi-hop networks that are created by 

the mobile nodes as needed for their communication purposes. The mobile nodes can do this in many ways. 

Most solutions involve running routing protocols on the mobile nodes. Routing protocols have the advantage 

that they are inherently multi-hop. Their dynamic behavior requires careful attention, however, because the 

typical rate of change in an ad hoc network is likely to be substantially greater than that for the topology of the 
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Internet, for which most routing protocols are engineered. The two main kinds of routing algorithms in use 

today are link state algorithms, which provide each node with a complete representation of the network 

topology, and distance vector algorithms. 

   Ad hoc networking presents interesting challenges for traditional client/server applications. For one example, 

consider whether DNS might be accomplished in an ad hoc network. First, there is no clearly defined way for 

the ad hoc nodes to discover which node or nodes are offering domain name resolution. Even without that 

problem, the non-hierarchical nature of ad hoc addressing does not map well into the standard hierarchical 

domain conventions of DNS. The trouble is the defining characteristic of the ad hoc network, which is that the 

IP addresses of the nodes are assumed to be unrelated to each other. If, instead, the IP nodes somehow acquire 

IP addresses dynamically and perform some sort of aggregation, their relative movement would soon make the 

initial aggregation ineffective. 

 

10. Conclusion 

 
Mobile computing opens the door to a fresh examination of practically every area of network protocol 

engineering. The areas discussed in this paper, and the articles in this special issue, are only a sampling of the 

kinds of new research results being reported. It is our sincere hope that this paper will pique the interest of new 

researchers, and provide a better overall understanding of the problem areas needing more attention and new 

solutions. 
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