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ABSTRACT 

Live migration is an essential feature of virtualization that allows transfer of virtual machine from one physical 

server to another without interrupting the services running in virtual machine. Live migration facilitates workload 

balancing, fault tolerance, online system maintenance, consolidation of virtual machines etc. Unfortunately the 

disclosed vulnerabilities with the live migration pose significant security risks. Because of these security risks the 

industry is hesitant to adapt the technology for sensitive applications. This paper is an investigation of attacks on live 

migration of virtual machine. Therefore, this paper uses the X.805 security standard to investigate attacks on live 

virtual machine migration. 

 

General Terms :Virtualization, live migration, security.  
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1. INTRODUCTION 

Cloud computing is a service where storage and computing resources accessed on subscription basis. Cloud 

computing is powered by virtualization technology .Live migration is the process of moving a running virtual 

machine or an application between different physical machines without disconnecting the client , memory, network 

connectivity and storage of the virtual machine are transferred from the original host machine to the destination. 

This capability is being increasingly utilized in today’s enterprise environments to provide efficient online system 

maintenance, reconfiguration, load balancing and fault tolerance. Virtualization, a technique to run several operating 

systems simultaneously on one physical server, has become a core concept in modern data centers, mainly driven by 

benefit of application isolation, resource sharing, fault tolerance, portability and cost efficiency. A special 

middleware, hypervisor, abstracts from physical hardware resources and provides so called virtual machines acting 

like real computers with their own (virtual) hardware resources[2]. Live migration describes the process of copying 

a VM from one physical machine to another physical machine, while the VM is still powered on . It provides special 

benefit to server virtualization and has become a powerful tool for a variety of scenarios.\ 
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2. DIFFERENT CATEGORIES
 

Live Virtual machine Migration is a technique that migrates the entire OS and its associated application 

physical machine to another. The Virtual machines are migrated lively without disrupting the application running on 

it[1]. The benefits of virtual machine migration include conservation of physical server energy, load balancing 

among the physical servers and failure tolerance in case of sudden failure. The different virtual machine mig

techniques are as follows, 

• Fault Tolerant Migration Techniques 

• Load Balancing Migration Techniques 

• Energy Efficient Migration Techniques 

 

 

3. LIVE VM MIGRATION IN   CLOUD 
 

Live migration is an extremely powerful tool for cluster and cloud administrator. An administrator can migrate OS 

instances with application so that the machine can be freed for maintenance. There are two major approaches: Post

Copy and Pre-Copy memory migration

at the source side then after copies minimal processor state to the target host and resumes the virtual machine, and 

begins fetching memory pages over the 

 

                               
 

                                                               

 

4. SECURED LIVE MIGRATION
 
  Policy-controlled secure live migration that  is based on Intel vPro hard

protection. 

                                                           Fig. 

 

This design depends on the following features that hardware may support. 
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CATEGORIES OF VM MIGRATION TECHNIQUES 

Live Virtual machine Migration is a technique that migrates the entire OS and its associated application 

physical machine to another. The Virtual machines are migrated lively without disrupting the application running on 

. The benefits of virtual machine migration include conservation of physical server energy, load balancing 

servers and failure tolerance in case of sudden failure. The different virtual machine mig

Fault Tolerant Migration Techniques  

Load Balancing Migration Techniques  

Energy Efficient Migration Techniques  

ATION IN   CLOUD  

Live migration is an extremely powerful tool for cluster and cloud administrator. An administrator can migrate OS 

instances with application so that the machine can be freed for maintenance. There are two major approaches: Post

Copy memory migration[3]. In the Post-copy approach first suspends the migrating Virtual Machine 

at the source side then after copies minimal processor state to the target host and resumes the virtual machine, and 

begins fetching memory pages over the network from the source node.  

 

         Fig.1.live VM migration 

MIGRATION 

controlled secure live migration that  is based on Intel vPro hardware platform for virtual machine migration 

Fig. 2. Intel vPro hardware platform  

This design depends on the following features that hardware may support.  
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Live Virtual machine Migration is a technique that migrates the entire OS and its associated application from one 

physical machine to another. The Virtual machines are migrated lively without disrupting the application running on 

. The benefits of virtual machine migration include conservation of physical server energy, load balancing 

servers and failure tolerance in case of sudden failure. The different virtual machine migration 

Live migration is an extremely powerful tool for cluster and cloud administrator. An administrator can migrate OS 

instances with application so that the machine can be freed for maintenance. There are two major approaches: Post-

copy approach first suspends the migrating Virtual Machine 

at the source side then after copies minimal processor state to the target host and resumes the virtual machine, and 

ware platform for virtual machine migration 
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• All platforms support sealed storage and remote attestation.  

• Intel vPro technology is enabled.  

 

 

4.1 Security Modules  

 

We implement a secure hypervisor which consists of the following modules:  

Attestation Service: This module allows a running hypervisor to cryptographically identity itself to a remote 

hypervisor, that is, to tell the remote hypervisor what is running inside the secure box. This allows the remote 

hypervisor trust the application, i.e. to be confident that any application will behave as required.  

Seal Storage: This module encrypts data using the private key of the tamper resistant TPM that is responsible for 

attestation. A hash of the booted trusted OS is also included with the encrypted data. The TPM only allows a trusted 

OS with the same hash to unseal it. This functionality is used by the secure hypervisor to persistently store its private 

key and role-based policies.  

Policy Service: This module parses and manages the role-based policies provisioned with the VM image for virtual 

machine migration decisions, such as who has the right to migrate a virtual machine, and to which hosts this virtual 

machine can be migrated.  

Migration Service: This module is responsible for migration. One of its duties is initiating attestation requests to 

remote machines to check whether the target machines meet the security requirement, and if not, it will require them 

to do software upgrade or patching .  

Secure Hypervisor: This module protects the process of guest OS by Runtime Memory Measurement.  

The proposal relies on the key technologies, e,g, Intel vPro and TPM, to enhance the security level for virtual 

machine migration. They provide the following abilities:  

• The ability that makes the virtual machine work in an open environment in a secure way.  

• The ability to encrypt and store keys, data or other secrets within hardware on the platform, which makes 

sure that these secrets can only be released (decrypted) to an executing environment that has the same level 

of security as when the secrets were encrypted  

• The ability of remote attestation to ensure that the trustworthy environment was correctly invoked.  

 

These features help the scheme to secure Virtual Machine during migrations between open platforms. 

 

4.2 Building trustworthy container for virtual machine  

 

The design uses remote attestation to check whether the target virtual machine container meets the security 

requirement for the virtual machine being migrated.  

After a successful attestation, i.e., when the target host of the virtual machine meets the security requirement, the 

session for live migration starts. 

4.3 Role-based live migration  

 

After building the trustworthy virtual machine container, one session for the virtual machine migration will be 

started. The detail description for this role-based live migration is shown below. A VM will be either migrated to a 

host, or migrate out from the host.  

 

Migrate-out: (flowchart with green lines): The owner of a VM initiates one outgoing request to the migration 

service module. This service checks whether this move is allowed by checking the policy service module, which 

makes migration permission according to pre-deployed policies for this virtual machine. After the migration service 

gets the “Allow” permission from the policy service module, it gets key and certificate from the seal storage module 

to encrypt the entire state of the virtual machine, and then migrates the virtual machine to the targeted platform.  

Migrate-in (flowchart with red lines): The owner of VM initiates one incoming migration request to the migration 

service module. At the mean time, policies regarding to this VM are loaded. After validating the policies, the policy 

service module stores it to his local environment in seal storage. 

 

4.4 Secured hypervisor  

 

Finally, the overall secure framework uses a secured hypervisor design that provides the protection on key 

applications in a Guest VM. We adopt the work to provide runtime memory protection. In this proposal, we utilize 
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hardware techniques to provide trust services to software programs. Without modifying OS, we leverage Intel vPro 

technology to create a lightweight hypervisor for fine

program’s memory could be hidden from other

detailed design of secure hypervisor and its

 

                                                                   

 

 

5. VULNERABILITIES AND THREATS
 

The sphere of process control, the IT security has been of minimum importance. Systems were primarily designed to

meet performance, reliability, safety, and flexibility

on proprietary hardware and communication systems. The introduction of

within the process controls industry has

operation and remote maintenance of industry systems perform

potentialities for threatening influences of this critical

 

6. ATTACKS 

 
Detection of live virtual machine migration process plays important role while conducting attacks on it. Virtual 

machine live migration detection has been demonstrate

survey of vulnerabilities leading to attacks in Live Migration. They are categorized into inappropriate access control 

policies ,unprotected transmission channel, loopholes in migration module etc.

 

6.1Inappropriate Access Control Policies

Inappropriate access control policies allow any user to initiate migration and terminate migration of virtual machine. 

Access policies also control access to hypervisor, 

can exploits attacks like denial of service attack, Man

attack. Using loopholes in access policies attacker can migrate malicious VM

harms the hypervisor and other VM instances.

Denial of service attack: The unauthorized attacker can initiate large number of outgoing migrations onto a 

legitimate virtualized host server. Thus overloading target server, de

service it provides. Also it is possible for an unauthorized attacker to make the VM to migrate from server to server, 

reducing the performance of service provided by VM. 

Internal attacks: This can be result of unauthorized attacker migrating VM with malicious code to legitimate target 

hypervisor. This provides a platform for malicious VM to perform internal attacks on target system. For example 

gaining control over the target hypervisor and other guest VMs. 
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t services to software programs. Without modifying OS, we leverage Intel vPro 

technology to create a lightweight hypervisor for fine-grain software runtime memory protection. As a result, a 

program’s memory could be hidden from other high-privilege system software in a single commodity OS

detailed design of secure hypervisor and its functions are shown in Figure. 

               Fig.3. Secure hypervisor 

VULNERABILITIES AND THREATS 

of process control, the IT security has been of minimum importance. Systems were primarily designed to

meet performance, reliability, safety, and flexibility requirements and were typically physically isolated

communication systems. The introduction of Internet based information

process controls industry has increased vulnerabilities to the industry’s computer systems.

industry systems performed over public telecommunication networks

for threatening influences of this critical infrastructure. 

Detection of live virtual machine migration process plays important role while conducting attacks on it. Virtual 

e live migration detection has been demonstrated in [6] using ICMP packets  Provides a

survey of vulnerabilities leading to attacks in Live Migration. They are categorized into inappropriate access control 

hannel, loopholes in migration module etc..  

Inappropriate Access Control Policies 
Inappropriate access control policies allow any user to initiate migration and terminate migration of virtual machine. 

Access policies also control access to hypervisor, isolation of VMs and resource sharing. Because of this attacker 

can exploits attacks like denial of service attack, Man-in-middle attack, Guest VM attack, internal virtual machine 

attack. Using loopholes in access policies attacker can migrate malicious VM to hypervisor and malicious VM 

harms the hypervisor and other VM instances.  

: The unauthorized attacker can initiate large number of outgoing migrations onto a 

legitimate virtualized host server. Thus overloading target server, decreasing its performance or at worst disrupting 

service it provides. Also it is possible for an unauthorized attacker to make the VM to migrate from server to server, 

reducing the performance of service provided by VM.  

of unauthorized attacker migrating VM with malicious code to legitimate target 

hypervisor. This provides a platform for malicious VM to perform internal attacks on target system. For example 

gaining control over the target hypervisor and other guest VMs.  
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Detection of live virtual machine migration process plays important role while conducting attacks on it. Virtual 
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survey of vulnerabilities leading to attacks in Live Migration. They are categorized into inappropriate access control 

Inappropriate access control policies allow any user to initiate migration and terminate migration of virtual machine. 

isolation of VMs and resource sharing. Because of this attacker 

middle attack, Guest VM attack, internal virtual machine 

to hypervisor and malicious VM 

: The unauthorized attacker can initiate large number of outgoing migrations onto a 

creasing its performance or at worst disrupting 

service it provides. Also it is possible for an unauthorized attacker to make the VM to migrate from server to server, 

of unauthorized attacker migrating VM with malicious code to legitimate target 

hypervisor. This provides a platform for malicious VM to perform internal attacks on target system. For example 
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Guest VM attack: An attacker initiates a request for an incoming migration of a VM. When the requested VM is 

migrated the attacker gains control over the migrated VM and then performs an attack by executing a rouge code on 

it, crashing it etc. 

False resource sharing: An attacker system can falsely advertise available resources, influencing other VM to 

migrate to this compromised VM.  

Inter VM attack: The VMs running on same machine can communicate with each other. If a policy is not defined 

for controlled communication, a malicious VM can attack other VM running on same machine.  

 

6.2 Unprotected Transmission Channel 

Unprotected transmission channel is the result of insecure migration protocol. Insecure migration protocol does not 

encrypt the data flow over network and vulnerable to active as well as passive attacks .An attacker can gain access to 

the transmission channel using techniques such as ARP/DHCP poisoning, DNS poisoning and IP/route hijacking to 

perform passive or active attacks [6]. Passive attacks are eavesdropping of messages for passwords, sensitive data 

and capturing authenticated packets. Active attacks are manipulating kernel memory, manipulating authentication 

services like /bin/login, sshd etc 

 

6.3Loopholes in Migration Module 
Loopholes in migration module are stack overflow, heap overflow and integer overflow which makes the migration 

vulnerable. Oberheide et al. developed a tool named Xensploit  to carry out man-in –the middle attacks on virtual 

machine migration. Xensploit was used to modify the memory segment, specifically the sshd memory segment, in 

such a way that the sshd authentication was be bypassed. Virtualization software is having large number of LOC and 

complex. Xen hypervisor has about 200K LOC and XEN emulator has about 600K LOC and the Host has about 1K 

LOC. With this large LOC bugs tends to exit. Bug reports such as those listed in NIST‘s National Vulnerability 

Database show the difficulty of shipping bug-free hypervisor code. By exploiting these attack attacker can have 

access to virtual machines and breach the confidentiality, integrity of virtual machines’ data. 

 

 

7. SOLUTIONS 
 

7.1 Isolating the migration traffic  
One approach to secure live migration against all attacks discussed is to assign a small group of VMs or even a 

single VM to its own host-based Virtual LAN (VLAN). VLAN is basically a segmentation and isolation tool. The 

VLAN isolates migration traffic from other network traffic and defines a secure transmission channel for migration.  

A major drawback of VLAN-based security approach is the growth in complexity and administrative costs as the 

VM population grows. The complexity lies in setting up and maintaining VLANs for each VM, synchronizing 

VLANs configuration on virtual and physical switches, troubleshooting and fix configuration errors, manage the 

growth and complexity of acls as number of VM increases, ensure compatibility between physical network and 

virtual network security policies. With migration the things become still worse where the VM continuously move 

between the hosts and virtual switches[8]. Host-based VLANs have a security gap when more than one VM is 

assigned to a given VLAN. In VLAN there is no traffic monitoring and filtering mechanism thus inter-VM 

communication within the VLAN remains invisible. 

 

7.2 Network Security Engine-Hypervisor (NSE-H)  

This approach is based on hypervisors included with network security engines to eradicate intrusions occurring in 

virtual network. NSE includes firewall, intrusion detection systems and intrusion prevention system to provide 

security to virtualized environment. They include intelligent packet processing capability built in them. The NSE 

firewall work in state full way. They maintain security context for each packet and make decisions based on security 

context and packet content[2]. The figure 1 below shows basic work flow of typical firewall provided by NSEs. 

There are two modules in it CTM (connection tracking module) and PMM (policy matching module). The CTM 

keeps track of transport layer connection status using a hash-table like database.  
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Fig.4.Network  Security Engine-Hypervisor (NSE-H) 

 

When a packet arrives it looks up the database based on packet header. If a match is found with the existing 

connection then accept action is executed otherwise the packet is forwarded to PMM for further decision. The PMM 

stores a set of packet filtering policies defined by administrator[8]. The filtering policies are composed of rule sets; 

each rule set consists of sequence of descriptors that are matched with packet content and the action to be taken.  

Below, we discuss the eight security dimensions in the context of live migration. 

 

7.3   X.805 STANDARD FOR NETWORK SECURITY 

   Four key concepts in the X.805 standard: 

• Protection Profiles (PPs), 

• Security Targets (STs), 

• Targets of Evaluation (TOEs), Packages 

 The security issues that need to be addressed in order to prevent both intentional as well as accidental threats. The 

following threats are described[3] 

• Destruction of information and/or other resources 

• Corruption or modification of information, 

• Theft, removal or loss of information and/or other resources, 

• Disclosure of information, 

• Interruption of services. The intersection of each Security Layer. 

A secure live migration of VM requires Trusted source and destination platforms, authentication and authorization 

mechanism, confidentiality and integrity of migrated data, Mechanism to detect and notify suspicious activities. 

 

7.4 Access Control: An inappropriate access control policy allows an unauthorized user to initiate, migrate and 

terminate a virtual machine. For instance, an unauthorized attacker can migrate a VM with malicious code to a 

legitimate target hypervisor. This 

provides a platform for the malicious VM to perform internal attacks on target system. For example gaining control 

over the target hypervisor and other guest VMs. Furthermore, since the VMs running on the 

same machine can communicate with each other, if access policies are not defined for controlled communication, a 

malicious VM can attack other VM running on same machine. To prevent an attacker from performing such an 

unauthorized activities appropriate access control policies must be defined; access controls lists (ACLs) might be 

also implemented to enforce different levels of access rights i.e., on the physical hosting machine and VMs. 

 

7.5 Authentication: 
When a LM is initiated, there is a need for mutual trust and authentication between the source and target physical 

hosts. The authentication mechanisms can also be accompanied with a firewall to check that migration is from 

allowed source and to allowed destination systems. An un trusted, malicious VMs might initiate or terminates LM. 

For instance ,in the case of Dynamic Load Balancing where live migration is automatically initiated from heavily 

loaded VMM to another less loaded one, a malicious VM might falsely advertise available resources (by claiming to 

have a large number of spare CPU cycles for instance) and hence, influence the migration policy to migrate the 

machine to a compromised target, where the attacker will control the migrated VM. Another possible scenario ,is 
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when a malicious end-user exploits this feature by overloading a server and creates large number of VMs such that 

the load balancing feature migrate one or more VMs  to another host.  

     The system administrator controls control the operation of server through the management console. Normally 

system administrator is an authorized personnel with rights to perform crucial configuration and set-ups. Thus this 

interface can be a platform for attacks on virtual machine. The attacks can be deliberate attempts to impersonate the 

system administrator to gain access to the interface. In an enterprise environment, administrators with different roles 

like system administrator, security administrator, and network administrator will be defined. That is more persons 

will need to have the super user/ administrator privilege. This increases the security risk of compromising the whole 

system via the administrative interface. Indeed, system administrator role is very important in pre serving the 

security of the system; therefore, there is a need to implement a very strict authentication and identification 

procedures. 

 

7.6 Non-Repudiation: There is a need for a monitoring and accounting the system’s activities; hypervisors and end-

users should be held accountable for their actions. When live migration takes place either manually by a system 

administrator or automatically via the Dynamic Load-Balancing feature, all relevant activities have to be audited in a 

secure logging system. 

 

7.7 Data Confidentiality: The VM migration protocol does not encrypt the migration data nor the signaling /control 

messages by default. Thus the migration data appears as clear text over the network. To deal with this problem, there 

is a need to encrypt both the VM storage data as well as using encryption algorithm to secure the control messages 

of live migration protocol. This dimension is relevant to all three modules. 

 

7.8 Communication Security: As described above, the insecure and unprotected transmission channel is result of 

the migration protocol. The migration protocol does not encrypt the data as it travels over the network, thus 

susceptible to active and passive attacks. An attacker can gain access to the transmission channel using techniques 

such as ARP/DHCP poisoning, DNS poisoning and IP/route hijacking to perform passive or active attacks [15]. 

Passive attacks include eavesdropping of messages for sensitive data, password sand keys, capturing authenticated 

packets and replying them later. Active attacks are more serious .For example manipulating authentication services 

like sshd, /bin/login [5]. To deal with this situation there is a need to define secure channels for migration traffic for 

example by using VPN tunnels between the source and target hosts. This threat has impacts on all three modules. 

 

7.9 Data Integrity: Vulnerabilities in migration module such as stack overflow, heap overflow and integer overflow 

can be exploited by an attacker to inject malicious code or even halt the LM process. As described earlier, the 

control messages of the live migration protocols are sent unprotected, hence a malicious attacker might be able to 

manipulate the messages and launch replay attacks. In addition to data integrity, the integrity of the physical host 

could be a main source of threat, as an attacker might migrate a victim VM to a compromised physical host and 

hence gains full control over the VM. This implies that all users and processes run on this VM will be exposed. 

To address the integrity issue, it is strongly recommended to deploy the new release of virtualization software that 

includes patch of newly discovered vulnerabilities. The system must be updated with the recent releases and patches 

to be protected from such vulnerabilities. Also secure programming methods such as type safe language must be 

used. Other solutions include encryption of migration data to provide confidentiality; Integrity can be preserved 

using MAC, digital signatures and checksums. 

 

7.10 Availability: An unauthorized attacker can initiate large number of outgoing migrations onto a legitimate 

virtualized host server. Thus overloading target server, decreasing its performance or at worst disrupting service it 

provides. Also it is possible for an unauthorized attacker to make the VM to migrate from server to another, 

reducing the performance of service provided by VM and generating huge volume of traffic that degrades the 

network performance. In order to mitigate such attacks there is a need for deploying a combination of security 

measures at all security planes 

 

7.11 Privacy: Running VMs can be live migrated without the knowledge of users who store their data within these 

VMs.    While this transparency is an advantage to  stop traffic analysis and tracking attacks  VMs might pass 

national borders during migration and internal data might become subject to different legislation or migrated to 

untrustworthy location. A malicious user can migrate a malicious VM and place it on same host server as the target 

VM. The malicious VM then creates a covert-channel that leaks information of target VM . 
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A compromised VM or physical host might expose users’ information and stored data to a third party without user 

consent. 

� The source and destination physical hosts to be trusted. 

�  An authorized access to management interface; authenticated and authorized management capabilities(VM 

creation, deletion, migration etc) are in place. 

� The migration data remains confidential and unmodified during the transmission. 

� Protection against network attacks, intrusions and malicious codes. 

� The presence of mechanisms to detect and report suspicious activities. 

� Protection against vulnerabilities in the migration software. 

 

 

8. CONCLUSION 
 

In this paper, we have discussed various vulnerabilities and associated attacks on live migration and also discussed 

various approaches to tackle with these. It is concluded from the survey that the main cause of these vulnerabilities 

is insecure migration protocol and no single integrated approach is available which provides platform integrity 

verification, Confidentiality and Integrity of migration data, Authentication and authorization of migration 

operations. For a future work, we have propose strategies which suggest that secure live migration should be done 

through IPSec tunnel with strong encryption techniques. IPSec protocol is the secure protocol in network layer and 

used for securing the internet protocol traffic. By building IPSec tunnel we can have secure live VM migration 

through tunnel. 
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