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ABSTRACT 
Wireless Sensor Networks have seen tremendous advancement in design and applications in the 

recent years. Wireless Sensor Networks (WSNs) involve deployment of huge number of wireless 

sensor nodes essentially for monitoring a certain area and collecting data. These collected data are 

then sent to the base station which acts like a control room and there further processing is done as per 

requirements. The rapid advancement of digital electronics and wireless communications has resulted 

in more rapid development of WSN technology. This rapid growth has resulted in focus being given 

into solving the challenges that this field has to face. One such challenge is to maximize the network 

lifetime of the network while the target nodes remain monitored constantly. This problem of 

maximizing the network lifetime while satisfying the coverage and also energy constraints (sensors 

are equipped with battery as the only power source and hence the energy constraint) is known as the 

Target Coverage Problem in Wireless Sensor Networks. In this paper a simulation of an existing 

technique is simulated. Then a modified version of the algorithm is simulated which is found to give 

better performance over the existing one. 

 

I. INTRODUCTION 

A number of technologies currently exist to provide users with wireless connectivity. Wireless 

sensor networks detect the relevant quantities, monitor and collect the data, assess and evaluate the 

information, formulate meaningful user display and perform decision making and alarm functions. 

Wireless sensor networks (WSN) provide the information to the smart environment which is 

responsible for sensing and gathering the information. A wireless sensor network has been identified 

as one of the most important technologies for this century. Compared to traditional networked 

devices, WSN nodes occupy less space and weight, hence it is easier to store and to move. WSN is 

expected to scale in order of thousands of nodes and requires minimal or no outside help to build the 

network. The recent advances in wireless technologies have enabled the smaller and less expensive 

products which enhance communication speed significantly. Since early 1990s, the research on 

wireless sensor networks has intensified due to important applications they support such as target 
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tracking and remote environmental monitoring. Two examples of applications of WSNs include 

biomedical health monitoring and natural disaster relief. A number of other applications of WSN 

include: 

• Military: In all aspects of military operations like distribution of commands,information, 

direction finding, monitoring the enemies, force protection and to provide end to end message 

security WSN is applicable.  

• Environmental Monitoring: Temperature, moisture level and soil conditionmonitoring 

determine the quality of crops for the year.  

• Forest Fire Tracking: Firefighters can collect real time data from forest firesto determine the 

best strategy to put out the fire.  

• Monitor remote ecosystems: Environmental sensor networks have beenestablished and large 

new networks have been planned for monitoring multiple habitats. For further understanding of 

the ecological system, complex sensors such as network digital cameras and micro phones as well 

as newly emerging sensors are being integrated into sensor network for hierarchical method of 

sensing the ecosystem.  

• Collect weather forecast data: WSN, can save lives in the events ofdisasters: floods, fires, 

earthquakes, tsunamis, and volcanic eruptions.  

• Industrial processes: Asset monitoring, asset tracking and inventory controlare the most 

important application of WSN in industrial settings. For example: Oil companies use WSN to 

detect their storage condition and engine condition of oil tankers.  

 

II - LITERATURE REVIEW 

In this section, we discuss some of the exclusive research works and their comparative features of using 

cryptographic techniques in WSN. With the progression of computer networks extending boundaries and 

joining distant locations, wireless sensor networks (WSN) emerge as the new frontier in developing 

opportunities for collect and process data from remote locations. Like IEEE 802.3 wired and IEEE 802.11 

wireless networks, remote wireless sensor networks are vulnerable to malicious attacks. 

Michael Brownfield analyzes the energy resource vulnerabilities of wireless sensor networks, models 

the network lifetimes of leading WSN medium access control (MAC) protocols, and proposes a new 

MAC protocol which mitigates many of the effects of denial of sleep attacks. WSNs rely on hardware 

simplicity to make sensor field deployments both affordable and long-lasting without any 

maintenance support, Energy-constrained sensor networks periodically place nodes to sleep in order 

to extend the network life time. Denying sleep effectively attacks each sensor node's critical energy 

resources and rapidly drains the network's lifetime. [7] 

Xuhui Chen and Peiqiang Yu proposed architecture of wireless sensor network with mobile sensor 

nodes. The architecture is divided into high-end node layer and low-end node layer. The high-end 

nodes are responsible for the data routing, and the low-end nodes are responsible for sensing and 

reporting data so that the mobile sensor nodes can be freed from the complicated routing calculation 
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and implementation, and improve the network performance effectively. [6] 

Wireless sensor networks occasionally carry confidential information, which, if exposed to enemy 

parties, might cause a debacle for friendly parties. Especially in military, medical, and emergency 

applications of WSN, employing apropos security mechanisms for data transmissions is crucial, as 

this data can be used to make tactical decisions. If an adversary thwarts the operation of the network 

by modifying the transmitted information, stopping transmission, or by eavesdropping on 

information, then the usefulness of sensor networks is drastically curtailed. Likewise, for example in 

a disaster management related application, accurate and unmodified data is needed to predict 

upcoming disaster(s) and provide advanced warning to concerned parties about event(s). 

Blab and Zitterbart [42] presented an efficient and lightweight implementation of public-key 

cryptography algorithms relying on elliptic curves. They checked their codes by implementing them 

on popular eight-bit ATMEGA128 microcontroller, the heart of the MICA2 platform. Their work 

concluded that public-key cryptography is feasible for sensor networks. 

Gupta et al. [45] showed that elliptic curve cryptography not only makes public-key cryptography 

feasible for these devices, but also enables the creation of a complete, secure web server stack that 

runs efficiently with very stringent resource constraints. 

Their work, viz., Sizzle, is the first time the Internet’s dominant security protocol has been applied to 

devices with significant computational, memory, and energy constraints. It uses highly optimized 

implementations of public-key cryptography to support scalable key management and end-to-end 

security, without sacrificing efficiency. 

III. PROBLEM FORMULATION AND OBJECTIVE 

Based on the literature survey and above discussion we can say that homomorphic encryption 

provides a better security as compared to secret key cryptography (SKC) can be employed in WSN 

scenario where we need to protect our data during communication and also in aggregation phase. 

However it may consume more power than SKC. It will also remove the requirement of key 

distribution which is a major issue in SKC. So, we set following objectives for our thesis work: 

a) Proposing new encryption schemes including homomorphic encryption techniques in LEACH 

algorithm for security enhancement in aggregation and communication of data and node 

energy consumption efficiency.  

b) Evaluation of above said schemes by simulation in MATLAB environment for network life 

elongation.  

IV. PROPOSED SIMULATION OF ENCRYPTION SCHEMES  

In this thesis, we have considered three encryption schemes for simulation purpose. These are 

described as below: 

Concealed data aggregation (CDA) 
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In the first scheme, the sensor nodes encrypt data using RSA homomorphic algorithm signature 

generation. Cluster heads aggregate the whole data into one without decrypting it and again sending 

data to base station. This type of scheme is called as concealed data aggregation (CDA). The main 

motive of this approach is that the encrypted values do not require to be decrypted for the 

aggregation. Instead, the aggregation can be performed on the encrypted values and only the sink has 

the ability to decrypt the result. Also, it ensures the ETE- privacy. 

In-Network Aggregation (INA)  

In the second scheme, the sensor nodes encrypt a newly generated session key using RSA 

homomorphic algorithm signature. The sensor node use this session key to encrypt data using AES 

algorithm and then RSA encrypted session key and session key encrypted data is sent to the Cluster 

heads (CHs). CHs decrypt data using session key which is retrieved by CH’s own private key and 

then aggregate the whole data into one and again use RSA encryption for sending session key and 

session key encrypted data to base station. This type of scheme is called in network aggregation 

(INA). 

RSA based key distribution 

In this scheme we try to solve the problem of security in WSN by using the concept of public key 

cryptography as a tool that ensures the authenticity of the base station. RSA is composed of two 

phases, Firstly the Base Station distributes a common session key for each round which is encrypted 

by individual node’s public keys. Each sensor node decrypts the session key using its own private 

key. This is also called key exchange mechanism and it sets up a session key to secure end to end link 

between them. The second phase is the use of this session key for data encryption to ensure 

confidentiality and ensuring the integrity of the exchanged data between nodes. Using this session 

key, complete data can be sent to CH and BS using SKC’s AES 

IV- Results 

Following table shows the combined result of simulation of three encryption schemes over 

different number of rounds of operations. 

Scheme 

used 
RSA_ CDA RSA_INA RSA Based Key Distribution 

No. of rounds 750 1200 1250 800 1200 1320 1000 1500 3000 5000 

No. of 
Packets Sent 

8000 12000 12296 7500 12000 12300 10000 15000 36000 50000 

No. of Dead 
Nodes 

0 78 96 0 60 98 0 0 0 0 
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Sum of 
Energy 

2.5 0.075 0.01 2.7 0.355 0.05 6.71 6.69 6.65 6.57 
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