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Abstract 
This Paper Presents the power of wireless sensor networks lies in the ability to deploy large 

numbers of tiny nodes that assemble and configure themselves. Usage scenarios for these devices range 

from real time tracking, to monitoring of environmental conditions, to ubiquitous computer environment, to 

in situ monitoring of the health of structures or equipment. While often referred to as wireless sensor 

networks, they can also control actuators that extended control from cyberspace into the physical world 
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.I. INTRODUCTION 

Data Aggregation typically involves the mixture of data from multiple sensors at intermediate nodes and transmission 

of the aggregated data to the base station (sink).  Data aggregation efforts to collect the most critical data from the 

sensors and make it available to the sink in an energy efficient manner with minimum data latency. Data latency is 

important in many applications such as environment monitoring, where the freshness of data is also an important 

factor. It is critical to develop energy-efficient data-aggregation algorithms so that network lifetime is enhanced. There 

are several factors which determine the energy efficiency of a sensor network, such as network architecture, the data-

aggregation mechanism, and the underlying routing protocol. 

Routing protocols can be generally grouped in two broad categories: reactive and proactive protocols. Proactive 

routing protocols use some kind of periodic beaconing or coordination mechanisms between nodes to pro-actively 

maintain routing tables at each node. Conversely, reactive protocols don't attempt to maintain routing tables 

continually; in- stead, they initiate route discovery only when the route is required for a packet transmission. 

Discovered routes are temporarily cached to be used for subsequent requests addressed to the same node, but will 

eventually expire after a period of inactivity. 

The proposed protocol is based on two ways of data aggregation with saving of reliability; the firstway is based on 

distribution of aggregation process by involving additional sensor nodes. These condone is based on complex report 

interaction between base station and aggregator. 

Sensor Networks Communication Architecture 

The sensor nodes are usually scattered in a sensor field as shown in Figure 1.1. Each of these scattered sensor nodes 

has the capabilities to collect data and route data back to the sink and the end users. [27] Data are routed back to the 

end user by a multi-hop infrastructure less architecture through the sink. The sink may communicate with the task 
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manager node via Internet or Satellite. The protocol stack used by the sink. This protocol stack combines power and 

routing awareness, integrates data with networking protocols, communicates power efficiently through the wireless 

medium, and promotes cooperative efforts of sensor nodes. The protocol stack consists of the application layer, 

transport layer, network layer, data link layer, physical layer, power management plane, mobility management plane, 

and task management plane. [28] Depending on the sensing tasks, different types of application software can be built 

and used on the application layer. The transport layer helps to maintain the flow of data if the sensor networks 

application requires it. The network layer takes care of routing the data supplied by the transport layer. Since the 

environment is noisy and sensor nodes can be mobile, the MAC protocol must be power aware and able to minimize 

collision with neighbors’ broadcast. The physical layer addresses the needs of a simple but robust modulation, 

transmission and receiving techniques. In addition, the power, mobility, and task management planes monitor the 

power, movement, and task distribution among the sensor nodes. These planes help the sensor nodes coordinate the 

sensing task and lower the overall power consumption. 

 

II - LITERATURE REVIEW 

R. Rajagopalan and P.K.Varshney, “Data aggregation techniques in sensor networks: A survey” [1]. Wireless sensor 

networks consist of sensor nodes with sensing and communication capabilities. The focus is on data-aggregation 

problems in energyconstrainedsensor networks. The main goal of data-aggregation algorithmsis to gather and 

aggregate data in an energy efficient manner so that networklifetime is enhanced. In this articlea survey of data-

aggregationalgorithms in wireless sensor networks has been presented. A comparison and contrast of different 

algorithms on the basis of performance measures such as lifetime,latency, and data accuracy. 

Tamara Pazynyuk, JiangZhong Li, George S. Oreku,” Reliable Data Aggregation Protocol for Wireless Sensor 

Networks”  

[3].CurrentroutingprotocolsinWSNsoreveninWirelessAdhocNetworksareverysusceptibleto manyattacki .e. stealthy 

attack. The most simple among those is where the adversary injects malicious routing information into the network. 

This results in routing inconsistencies leading to high increase in end-to-end delays or even packet losses in the 

network. The novelty of this protocol is building a general routing protocol based on two methods, which takes into 

consideration two factors, first additional of sensor nodes to the aggregation process and second by considering 

complex report interaction between base station and aggregator. 

Hong Luo, Qi Li, Wei Guo , “RDA: Data Aggregation Protocol for WSNs” [4] . Data aggregation in wireless sensor 

networks is widely accepted as an essential paradigm for energy efficient routing but with low reliability under node 

and link failures. In this paper the proposed protocol is called RDA which associates packet’s reliability in data 

transmission with the amount of information it contains and gives higher reliability to the packet which has more 

information by adjusting the degree of redundancy. Therefore, RDA can jointly optimize both information reliability 

and energy efficiency in sensor networks with data aggregation. Especially, RDA is not banded with special routing 

schemes; hence it can be used with any kinds of routing schemes supporting data aggregation in wireless sensor 

networks. 

Sang-ryul Shin, Jong-il Lee, Jang-woon Baek, Dae-wha Seo,” Reliable Data Aggregation Protocol for Ad-hoc Sensor 

Network Environments” [14]. In sensor network environments, sensor nodes have the limited power because of their 

resource constraints. Therefore it is important to efficiently use their power in sensor networks. Power consumption of 

sensor node is closely related to communication operation In order to minimise thee the power consumption. And 

sensor networks are inherently unreliable because radio transmission can easily fail, node can move, and soon. In this 

paper, we propose the reliable data aggregation protocol in order to overcome these problems. This protocol performs 

the routing and the query inserting process at the same time to minimize the packet loss caused by network changes. 

Also, this protocol removes the communication operations caused by the periodic routing without query. 
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III- METHODOLOGIES 

Proposed Model for Data Aggregation 

 

Figure 1. Proposed Model 

Key issues in architecture: 

There are four key issues that must be addressed by the system architecture: 

• Firstly, from the basic description of a wireless communication protocol it can be seen that several operations must 

occur in parallel. The channel must be continually monitored, data must be encoded and bits must be transferred to the 

radio. The ability to deal with fine grained concurrency is required in order to perform these operations in parallel. 

Secondly, the system must be flexible to meet the wide range of target application scenarios. 

Thirdly, the architecture must provide precise control over radio transmission timing. This requirement is driven by the 

need for ultra-low power communication in the data collection application scenario. Finally, the system must be able 

to decouple the data path, speed and the radio transmission rate. 

 

Factors influencing sensor network design 

A sensor network design is influenced by many factors, which include fault tolerance; scalability; production costs; 

operating environment; sensor network topology; hardware constraints; transmission media; and power consumption. 

These factors are addressed by many researchers as surveyed in this paper. However, none of these studies has a full 

integrated view of all factors that are driving the design of sensor networks and sensor nodes. These factors are 

important because they serve as a guideline to design a protocol or an algorithm for sensor networks. In addition, these 

influencing factors can be used to compare different schemes. 

 BS 
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III. RESULTS 

A. Figure: - Flow Chart of Proposed Model 

 

B. Algorithm for Proposed Model. 

With the simulation result, it can be shown that the protocol implemented in this paper is more energy efficient & 

secured. 

The Proposed Algorithm is: 

Step 1. Create Data for All the Nodes. 

Step 2. Divide Nodes into Cluster 

Step 3. Select Data Aggregator for each Cluster. 

Step 4. Each Cluster Head will send request for data to its nodes 

Step 5. Each node will check the trustworthiness Cluster of data aggregation and send data accordingly to 

Cluster Head. 

Step 6. Each Cluster Head Aggregates the data and sends it to Next Cluster Head. 

Step 7. Last Cluster Head Send the Data to Base Station. 

Step 8. Base Station will Aggregates the Data. 
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IV- Conclusion 

In wireless sensor networks, compromised sensor nodes can distort the integrity of aggregated data by sending false 

data reports and injecting false data during data aggregation. Since cryptographic solutions are not sufficient to prevent 

these attacks, general reputation based trust systems are proposed in the literature. The Proposed Algorithm introduces 

Cluster based Functional Reputation Data Aggregation concept.  In this System total processing is based on cluster and 

a cluster is a collection of nodes and the aggregator node is selected automatically.  

Future work includes the simulation of this protocol on any simulation software such as Network Simulator (NS-2) or 

QUALNET or any other simulation software and get the exact results and compare these results with the 

implementation results of another reliable data aggregation protocol i.e “Ant Colony data gathering protocol”. 

Carrying out more detailed simulator runs would also allow the protocols to be evaluated in more detail. 
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