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Abstract --  A computer simulation is a simulation, run on a single computer, or a network of computers, to 

reproduce the behavior of a system. Computer graphics are the main branch in which simulation test bed is studied 

and produced. The simulation uses an abstract model (a computer graphic model, or a computational model) to 

simulate the system. Computer simulations have become a utilitarian piece of mathematical modeling of many 

natural systems in physics (computational physics), astrophysics, chemistry and biology, human systems in 

economics, psychology, social science, and engineering. Simulation provides the user with a graphic which seems 

like real and this subject is under the limelight among various gaming companies. Simulation of a system is 

represented as the running of the system's model. It can be used to explore and gain new insights into 

new technology and to estimate the performance of systems too complex for analytical solutions. 

 

Cyber security analysis tools are necessary to evaluate the security, reliability, and resilience of networked 

information systems against cyber attack. It is common practice in modern cyber security analysis to separately 

utilize real systems of Computers, routers, switches, firewalls, computer emulations (e.g., Virtual machines) and 

simulation models to analyze the interplay between cyber threats and safeguards. In contrast,  Laboratories have 

developed novel methods to combine these evaluation platforms into a hybrid testbed that combines real, emulated, 

and simulated components. The combination of realism, emulated, and simulated components enables the analysis 

of Security features and components of a networked information system. 

 

When performing cyber security analysis on a system of interest, it is critical to realistically represent the subject 

security components in high fidelity. In some experiments, the security component may Be the actual hardware and 

software with all the surrounding components represented in the simulation or with surrogate devices. Laboratories 

have developed a cyber tested that combines modeling and simulation capabilities with virtual machines and real 

devices to represent, in varying fidelity, secure Networked information system architectures and devices. Using this 

capability, secure networked information system architectures can be represented in our tested on a single, unified 

computing Platform. This provides an “experiment-in-a-box” capability. The result is rapidly-produced, large-scale, 

relatively low-cost, multifidelity representations of networked information systems. These representations enable 

analysts to quickly investigate cyber threats and test protection approaches and configurations.  
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