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Abstract: 

Username & Passwords are one of the most common causes of system break-ins, because the low entropy of 

passwords makes systems vulnerable to brute force guessing attacks (dictionary attacks). In today’s generation 

everyone used to   tie up with   digital world and to secure their account details and security concerns the 

companies have been  provided authentication and authorization to ensure security in efficient manner. one of 

the survey realized that 97% of common people are used to  think like cloud is the best place to store their 

data,64% business entrepreneurs are used to believe that cloud is the best way to store the data. but 100% of 

people they thinking about security. To address this problem, preserving the privacy of intermediate datasets 

becomes a challenging problem because adversaries may recover privacy-sensitive information by analyzing 

multiple  intermediate  datasets.  Encrypting ALL  datasets  in  cloud  is  widely adopted in existing approaches 

to address this challenge. But we argue that encrypting all intermediate datasets are neither efficient nor cost-

effective because it is very time consuming and costly for data- intensive applications to en/decrypt datasets 

frequently while performing any operation on them. In this paper,  we  propose a  novel  upper-bound privacy 

leakage  constraint based approach to  identify which intermediate datasets need to be encrypted and which 

do not, so that privacy-preserving cost can be saved while the privacy requirements of data holders can still be 

satisfied. Evaluation results demonstrate that the privacy-preserving cost  of  intermediate  datasets  can  be  

significantly reduced  with  our  approach over existing ones where all datasets are encrypted 
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