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Abstract: This work proposes a novel scheme for separable reversible data hiding in encrypted images. In the first 

phase, a content owner encrypts the original uncompressed image using an encryption key. A novel reversible data 

hiding algorithm, which can recover the original image without any distortion from the marked image after the 

hidden data have been extracted, is presented in this paper. This algorithm utilizes the zero or the minimum points of 

the histogram of an image and slightly modifies the pixel grayscale values to embed data into the image. Lossless 

compression of encrypted sources can be achieved through Sepia Wolf coding. For encrypted real-world sources 

such as images, the key to improve the compression efficiency is how the source dependency is exploited. Recently, 

more and more attention is paid to reversible data hiding (RDH) in encrypted images, since it maintains the excellent 

property that the original image cover can be lossless recovered after which is embedded is extracted while 

protecting the image content’s as confidential. All methods used previously embed data by reversibly vacating room 

from the images which are been encrypted, which may cause some errors on data extraction and/or image 

restoration. 
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