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Abstract— Provable data possession (PDP) is a technique for ensuring the integrity of data in storage outsourcing. In this paper, 
we address the construction of an efficient PDP scheme for distributed cloud storage to support the scalability of service and data 
migration, in which we consider the existence of multiple cloud service providers to cooperatively store and maintain the clients’ 
data. We present a Cooperative PDP (CPDP) scheme based on homomorphic verifiable response and hash index hierarchy. We 
prove the security of our scheme based on multi-prover zero-knowledge proof system, which can satisfy completeness, 
knowledge soundness, and zero-knowledge properties. In addition, we articulate performance optimization mechanisms for our 
scheme, and in particular present an efficient method for selecting optimal parameter values to minimize the computation costs of 
clients and storage service providers. Our experiments show that our solution introduces lower computation and communication 
overheads in comparison with non-cooperative approaches. Provable data possession (PDP) (or proofs of retrevability (POR)) is 
such a probabilistic proof technique for a storage provider to prove the integrity and ownership of clients’ data without 
downloading data. The proof-checking without downloading makes it especially important for large-size files and folders 
(typically including many clients’ files) to check whether these data have been tampered with or deleted without downloading the 
latest version of data. Thus, it is able to replace traditional hash and signature functions in storage outsourcing. 
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