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Abstract: Wormhole attack has been stated as a significant attack, which involves the recording of packets at 

certain location by the attacker on one hand, and tunnels these recorded packets to another location on the other 

hand. However, the tunneling/retransmitting of bits seems to be done selectively. Further, from the wireless sensor 

network viewpoints, Wormhole attack is a stated as a significant threat. WSN is an autonomous collection of nodes 

and there is no fixed infrastructure, so it is more vulnerable to attack. As it does not require compromising a sensor 

in the network rather, and it could be performed even at the initial phase when the sensors start to discover the 

neighboring information. Taking the case of any particular node, which broadcasts the routing request packet, 

because only then the attacker able to receive this packet and then replays it in its neighborhood. Each neighboring 

node that receives this replayed packet will consider itself to be in the range of that Node, and will spot this node as 

its parent. Hence, even if the victim nodes are multi-hop apart from that node, attacker in this case convinces them 

that the node is only a single hop away from them, and therefore produces a wormhole. The proposed work is about 

the prevention of the network from the wormhole attack. In this work, a simulation based mechanism is presented 

to secure the communication between source and destination. 
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