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Abstract 

Ad-hoc low-power wireless networks are an exciting research direction in sensing and pervasive computing. Prior 

security work in this area has focused primarily on denial of communication at the routing or medium access control 

levels.  In this paper the attacks which is mainly focusing on routing protocol layer that kind of attacker is known as 

resource depletion attacks. This attacks causing the impact of persistently disabling the networks by drastically 

draining the node’s battery power. These “Vampire” attacks are not impacting any specific kind of protocols. 

Finding of vampire attacks in the network is not a easy one. It’s very difficult to detect, devastating .A simple 

vampire presenting in the network can increasing network wide energy usage.  And to overcome this vampire 

attacks proposed an algorithm named optimal energy boost-up protocol (OEBP) is proposed which analyzes the 

routing table and verify the attacks which permanently disable networks by quickly draining nodes’ battery power. 

These “Vampire” attacks are not specific to any specific protocol, but rather rely on the properties of many popular 

classes of routing protocols. We proposed a EWMA method to bound the damage caused by these vampire types of 

attacks during the packet forwarding phase. This enhanced work increases the Quality of service in the network and 

it will regulates all the nodes activity. We discuss some methods to overcome and alternative routing protocols 

solution will be avoiding some sort of problems which causing by vampire attacks. 
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