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Abstract 

User authentication is the fundamental concept for protecting information. Although there are a various types of authentication 
techniques such as textual passwords, token based techniques, biometric authentication etc. but still the current authentication 
systems suffer from many weaknesses, because the users tend to pick short passwords that are easy to remember, which makes 
the it unprotected for attackers to break. Some techniques such as two-factor authentication and graphical password have been 
put in use to reduce the limitations of text-based password.  The password should be easy for the user to remember, and hard for 
anyone else to figure out the graphical password, involves selecting a sequence of graphical items on a computer screen.  A 
collection of usability features will be implemented in the multiple password prototype to be more usable for the users where this 
usability set includes more secure, the ease of use, memorize, creation, learning and satisfaction.   
 
This paper provides secure, usable and cost effective user authentication mechanisms to help mainly the computer users those are 
working on untrustworthy computers, Internet, and unsafe networks and provides more security for the server by implementing 
3D password authentications (Text Password, Graphical password, and Biometric), which is will not get easily attacked by the 
data dictionary attacks. The main objectives of the proposed system are: to enhancement security and usability,  to reduce the 
human work,  to reduce the maintenance time, and to make the system more user friendly, efficient, more accurate and fast 
processing. 
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