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Abstract 

The recent emergence of cloud computing has drastically 

altered everyone’s perception of infrastructure 

architectures, software delivery and development models. 

Projecting as an evolutionary step, following the transition 

from mainframe computers to client/server 

deployment models, cloud computing encompasses 

elements from grid computing, utility computing and 

autonomic computing, into an innovative deployment 

architecture. This rapid transition towards the clouds, has 

fuelled concerns on a critical issue for the success of 

information systems, communication and information security. From a security perspective, a number of 

unchartered risks and challenges have been introduced from this relocation to the clouds, deteriorating much of the 

effectiveness of traditional protection mechanisms. As a result the aim of this paper is twofold; firstly to evaluate 

cloud security by identifying unique security requirements and secondly to attempt to present a viable solution that 

eliminates these potential threats. 

As one who saves important information to those data centers in digital form, so one should be aware of the security 

aspects of the cloud environment. This work studies the cloud computing, in which the most acute obstacles with 

outsourced service are security issues. This paper details about the security Issues by observing and studying various 

prior works. 
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This paper provides an insightful analysis of the existing status on cloud computing security issues based on a 

detailed survey carried by the author. It also makes an attempt to describe the security challenges in Software as a 

Service (SaaS) model of cloud computing and also endeavors to provide future security research directions. 
 
Hypervisor security is the process of ensuring the hypervisor, the software that enables virtualization, is secure 
throughout its life cycle, including during development, implementation, provisioning, management and de-
provisioning. 
 
Virtualization is transitioning from the technology that drives server consolidation and datacenter operations to a key 
ingredient in creating a flexible, on-demand infrastructure—another way of describing cloud computing. While there 
are certain issues to address when adopting virtualization in any environment, there are additional security concerns 
that arise when using virtualization to support a cloud environment. 
 
When adopting virtualization for cloud computing, it becomes evident that the management tools used in a physical 
server-based deployment won’t suffice in a highly dynamic virtualized one. To begin with, in a physical server 
deployment model, provisioning automation is generally not as heavily used unless there’s a significant enough 
number of server OSes to warrant doing so. 
The typical strategy for provisioning physical servers involves repetitive steps. In a heavily virtualized environment 
like the cloud, OS provisioning will rapidly transition to being a highly automated process. 
 
Cloud computing is one of today's most exciting Technologies, because it can reduce the cost and complexity of 
applications, and it is flexible and scalable. These benefits changed cloud computing from a dreamy idea  
 
into one of the fastest growing technologies today. Actually, virtualization technology is built on virtualization 
technology which is an old technology and has had security issues that must be addressed before cloud technology is 
affected by them. In addition, the virtualization technology has limit security capabilities in order to secure wide area 
environment such as the cloud. Therefore, the development of a robust security system requires changes in traditional 
virtualization architecture. This paper proposes new security architecture in a hypervisor-based virtualization 
technology in order to secure the cloud environment.  
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