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Abstract 
 
To ensure the privacy and security of cloud environment, consumers need to evaluate it with the goal of 
mitigating risk and acquiring an appropriate level of support. The process of assessment needs to ensure 
existence of effective governance, risk and compliance process along with a proper audit of operational 
and business processes. The privacy enforcement process in addition to policies also involves managing 
people, roles and identities ensuring proper protection of data and information. The access control plays a 
significant role in achieving the desired privacy. In a decentralized attribute-based encryption (ABE) 
system, any party can act as an authority by creating a public key and issuing private keys to different 
users that reflect their attributes without any collaboration. Such an ABE scheme can eliminate the burden 
of heavy communication and collaborative computation in the setup phase of multi-authority ABE 
schemes, thus is considered more preferable. Usually privacy-preserving decentralized key-policy ABE 
schemes claim to achieve better privacy for users and to be provably secure in the standard model. 
However, after carefully revisiting the scheme, it is observed that their scheme cannot resist the collusion 
attacks, hence fails to meet the basic security definitions of the ABE system. The proposed attribute based 
decentralized key policy data store will give priority to privileged users. The privileged users are the users 
who will exactly match policy attributes with DA(decentralized authority), as compared to regular users 
having the set of attributes larger than the policy attributes. To the best of our knowledge this framework 
of privileged users enhances the access control mechanism by avoiding the collusion. 
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