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Abstract 
It enhances a novel scheme for separable reversible data hiding in encrypted images. In the first phase, a content owner encrypts 
he/she original uncompressed image using an encryption key. Then, a data-hider may compress the least significant bits of the 
encrypted image using a data-hiding key to create a sparse space to accommodate some additional data. With an encrypted 
image containing additional data, if a receiver has the data-hiding key, he/she can extract the additional data though he/she does 
not know the image content. If the receiver has the encryption key, he/she can decrypt the received data to obtain an image 
similar to the original one, but cannot extract the additional data. If the receiver has both the data-hiding key and the encryption 
key, he/she can extract the additional data and recover the original content. The rapid development of data transfer through 
internet made it easier to send the data accurate and faster to the destination. There are many transmission media to transfer the 
data to destination like e-mails; at the same time it is may be easier to modify and misuse the valuable information through 
hacking. So, in order to transfer the data securely to the destination without any modifications, there are many approaches like 
cryptography and steganography. This paper deals with the image steganography as well as with the different security issues, 
general overview of cryptography approaches and about the different steganographic algorithms like Least Significant Bit 
(LSB) algorithm. It also compares those algorithms in means of speed, accuracy and security. 
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