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Abstract 

 
Wireless communications offer organizations and users many benefits, such as portability, flexibility, increased 
productivity, and lower installation costs. Wireless technologies cover a broad range of differing capabilities 
oriented toward different uses and needs. Wireless local area network (WLAN) devices, for instance, allow users to 
move their laptops from place to place within their offices without the need for wires and without losing network 
connectivity. Less wiring means greater flexibility, increased efficiency, and reduced wiring costs. Ad hoc networks, 
such as those enabled by Bluetooth, allow data synchronization with network systems and application sharing 
between devices. However, risks are inherent in any wireless technology. Some of these risks are similar to those of 
wired networks some are exacerbated by wireless connectivity some are new. Perhaps the most significant source of 
risks in wireless networks is that the technology’s underlying communications medium the airwave is open to 
intruders making it the logical equivalent of an Ethernet port in the parking lot. The loss of confidentiality and 
integrity and the threat of denial of service (DoS) attacks are risks typically associated with wireless 
communications. Unauthorized users may gain access to an organization’s systems and information, corrupt the 
organization’s data, consume network bandwidth, degrade network performance, launch attacks that prevent 
authorized users from accessing the network, or use the organization’s resources to launch attacks on other 
networks. 
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