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Abstract 

Distributed Denial of service (DDoS) attack is causing most serious threats to the Internet services. DDoS attack is a system 
anomaly or misuse from which abnormal behavior is imposed on network traffic. We need to address two major requirements 
such as to quickly and accurately locate the potential attackers and to filter attack packets so that a host can resume the normal 
service to legitimate clients for effective trace back. In order to model and detect such DDoS error then we need to observe the 
network traffic continuously. Network traffic characterization with behavior modeling could be a good indication of attack 
detection which can be performed via abnormal behavior identification. Moreover, it is hard to distinguish the difference of an 
unusual high volume of traffic which is caused by the attack or occurs when a huge number of users occasionally access the 
target machine at the same time. The proposed distributed traceback methodology can also complement and leverage on the 
existing ICMP traceback so that a more efficient and accurate traceback can be obtained. We carry out simulations to illustrate 
that the proposed methodology can locate the attackers in a short period of time. 

 In this paper we study an efficient and effective methodology to determine how 
much extend the internet and their users are getting disturbed. We also study the snapshot algorithm which helps to observe the 
network traffic and identify the system causing vulnerabilities.  
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