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Abstract:  

Authentication is the first step in information security. It requires the user to memorize their password and remember at 

login time. textual passwords are the most traditional schemes that are used for providing security, but textual passwords 

are vulnerable to dictionary attacks, shoulder surfing. Graphical password schemes overcome the shortcomings of textual 

passwords, but they were vulnerable to shoulder surfing attacks. to solve and overcome this problem, text and images are 

combined to generate passwords for providing higher security for password. A new technique called session password is 

introduced on the combination of text and images to solve the problem of security. Session password can be used every 

time the password is created for authentication. Two techniques are used to generate session password which overcomes 

the attacks like shoulder surfing, dictionary attacks. 
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Recently there has been a great emphasis to provide more security for passwords. The 21st century is the more 

advancing age of internet and related contents, highly exposing data which innovated before a minute or say as to 

some seconds. The most traditional method for authentication is textual Password. Users first choice for 

authentication is textual passwords. Mostly users choose short and simple password so that they can be easily 

memorized and can be recalled at the login-time. In common it has been surveyed that an average users has to 

memories at least 3 passwords. again in addition to this the user has to remember password for banking, e-

commerce, social networking sites and also email accounts. Short and simple textual passwords are easy to 

remember, but can be easily hacked while random and lengthy passwords are secured but hard to remember. to 

overcome this problem graphical authentication schemes were proposed. But this schemes had many problem like 

they were easily prone to shoulder surfing attacks. Many others authentication schemes were proposed to overcome 

the shoulder surfing attacks but they had many drawbacks like they take more time to login, usability. In this paper 

there are two authentication schemes that are designed to provide more security than that of textual passwords and 

graphical passwords. The user is authenticated using session password. Session password are the password that is 

provided to authenticate the user for a session. Session passwords are used only once. Every time the users enters a 

session he has to input different password. once the session is over that password becomes is of no use for next 

session and the current session gets terminated. Session password provide more security as every time the session 

start a new password is created and they are not prone to dictionary attacks ,brute force attacks and shoulder surfing 

attacks. This paper is organized into four sections. The previous section covers the Introduction. Next section 

describes literature review & findings. Section III describes the details of the proposed scheme. Security analysis is 

included in Section IV. 
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